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Abstract

Wireless networks are popular due to the mobility afforded by having connec-
tivity without wires. Wireless networks are inherently vulnerable and the IEEE
802.11i security standard was established to address security. Previous research
has evaluated the effects of WEP encryption and its variants on wireless network
performance. However no previous work has evaluated the effects of the 802.11i
specification (implemented as WPA and WPA2) on performance. The aim of
this research is to discover the effects of the new WPA2 specification on wireless
network throughput, latency, error rate and interaction with multiple clients.
It also makes comparisons with the existing security methods, WPA and WEP.
Synthetic and real network applications were used to generate network traffic.
Various security levels were defined. These ranged from No Security to WPA2,
and also included different authentication methods (Pre-shared key and 802.1x
EAP-TLS certificate authentication). Performance was measured against these
security levels. The results show that while there were statistically significant
differences between the security levels, they are small enough to be realistically
ignored. This research shows it is possible to establish a secure wireless net-
work, without any noticeable compromise in performance. Using hardware with
hardware accelerated security features, there is no reason to use anything less
than the WPA2 security specification.
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1 Introduction

Wireless networks have increased in use dramatically over the recent years.
Mobility and the freedom to connect without any wires have contributed to its
popularity. However wireless networks are inherently more vulnerable to attack
than wired networks. Where a wired network needs to have its lines tapped, or
direct physical access to the hub or switch to have its security compromised, a
wireless network broadcasts over the open airwaves. Anyone within transmission
range can receive this signal.

Because of this inherent vulnerability, the 802.11 wireless network stan-
dard [1] includes an encryption mechanism, known as Wired Equivalent Privacy
(WEP). WEP’s intention is to give wireless networks the same degree of security
as an unsecured wired network [2]. The flaws in the implementation of WEP
and its encryption key are widely published. This includes key reuse and the
key length being inadequate. This can lead to the key being discovered through
a brute force attack, using freeware tools available on the internet [3, 4].

To address these shortcomings, a comprehensive security standard, IEEE
802.11i was developed [2, 3, 5]. A specification, known as Wi-Fi Protected
Access (WPA) was developed by the Wi-Fi Alliance1, as a stopgap measure to
address the flaws in WEP until 802.11i was finalised [6]. WPA is a ‘subset’ of
the standards specified in IEEE 802.11i, and requires only a software upgrade,
so it can work on existing hardware [7].

In late 2004, the Wi-Fi Alliance began interoperability certification testing
on hardware supporting WPA2, representing the complete 802.11i specifica-
tion. While it has some mechanisms in common with WPA, it has several
improvements, including the use of the Advanced Encryption Standard (AES),
a stronger encryption method. Since AES is a much stronger cryptographic
algorithm, it requires a more powerful processor. This means much of the exist-
ing network hardware will need to be upgraded (for example access points and
network cards) to cope with the increased computational load [8].

This paper investigates the effects of the WPA2 security specification on the
performance (throughput, latency and errors) of wireless networks and compares
this performance with the existing WEP and WPA architectures. It builds on
previous work carried out in [9] by including the full WPA and WPA2 specifi-
cations.

1.1 Overview

Section 2 details WEP, WPA and WPA2. Section 3 justifies the motivations and
goals of this project. Section 4 describes the experimental setup and method-
ology. Section 5 presents the results, statistical analysis and a discussion of the
results. Section 6 describes avenues for future work and section 7 describes the
conclusions.

1http://www.wi-fi.org. The Wi-Fi Alliance is a non-profit organisation, certifying wire-
less products for interoperability.
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2 Wireless Network Security Methods

This section details the current wireless LAN link layer security methods: Wired
Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA) and Wi-Fi Pro-
tected Access 2 (WPA2). All three of these methods use what is known as
an Initialisation Vector (IV). This will be described before the methods are
discussed.

An IV is used to ensure that ciphertext (encrypted data) encrypted with the
same key is harder to recover [10]. With a stream cipher2 an IV ensures that
no encryption key is used more than once. When two plaintexts are encrypted
with the same key, an exclusive-or (XOR) function can be applied to the two
ciphertexts, which will give the same result as applying an XOR function to
the original plaintexts. Brute force methods can then be used to recover the
original two plaintexts, given an XOR of the original plaintexts. To overcome
this, if the same encryption key is used, a sequence of bits are added to the start
of the plaintext and these bits are also added to the key. The sequence of bits,
or IV, are different for each plaintext, and this results in a different key for each
plaintext.

With a block cipher3, when two plaintexts with common beginnings are
encrypted with the same encryption key, the resulting ciphertext would be the
same up until the first difference. This can result in a pattern that can aid
intruders [11]. Adding an IV to the start of the plaintext will result in different
ciphertexts, even when the two plaintexts are encrypted with the same key. As
before, the IV is different for each plaintext.

Therefore the notion behind an IV is to protect against XOR methods for
stream ciphers and revealing patterns for similar plaintexts when encrypted with
block ciphers, as the IV is different for each plaintext.

2.1 Wired Equivalent Privacy

Wired Equivalent Privacy (WEP) was intended to make a wireless connection
as secure as an unsecured wired network [2]. WEP attempts to bring confiden-
tiality, access control and data integrity to a wireless connection.

WEP uses the RC4 algorithm to encrypt data. RC4 is a symmetric4 stream
cipher and encrypts 8 bits at a time. The RC4 key used by WEP is made up of a
shared secret key (which is usually either 40 or 104 bits in length) that only the
sender and receiver know, and a 24 bit IV. This results in an RC4 encryption key
of either 64 or 128 bits in length. A pseudo-random number generator uses this
key (made up of the shared secret key and the IV) and the data length value of
the plaintext to generate a key stream the same length as the plaintext data to
be encrypted [12]. This key stream is XOR’d with the plaintext to produce the
ciphertext. This part of WEP addresses confidentiality, as it prevents outsiders
from viewing the messages as they are encrypted.

WEP affords data integrity by using an integrity check value (ICV) to ensure
data is not manipulated during transmission (for example during a man-in-the-
middle attack [13]). The ICV is essentially a CRC-32 integrity checksum and is

2A stream cipher is one that operates on a byte or a few bits at a time.
3A block cipher is one that operates on a block of bits (usually 64 or 128) at a time.
4A symmetric cipher is one which both the sender and receiver use the same key to encrypt

and decrypt data.
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32 bits long. It is calculated over the plaintext data only. ICVs generated from
the same plaintext will be identical. Hence if the ICVs differ, then the plaintext
must have been tampered with from its original. In this way the ICV provides
for data integrity.

Figure 1: The WEP Encryption Process

Figure 1 illustrates how WEP works and how the RC4 algorithm and ICV
are used.

1. The ICV is computed over the plaintext data, and added to the end of
the plaintext data.

2. The plaintext and the ICV are encrypted with RC4. The IV is appended
to the shared secret key to create the encryption key. The IV is different
for each frame sent, therefore each frame is encrypted with a different key.

3. The IV is prepended to this encrypted data. The IV is viewable by anyone,
as it is not encrypted. This is so the receiver knows which IV to use when
decrypting.

4. This frame (made up of an IV and encrypted data) is then sent.

Figure 2: The WEP Decryption Process

When the recipient receives this frame (Figure 2), the following steps are
performed:

1. The receiver has the same secret shared key as the sender. This secret key
is combined with the IV in the received frame to create the key used to
decrypt the data.

2. The frame is decrypted, resulting in plaintext data and the ICV.
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3. An ICV is computed over the plaintext data. This ICV is compared with
the ICV in the decrypted packet. If they are not identical, then the data
is considered to have been modified in transit, and the frame is dropped
and ignored. Otherwise it is passed onto the upper layer.

Access control in WEP is provided by two authentication methods. The first
method, Open System Authentication, is not really an authentication method;
it is a null authentication algorithm. Essentially any station that requests au-
thentication is authenticated. This method has been provided so that other
authentication protocols can be used instead of the WEP methods. There are
two messages in this method:

• The requester (a station initiating the authentication exchange) sends a
request to authenticate.

• The responder (the station that receives this response, for example an
access point) replies, and the two stations are considered to be mutually
authenticated [1].

The second method is Shared Key Authentication. For a station to be
authenticated, it requires knowledge of the shared secret key. There are four
messages exchanged in this method:

• The requester sends a request to authenticate.

• The responder generates a sequence of 128 random octets. This sequence
is known as a challenge and is different with each request. This is sent to
the requester.

• The requester encrypts this challenge using the WEP steps described pre-
viously, and sends it back to the responder.

• The responder receives this and decrypts it. If the ICV check is successful,
the decrypted challenge is compared to the challenge sent in the second
frame. If they are the same, then the requester is authenticated.

2.1.1 Flaws with WEP

WEP is flawed in each of the security aspects it seeks to address: confidentiality,
access control and data integrity.

In terms of confidentiality, there are several problems. WEP uses the RC4
algorithm to perform the encryption. RC4 is the algorithm used in systems such
as Secure Sockets Layer (SSL), often used to encrypt internet banking transac-
tions. There is nothing wrong with the RC4 algorithm itself; it is the way it has
been implemented in WEP that causes problems. One of the fundamental rules
of RC4, and stream ciphers in general, is that an encryption key must never be
used more than once [14]. As stated earlier, if a single key has been used to
encrypt two different frames, the original plaintexts can be recovered. The use
of an IV overcomes this. While the shared secret key is static for each frame,
concatenating an IV to the static shared key will result in a different encryption
key for each frame, as the IV is different for each frame. Herein lies part of the
problem with WEP. The IV used in WEP is only 24 bits long. A 24 bit IV
means there are almost 17 million (224) combinations for the IV. This means,
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when combined with a static shared key, there can be 224 frames transmitted
before the IV space is exhausted. Once all the possible IVs have been used, the
IVs will begin to cycle through previously used values for the IV; there are no
unused IVs left. While 224 frames may seem like a lot, a busy 802.11b access
point, constantly sending 1500 byte frames at 11Mbps5, will take about 5 hours
to send 224 frames before it reuses IVs:

11x106 bits per second (bps) / 8 = 1375000 bytes sent per second
1375000 / 1500 = 916.67 frames sent per second
224 / 916.67 = 18302 seconds = about 5 hours

This time is likely to be less, as many frames are significantly smaller than
1500 bytes (such as TCP acknowledgement frames [15]).

With an 802.11g or 802.11a access point, which operates at 54Mbps, the IV
space will be exhausted in as little as an hour:

54x106 bps / 8 = 6750000 bytes sent per second
6750000 / 1500 = 4500 frames sent per second
224 / 4500 = 3728 seconds = about 1 hour

When an IV is reused with the same shared secret key, the resulting encryp-
tion key will be the same as the encryption key created when the IV was first
used. As stated before, two plaintexts can be recovered when they have been
encrypted with the same encryption key. The IV length means this can happen
in as little as after one hour

Another problem with the IV is that the 802.11 standard does not specify
how IVs are selected. Some implementations set the IV to zero at initialisation
and increment by one for each frame. While this ensures each frame has a
different key, it will mean the lower values of the IV are used more often than the
higher values. This results in a larger set of duplicate IV values (and therefore
more encryption key reuse) [16]. Other implementations may select the IV
randomly, however there is a 50% chance of IV reuse after 5000 frames [17].

The size of the shared secret key is also a problem for WEP. When WEP
was first introduced, the US Government had export restrictions on encryption
[18]. Only encryption up to 56 bit could be exported (which was why there
was an international/export version of web browsers with 56 bit encryption and
domestic versions for use in the US and Canada with 128 bit encryption). The
law stated that any system using encryption larger than 40 bit and up to 56 bit
required a key recovery system [19]. The IEEE needed to comply with these laws
if it wanted products exported freely and accepted as an international standard.
The problem is that a key of only 40 bits in length could be cracked using a
single computer in as little as 50 hours [3] using brute force methods (where
every possible combination is tested).

When the US Government lifted these restrictions, vendors extended the
shared secret key length to 104 bits (resulting in a 128 bit key when combined
with the 24 bit IV). Quite often these 104 bit implementations were interop-
erable [5]. Some vendors extended this to 152 bits, and even as large as 256
bits [2]. However these larger implementations were proprietary and were not

5Mbps = megabits per second, MB/s = megabytes per second
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interoperable. A brute force attack on a 104 bit key would not be feasible; it
would require 1019 years [20].

However since the implementation of RC4 is fundamentally flawed, increas-
ing the key size does little to improve WEP. Using newer statistical methods,
instead of brute force methods, and techniques focused on unique IVs, even a
104 bit key can be cracked in as little as three minutes [21].

Another problem with WEP is that the shared secret key is used directly in
the encryption key (as it is appended to the IV to create a full length encryption
key). Shared secret keys (sometimes known as master keys) should never be used
directly; they should only be used to derive other keys [22].

Finally in terms of confidentiality, WEP has no key management. Every
device on the wireless network needs to have knowledge of the same shared
secret key. If this shared secret key is compromised, every other session on the
wireless network can be decrypted. Changing the shared secret key requires
manually changing it on every device on the wireless network. While this is
feasible for a small home network, it may become inconvenient to change it
every hour to accommodate for IV recycling. This has often resulted in the
shared secret key remaining unchanged for the entire lifetime of the wireless
network. While feasible on small networks, it is unpractical when trying to
distribute the key across a large wireless network with many users.

With respect to access control and authentication, as stated earlier, there
are two methods: open and shared key. While open is completely open, leaving
the authentication to other protocols, there are problems with shared key au-
thentication. One of these is that the authentication is performed in one way
only. This can lead to man-in-the-middle attacks [3], as the requester does not
know if they are authenticating with a real access point, or an outsider posing as
an access point. Thus if attackers send a challenge to the requester, and receive
an encrypted challenge, they will be able to determine the key stream used to
encrypt the data. The attackers can then request to authenticate with a valid
access point, and since they have knowledge of the key stream used, they will be
able to authenticate properly with the access point. This is because the access
point will see that the attacker can encrypt the challenge correctly and therefore
authenticates the attacker as a legitimate user. This is known as authentication
spoofing.

Another method for an attacker to spoof authentication is to simply observe
the shared key authentication process passively [17]. Since anyone can observe
wireless traffic, an attacker will be able to watch a legitimate user get authen-
ticated. They will be able to view the challenge sent by the authenticator (for
example an access point) and the encrypted challenge sent by the user. As be-
fore, knowing the unencrypted and encrypted challenge means the attacker can
derive the key stream, and then authenticate as a legitimate user.

WEP is also flawed in terms of data integrity. The ICV in WEP is a CRC-32.
The CRC-32 checksum is normally used for error detection, which it does well,
however it is inappropriate to rely on a CRC-32 to check whether a message
has been modified in transit. One problem with the CRC-32 is that it is linear.
This means the CRC is spread out across the entire message. Flipping a bit
in the encrypted message results in a known set of bits in the CRC that must
also be flipped. This means an attacker could modify a message and adjust the
CRC/ICV to make the modified message appear unchanged [23].

Another flaw with the ICV is that it is unkeyed; knowledge of a shared key
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is not required to calculate a valid CRC. This means attackers can decrypt the
messages and modify them. A valid CRC can then be computed (as all that
is needed to calculate a valid CRC is knowledge of the plaintext) and then the
forged frame can be passed on, without appearing to have been modified [24].

WEP is flawed in terms of confidentiality, access control and data integrity
- the very features it was designed for. In terms of confidentiality, the IV is
too small, which results in key stream reuse. IVs are also often initialised to a
constant value and incremented, meaning some IVs are used more often than
others. The original 40 bit WEP keys could be attacked successfully with brute
force methods, so many vendors often extended the key length to 104 bit, which
were uncrackable using brute force methods. However since the underlying prin-
ciples of the IV are weak, new statistical methods can crack a 104 bit key faster
than the time it takes to crack a 40 bit key using brute force methods. Key
administration is not provided for; changing the shared secret key means man-
ually entering it into each device on the wireless network. This has frequently
resulted in keys remaining unchanged for the whole life of the network. The
ICV is also flawed; messages can be tampered with, and still appear valid, by
appropriately modifying the ICV. In terms of access control, using shared key
is worse than open authentication paired with another protocol (for example
802.1x), as attackers can view the authentication process. This means they will
have copies of the encrypted and unencrypted challenge and from these, can
derive the key stream used to encrypt. Authentication is also only performed
in one direction.

2.2 Wi-Fi Protected Access

The problems in WEP led to the creation of the 802.11i standard [5]. The
802.11i standard seeks to address all of the security issues concerning wireless
LANs and is essentially split into three main parts: Temporal Key Integrity Pro-
tocol (TKIP) and Counter Mode with CBC-MAC Protocol (CCMP) both offer
confidentiality and data integrity, and IEEE 802.1x provides for authentication.
TKIP is designed for legacy devices and hardware that can only support WEP,
while CCMP is a more advanced, robust protocol designed for all new devices.
Either of these can be combined with 802.1x authentication; when 802.1x is
combined with TKIP, it is known as WPA, and when 802.1x is combined with
CCMP, it is known as WPA2. Wi-Fi Protected Access (WPA) was introduced
in October 2003 as an interim solution, to immediately address the security
flaws in WEP while the 802.11i standard was still under development. In order
to effectively secure wireless LANs, WPA needed to work on existing hardware
and infrastructure, and uses TKIP to achieve this. WPA also uses the IEEE
802.1x framework for authentication.

WPA has two modes of operation in terms of authentication: IEEE 802.1x
and Pre-Shared Key (PSK). IEEE 802.1x authentication (also known as WPA
Enterprise mode) is aimed at corporations with existing authentication infras-
tructure in place, such as RADIUS6 servers. IEEE 802.1x [25] uses the Ex-
tensible Authentication Protocol (EAP, [26]) as the transport protocol used
for authentication; EAP is a transport method, not an authentication method.

6Remote Authentication Dial-In User Service. These are often used by organisations to
authenticate dial-in users.
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There are many7 actual authentication methods which can use EAP, for exam-
ple smart cards and passwords. Common secure authentication types include
EAP-TLS (Transport Layer Security), EAP-TTLS (Tunnelled TLS) and PEAP
(Protected EAP). These secure methods utilise X.509 certificates and provide
for mutual authentication. IEEE 802.1x is a port based authentication frame-
work. It operates on the concept of a controlled and uncontrolled port. The
topology of a wireless LAN may be arranged as in Figure 3.

Figure 3: A typical LAN arrangement. In a) before the station has authenti-
cated, the controlled port (used to access the LAN) is closed. In b) after the
station has authenticated, the controlled port is open, and the station can ac-
cess the LAN. The two ports are logical entities and both use the same physical
connection to access the other LAN resources.

Before a station is authenticated, the only traffic permitted is EAP over LAN
(EAPOL) traffic to the authentication server (Figure 3(a)). This essentially
blocks users from accessing the network until they have been authenticated. A
station that requests authentication contains what is known as a supplicant. A
supplicant responds to authenticator data. An access point, which receives this
authentication request, contains an authenticator which authorises access to the
controlled LAN resources. The authenticator however does not necessarily need
to reside in an access point [27].

Using an EAP method, the supplicant communicates with the authentica-
tion server, normally a RADIUS server. All communication is sent through the
authenticator; the authenticator (which may be an access point) simply relays
messages. Once the authentication is successful, the authenticator authorises

7http://www.iana.org/assignments/eap-numbers contains all of the registered EAP
types.
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access to the authenticated user. The user can then access the controlled re-
sources on the rest of the LAN (Figure 3(b)).

When 802.1x is used with 802.11i, a key hierarchy is defined during the
authentication process as follows:

Master Key (MK) A private symmetric key, that only a station and an au-
thentication server can possess. An MK is bound to a specific session
between a station and an authentication server. The MK is referred to as
an AAA8 key in the 802.11i standard.

Pairwise Master Key (PMK) This key may be derived from the MK, or
can use the PSK directly. Only a station and an authentication server
can derive the PMK from the MK. A PMK is bound to a specific session
between a station and an access point. Once the authentication server
derives the PMK, it is moved to the authenticator (for example an access
point).

The MK is not the same as the PMK, and an access point cannot derive
the PMK, otherwise the access point could make access control decisions
instead of the authentication server [28].

Pairwise Transient Key (PTK) It is derived from the PMK and a 4-way
handshake between the supplicant (for example a station) and the au-
thenticator (for example an access point), and is used between the station
and the authenticator. The PTK is made up of a collection of keys:

• Key Confirmation Key (KCK): 128 bits - Used to prove the possession
of the PMK and binds the PMK to a particular station and access
point.

• Key Encryption Key (KEK): 128 bits - Used to distribute the Group
Transient Key (GTK).

• Temporal Encryption Key: 128 bits - The key used to encrypt the
traffic.

• Temporal Data Origin Authenticity Key: 128 bits - When TKIP is
used, two 64 bit keys, one in each link direction, are used to encrypt
the Message Integrity Code (MIC). The TKIP MIC is described later.

These temporal keys are unique to each station.

Group Transient Key (GTK) The key used to encrypt multicast/broadcast
traffic. The access point creates a random GTK, encrypts it with the KEK
and sends it to the station. This GTK is used by all stations associated
with the access point.

This process provides secure key management, and the final GTK step completes
the authentication process.

As stated before, EAP-TLS is an example of a secure mutual authentication
method. Figure 4 illustrates the steps involved.

8Authentication, Authorisation and Accounting.
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Figure 4: The steps used to authenticate a station under EAP-TLS.

1. The station associates with the access point.

2. The access point blocks all traffic from the station, and requests its ID.

3. The station responds, and the access point forwards this to the RADIUS
server.

4. The RADIUS server retrieves the station’s public key from a Certificate
repository. The RADIUS server sends a challenge to the station (i.e. “Here
is something encrypted with your public key. Decrypt it with your private
key, perform a function on it and then return it encrypted with my public
key”).

5. The station responds to this challenge.

6. If the RADIUS server accepts the challenge, an MK is jointly negotiated
between the station and the RADIUS server, and is sent securely from the
RADIUS server to the station.

7. Both the RADIUS server and the station derive the PMK from the MK.

8. The RADIUS server moves the PMK to the access point.

9. The station and the access point use the PMK and a 4 way handshake to
derive (not transport), bind and verify a PTK. The Temporal Encryption
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Key part of this PMK is used during this session to encrypt communica-
tions between the station and the access point.

10. The access point uses another 4 way handshake and the KEK part of the
PTK to encrypt the GTK and sends it to the station.

11. This completes the authentication process, and the access point grants
LAN access to the station.

The session keys can be refreshed automatically, a huge improvement over
WEP’s manual rekeying. The access point can be configured to force stations
to re-authenticate at regular intervals. This may be defined in terms of the
number of seconds passed, or number of packets sent. This can also be deferred
to the authentication server.

Under the PSK method (also known as WPA Personal mode), a key is
manually entered into each device on the wireless network. The PSK is used
directly as the PMK. WPA under PSK authentication is designed for small
office/home office (SOHO) wireless networks that do not have authentication
servers, but still want the security benefits that WPA has over WEP. A station
is authorised to use the network only if the station’s password matches the access
point’s password. A wireless network can be configured to have one single PSK
for every device, or one PSK per station, which is more secure (for example
against internal attacks).

Since the PSK method is simpler, it has some disadvantages that are not
present when using 802.1x authentication. Since the keys are manually entered
into stations, like WEP, if the PSK changes, it must be changed manually on
each device on the wireless network. Since WPA-PSK is designed for smaller
networks this is not much of a problem. It is not designed for large networks,
as it has the same key administration problems as WEP. In addition, since the
PSK is stored on the device itself, if the device is stolen or the PSK is ever
compromised, every other device using the wireless network is compromised
as well. The PSK used must be chosen carefully as wireless networks using
WPA-PSK can be compromised using offline dictionary attacks [29].

The Temporal Key Integrity Protocol (TKIP) still uses an IV as well as RC4
in order to operate on the same hardware originally designed for WEP. How-
ever the IV is used differently to WEP. The IV has been extended to 48 bits,
and is used as what is known as a TKIP Sequence Counter (TSC). The first
16 bits of the TSC are stored in the WEP IV field, while the remaining 32 bits
are stored in a field known as the extended IV. As a result the protocol data
unit is expanded to accommodate this additional field. The 48 bit TSC is an
increasing counter initialised to 1 when the TKIP Temporal Key is initialised
or changed. Each frame received must have a TSC greater than the TSC in
the previous frame received from the same sender. This provides protection
from replay attacks. The 802.11i standard states that once the TSC space is ex-
hausted, communications must end, or a new temporal key generated, as reusing
the TSC will mean key reuse (however frames that are retransmitted with the
same key do not compromise security). However unlike WEP’s 24 bit IV, the
TSC space is 48 bits. This means over 280 trillion frames can be sent before
all TSC values are used for a single temporal key. An access point operating at
54Mbps continuously sending 1500 byte packets will require almost 2000 years
to exhaust the TSC space:



2 WIRELESS NETWORK SECURITY METHODS 12

54x106 / 8 = 6750000 bytes sent per second
6750000 / 1500 = 4500 frames sent per second
248 / 4500 = 1983 years.

Unlike WEP, where the encryption key was generated by concatenating the
24 bit IV to the 40 or 104 bit secret key, TKIP uses a two phase key mixing
function to generate the key. The first phase combines the temporal key (from
the key hierarchy), the transmit address and the 48 bit TSC, to generate an 80
bit TKIP-mixed transmit address and key (TTAK). The second phase combines
the 80 bit TTAK again with the temporal key and the TSC, resulting in the
final 128 bit key used to encrypt the current frame. This results in a per-packet
key, unlike WEP which used a static shared key. This key mixing function is
described in more detail in [5].

TKIP has a 64 bit Message Integrity Code (MIC) called Michael, to protect
messages from being modified in transit. The MIC is calculated over the desti-
nation and source address, a priority field, three reserved octets and the entire
plaintext message payload. The MIC key (Temporal Data Origin Authenticity
Key section of the PTK) is used to encrypt this MIC. The 802.11i standard
states that since TKIP was intended to be implemented on older and existing
hardware designed for WEP, the MIC is not considered complete protection
against message forgery [5]. To compensate for this, the MIC detects active
attacks (unlike WEP’s ICV) and countermeasures can be employed to prevent
further attacks. The WEP ICV is still used in conjunction with the MIC to
prevent false detection of MIC failures, and therefore false countermeasure ini-
tiation.

Figure 5: The WPA Encryption Process (from [5]).

Figure 5 (from [5]) illustrates how WPA works.

1. The TKIP MIC is computed and appended to the data field.

2. TKIP assigns the incremented TSC value to the frame.

3. The encryption key is generated using the two phase key mixing function.
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4. The encryption key (represented as a WEP IV and an RC4 key), the plain
text data and the appended MIC are passed to the WEP engine.

5. WEP generates an ICV, computed over the plaintext and MIC and ap-
pends this to the plain text, after the MIC.

6. The frame is encrypted by the WEP engine, and sent.

When the recipient receives this frame (Figure 6, from [5]) the following
steps are performed.

1. TKIP extracts the TSC. If it is out of order (less than or equal to the
current value of the receiver’s counter) the frame is discarded.

2. The WEP key is generated using the two phase key mixing function, and
is represented as a WEP IV and an RC4 key. These are passed to the
WEP engine to decrypt the frame.

3. WEP checks the ICV. If it is valid, the MIC is computed over the frame
and compared with the MIC in the message. If they are different then the
frame is dropped and countermeasures are triggered. Otherwise the frame
is passed onto the upper layer.

Figure 6: The WPA Decryption Process (from [5]).

Countermeasures are used as the 802.11i standard states that the MIC “pro-
vides only weak protection against active attacks”. When an MIC failure occurs
within 60s of a previous MIC failure, the following happens:

• All stations/supplicants de-authenticate themselves.

• Access points/authenticators de-authenticate all stations/supplicants as-
sociated with it and disallows new associations for at least 60s after the
second MIC failure.
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• All devices stop transmitting and receiving TKIP encrypted frames for at
least 60s after the second MIC failure. During this period devices are only
allowed to send and receive unencrypted 802.1x messages.

Normal network operation can resume at least 60s after the second MIC
failure. To prevent these countermeasures from being used as a base for a
denial of service attack (since each device stops sending and receiving for a
short period and then must re-authenticate and re-associate with an access
point after), the MIC is checked last. Any frame that does not have a valid ICV
and TSC are discarded before the MIC is verified. The ICV ensures that noise
and transmission errors do not erroneously trigger the countermeasures.

WPA addresses the weaknesses in WEP by using TKIP for confidentiality
and data integrity and 802.1x for authentication. One of the major problems
with WEP was key reuse, caused by a small IV space. This has been addressed
by the TSC. The TSC also provides protection from replay attacks. Shared
secret keys are also no longer used directly in the encryption key. Instead,
a key hierarchy is created, for example if a PSK is used, it is the dynamically
generated temporal key (which is derived from the PSK) that is used to encrypt.
The key hierarchy also provides a degree of key management, as the keys that
are used to encrypt are derived from keys higher in the hierarchy. These higher
layer keys are also dynamic as they are valid only for a particular session. The
addition of an MIC and countermeasures improves protection against forgeries
and message modifications. Finally authentication has been improved with PSK
for small networks and 802.1x for large networks.

WPA has a few implementation issues. It may require a firmware upgrade on
all wireless WEP devices on the network, which is time consuming and can also
damage the hardware. Older WEP hardware may not even be able to support
WPA. WPA may also be incompatible with some operating systems that do
not contain supplicants (needed for both WPA modes of authentication). Like
other networks, WPA is also vulnerable to denial of service attacks, especially
due to the effects of the countermeasures. However additional validation checks
are used to ensure the countermeasures are not falsely triggered.

2.3 Wi -Fi Protected Access 2

While WPA was designed within the constraints of existing hardware created
to run WEP, Wi-Fi Protected Access 2 (WPA2) was designed from scratch.
The complete 802.11i specification was approved in June 2004, and the Wi-Fi
Alliance began interoperability testing for WPA2 in September 2004. WPA2
represents the complete implementation of the 802.11i standard. WPA2, like
WPA, addresses confidentiality, access control and data integrity. WPA2 can
use the IEEE 802.1x authentication framework (for WPA2 Enterprise mode),
or PSK (for WPA2 Personal mode) in the same way as WPA to perform au-
thentication.

WPA2 uses the Counter Mode with CBC-MAC Protocol (CCMP) instead
of TKIP and is required for devices claiming Robust Security Network (RSN)
compliance. The Advanced Encryption Standard (AES) algorithm is used for
both encryption (in Counter Mode (CTR)) and data integrity (CBC-MAC) and
both processes use the same temporal key from the key hierarchy.
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Counter Mode (CTR) is the method of encryption used, and uses AES in-
stead of the RC4 encryption algorithm. AES is a block cipher and is defined
in [30]. AES was selected by the United States National Institute of Standards
(NIST) to replace the Data Encryption Standard (DES and 3DES/Triple DES)
algorithm [31]. It is also the preferred encryption method in the US Federal
Information Processing Standards (FIPS) 140-2. Some organisations require
compliance with FIPS 140-2 (such as government agencies), or desire security
based on the complete 802.11i standard, and WPA2 was introduced for this
reason. AES in CCMP uses 128 bit keys and operates on a block size of 128
bits. AES is significantly stronger than RC4; if a computer could try 255 keys
per second, it would require about 149 thousand billion years (the age of the
universe is less than 20 billion years) to crack a 128 bit AES key [32].

Cipher Block Chaining with Message Authentication Code (CBC-MAC) pro-
vides for data integrity and like the MIC in TKIP, protects the sender and des-
tination addresses as well as the frame data from modification. CCMP also uses
a 48 bit Packet Number (PN) as part of the IV. The PN increments for each
frame sent, and never repeats for a single temporal key. Like the TSC in TKIP,
the PN provides protection from replay attacks and works in the same way. A
frame with an out of sequence PN, or a frame which has a PN equal or smaller
than the current value of the replay counter, is discarded.

Figure 7 (from [33]) illustrates how WPA2 works.

• The data in the frame is split into 128 bit blocks.

• To calculate the MIC, an IV is created by concatenating the Priority and
Reserved bits, the address of the sender, the PN and other header data9.
This IV is fed into an AES block, and an XOR operation is applied to
the resulting key stream with specific elements in the header of the frame.
The output of this is then XOR’d with the first 128 bit block of data.
This continues for the entire length of the frame resulting in a 128 bit
CBC-MAC value. The first 64 bits of this value are used as the MIC.

• The encryption process is initialised by the IV and a counter set to 1.
The combined IV and counter value (known as the preload value) are fed
into the AES block and an XOR operation is applied to the resulting key
stream and the first 128 bits of data. The counter is incremented, and
this continues for the length of the entire frame.

• The counter is set to 0, and fed into the AES block. An XOR operation
is applied to the resulting key stream and the 64 bit MIC value.

• The encrypted MIC value is appended to the encrypted frame.

• The frame is sent.

Decryption is the reverse of this, with some additional steps. One of these is
PN checking. The PN is extracted and if it is not greater than the current value
of the replay counter, the frame is discarded. The last step is MIC checking.
An MIC is calculated in the same way, and this MIC is compared to the MIC

9This additional header data is referred to as Additional Authentication Data (AAD) in
the 802.11i standard.
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Figure 7: The WPA2 Encryption Process (from [33]).

in the received frame. If they are identical then the frame is passed on to the
higher layers, otherwise it is discarded.

Unlike WPA, which activates countermeasures after an MIC failure, WPA2
does not invoke countermeasures if the calculated MIC does not match the
received MIC. This is because while WPA was designed within the limits of WEP
hardware and therefore constrained to its capabilities, WPA2 is completely new
and is not designed in terms of WEP.

While WPA addresses the weaknesses in WEP adequately, it was designed
to work on WEP hardware. WPA2 was designed without this constraint and
as a result, uses AES, a stronger encryption algorithm than RC4. The MIC
in WPA2, CBC-MAC, is also better than WPA’s MIC. Like WPA, WPA2 uses
802.1x or PSK for authentication and uses a PN to protect against replay at-
tacks. While there are no security flaws in WPA [8] (as long as a strong password
is chosen when using the PSK mode), WPA2 avoids the design flaws of WEP
altogether. WPA2 also satisfies organisations that desire wireless security based
on the complete 802.11i specifications, or require FIPS 140-2 compliance.

Like WPA, WPA2 has a few implementation issues as well. WPA2 will
require new hardware (for example access points and network cards) which can
be expensive. Firmware upgrades may be possible on existing hardware, but
not all hardware can be firmware upgradeable to WPA2. These upgrades are
required to support the processing power required by AES. Instead of performing
the AES encryption in hardware mode, the AES encryption that WPA2 requires
may be performed in software mode, however this requires sufficient processing
power (such as a Pentium 2.5GHz, [34]). Since WPA2 products have just been
released, they have not had the benefits of rigorous testing, and as a result may
have undiscovered loopholes that can be exploited.

These wireless network security methods are summarised in Table 1 (adapted
from [28]).

2.4 Related Work

While there is a wealth of research around wireless network performance ([35,
36, 37, 38]), such work has not focused on the impact of various security mech-
anisms.
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802.11i Methods
WEP WPA WPA2

Security Protocol WEP TKIP CCMP
Cipher RC4 RC4 AES

Key Length 40 or 104 bits 128 bits encryption,
64 bits authentica-
tion

128bits

Key Life 24 bit IV 48 bit IV
Key Generation Concatenation Two phase mixing

function
Not needed

Data Integrity CRC-32 Michael CBC-MAC
Header Integrity None Michael CBC-MAC

Replay Protection None Packet Number
Key Management None EAP-based

Authentication Open or Shared Key 802.1x or Pre-Shared Key (PSK)

Table 1: Summary of wireless network security methods (adapted from [28]).

Wong [39] investigated the effects of Virtual Private Network (VPN) and
IEEE 802.1x security frameworks on network performance. Various configura-
tions of each framework were evaluated. The general pattern found was that
the stronger the security level, the lower the network performance. While VPN
offered end to end security (compared to 802.1x, which provided client to access
point security only), it was more complex to implement and had a larger im-
pact on performance than 802.1x. This research was performed with one client
sending to one client (representative of a single user, lightly loaded network).

Baghaei [9] extended this research by using multiple clients. It also evaluated
the effects of packet length on the network throughput with different security
mechanisms. This study showed that WEP encryption significantly reduced
network performance when the network was congested. Network performance
was also reduced as more clients were on the network under all security levels
tested.

No previous research analysed the effects of IEEE 802.11i (WPA and WPA2)
security specifications on network performance. This study builds on Wong’s
and Baghaei’s research by focusing on the effects of this specification.
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3 Research Goals

3.1 Motivation

WPA2 has two modes of operation: enterprise mode and personal mode (de-
tailed in section 2.3). Enterprise mode may not be appropriate for all networks;
for example, EAP-TLS, one of the more secure EAP authorisation types in
the 802.1x specification, requires a RADIUS authentication server, as well as a
system in place for digital certificate administration [40].

This infrastructure may be excessive for a small office or ad hoc network
set up just to transfer a few files; the time required to set up the required
infrastructure would take longer than the actual data transfer itself. WPA2
would be used in pre-shared key mode (PSK) in this situation.

It is not known how much faster or slower WPA2 is in comparison to existing
specifications (WEP and WPA). Knowing this may influence the design of wire-
less networks, so each configuration will have an appropriate balance between
performance and security.

3.2 Objectives

The aim of this research is to uncover and compare the effects of the 802.11i
security standard on wireless network performance with existing security config-
urations (WEP and WPA). This will be achieved by measuring the throughput
and latency while traffic is pushed through the network. The traffic will consist
of data generated by a traffic generator, as well as traffic generated by typical
applications, for example a large file FTP transfer.

A combination of both ‘synthetic’ data and ‘real world’ application data will
be used as traffic. This provides a more complete picture of the performance
than just relying on one form of measurement, as there may be factors which
cause the two measurements to be different. The measurements taken from the
application data would be an example of the performance the average user can
expect, while using ‘synthetic’ data enables full control over the characteristics
of the traffic.

Both of these traffic types will also be used to evaluate the existing security
specifications in order to make comparisons, which range from no security and
the two types of WEP, right up to the complete WPA2 specification with AES.
It may also be of interest to see what effects the high performance hardware
built for AES will have on the existing security specifications.
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4 Experimental Design

4.1 Network Setup

The topology used to perform the experiments is illustrated in Figure 8. The
server was a Pentium 4 2.4GHz with 512MB RAM, running Microsoft Windows
Server 2003 Enterprise Edition with Service Pack 1. This server operated as a
RADIUS server via Microsoft’s Internet Authentication Service.

Figure 8: The topology used to perform the experiments.

A Cisco Aironet 1130AG series access point was connected to the server
via a 100Mbps Ethernet connection. The access point was operating in the
802.11a 5GHz 54Mbps mode. The 5GHz frequency range is less crowded than
the 2.4GHz range (for example some cordless phones and Bluetooth devices use
the 2.4GHz range), and is therefore less susceptible to interference. Noise gen-
erated by other electronic devices also tend to affect 2.4GHz frequencies more
than 5GHz frequencies. However [41] shows there is little difference between
2.4GHz and 5GHz in terms of propagation in an indoor office environment.
The Cisco 1130AG has hardware acceleration for both AES and TKIP. Re-
authentication on the access point was disabled. There are many ways to define
the re-authentication level (such as in terms of seconds passed, or packets sent),
and the 1130AG could only define it in terms of seconds passed. This was un-
desirable, as any impact of re-authentication overhead would best be described
as a percentage of traffic sent: in terms of packets.

Client1 was an Athlon 800MHz with 768MB RAM, running Microsoft Win-
dows XP Professional with Service Pack 2. The wireless adapter for Client1 was
a Cisco Aironet 802.11a/b/g wireless PCI card (PI21AG). The Cisco Aironet
drivers were used to configure the connection, rather than the Windows Network
Connection Properties. Dedicated drivers offer more control over the adapter
than the more general Windows options.

Client2 was a Compaq Evo N160; a Pentium 3 M 1.2GHz with 256MB
RAM. Client3 was a Hewlett Packard Compaq nx9040; a Pentium M 1.6GHz
with 480MB RAM. Both Client2 and Client3 were notebooks, and each used a
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Cisco Aironet 802.11a/b/g wireless CardBus adapter (CB21AG). The OS and
wireless network adapter on both Client2 and Client3 were configured the same
as Client1.

As all of the wireless network devices used in the experiment were Cisco
based, vendor interoperability problems were avoided. The wireless network
adapters in the 3 clients were based on the Atheros AR5212 and AR5112
chipsets, which, like the access point, has hardware accelerated encryption10.
These configurations are summarised in Table 2. None of the computers were
running any processes which could affect processor or network utilisation.

System Processor RAM Interface
Server Pentium 4 2.4GHz 512MB PCI 100mbit ethernet

Client1 Athlon 800MHz 768MB PCI Cisco Aironet
Client2 Pentium 3 M 1.2GHz 256MB CardBus Cisco Aironet
Client3 Pentium M 1.6GHz 480MB CardBus Cisco Aironet

Table 2: Summary of Systems used in the experiment.

As the access point and the server were the only devices directly connected
to each other, the network was isolated from other LANs. A scanning utility
verified that there were no other wireless networks close enough to be a direct
source of interference. All of the hardware was in a single room to ensure
that walls and other obstacles would not be a factor in the measurements. All
hardware locations were kept the same for each experiment, and no hardware
was moved during the running of the experiments. Antennas were positioned
no closer than 1.5m to each other since [42] states some wireless products have
low data rates at very close ranges, as they restrict signals that are too strong.

While not every wireless network can be deployed in such a controlled man-
ner, the number of factors that may affect results is reduced. This enables
analysis to be limited to the effects of the security specifications on the perfor-
mance of wireless networks. Limiting the experiments to a base case, ideal set
up also facilitates comparisons with other network scenarios.

4.2 Security Levels

The following seven security layers were used to test the performance of the
wireless network.

1. No Security: This is often the ‘out of the box’ configuration of most
wireless network devices.

2. WEP shared key authentication and 40 bit encryption: This is
the original 802.11 security specification.

3. WEP shared key authentication and 104 bit encryption: This
improves on WEP by using a larger key.

4. WPA with PSK authentication and RC4 encryption: This uses
WPA under the pre-shared key method of authentication.

10http://www.atheros.com/pt/AR5002XBulletin.htm
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5. WPA with EAP-TLS authentication and RC4 encryption: This
uses certificates for mutual authentication. It was expected that the
throughput would be similar to the PSK method of authentication, as
the authentication phase is completed at the start of the session, and
more importantly, re-authentication was disabled.

6. WPA2 with PSK authentication and AES encryption: This uses
WPA2 under the pre-shared key method of authentication.

7. WPA2 with EAP-TLS authentication and AES encryption: This
uses certificates for mutual authentication. As with WPA-EAP-TLS, it
was expected that this method of authentication would result in similar
throughput, as authentication is completed when the client completes as-
sociation with the access point. This has been included for completeness.

The first layer (No Security) was tested as a base case in order to ascertain
whether the different security layers reduce throughput by adding overhead.

4.3 Network Measurement Methodology

As described in Section 3, this project’s main aim was to ascertain the extent to
which the security mechanisms reduce throughput in a wireless LAN. A traffic
generator was used to generate traffic on Client2 and Client3 to send to Client1.
Several traffic generators were evaluated, and these included Iperf11, NetPerf12

and IPTraffic13. Ethereal14 was used to analyse whether each tool generated
traffic according to the parameters given. IPTraffic was the only tool to gen-
erate reliably consistent traffic based on the parameters. These parameters are
detailed in Section 4.4.

Three sets of experiments were conducted. Each experiment was repeated
8 times. To reduce the effects memory caching and disk paging, the first three
readings were not recorded, leaving five readings in each cell. As stated before,
no other applications, such as Ethereal, were running when these tests were run.

The first set were synthetic benchmarks. IPTraffic was configured as de-
scribed in Section 4.4. This test consisted of Client2 sending to Client1 at each
of the seven security layers, recording throughput. This represented the base
case of one client sending to one client. This test was repeated, but with both
Client2 and Client3 sending to Client1. This test represented multiple clients
associated with the access point, to create a loaded network. Due to a lack of
wireless adapters, the speed of the access point was reduced from 54Mbps to
24Mbps (only for this test) to represent a loaded network with multiple clients.
While adding more clients to an access point reduces throughput for each client,
this test would indicate whether the security layers were affected differently by
a loaded situation.

The second set of experiments was similar to the first set. This experiment
consisted of Client2 downloading an 11.2MB video file from Client1 via FTP.
Client1 was running Cerberus FTP server15. While synthetic benchmarks are

11http://www.dast.nlanr.net/Projects/Iperf
12http://www.netperf.org
13http://www.zti-telecom.com/pages/iptraffic-test-measure.htm
14http://www.ethereal.com
15http://www.cerberusftp.com
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useful as they test only a specific aspect (in this case network throughput) they
are not representative of ‘real world’ applications. File transfer is a popular
application of networks, and this test gave insight into one aspect of ‘real world’
throughput and whether the security layers affected it.

The third set of experiments was again a synthetic test, measuring latency
and errors as reported by IPTraffic. Errors as reported by IPTraffic were the
sum of lost and out of sequence packets. This test was performed with each of
the seven security layers. Here, latency and errors were recorded.

4.4 Traffic Generator Configuration

The traffic generator used in this study was IPTraffic. It is a software testing
tool that can generate, receive, capture and replay traffic. It can also be used
to measure end to end traffic performance. IPTraffic was configured as follows:

Total Number of Packets: Preliminary tests were run with packet numbers
ranging from 5000 and 100,000. The number of packets did not affect the
throughput. The experiments were conducted with Client1 receiving a
total of 20,000 packets (20,000 from Client2 during the single sender tests,
and 10,000 from Client2 and Client3 each, during the multiple client tests),
chosen as an arbitrary value.

Outgoing Bandwidth: No bandwidth limiting software was used, nor was
there any other process running which used the network. This meant
the tool was configured to push as much traffic as possible through the
interface.

Traffic Protocol: TCP is the predominant transport protocol used on the in-
ternet [43], while UDP is used for time sensitive applications, such as voice
over IP. With the number of applications which stream data increasing,
the proportion of UDP traffic on the internet may change. Accordingly
both TCP and UDP were used in the tests. No other transport protocols
were used.

TCP Windows: The TCP windows were left at 8192 bytes. While the TCP
window size has an effect on the throughput of a network, 8192 bytes is the
default for Windows XP. Leaving the TCP window at 8192 bytes means
only the effect of the security levels was being tested. Not all applications
can change the TCP window size, and this experiment aimed to give an
idea of a typical, un-tuned, base case scenario.

Traffic Type: The content of the traffic generated by the traffic generator was
not important to the running of the tests. A lot of time and effort was
spent considering the size of the packets generated. It was important
to use a traffic profile that would be representative of typical network
behaviour. However this was difficult to characterise; what was a typical
network traffic profile? This depended on many factors, such as purpose
of the network, the time of day and week, as well as the types of users
and applications using the network. Replaying traffic captured from the
University’s LAN was considered briefly, however this was not explored
further due to the reasons above. Attempting to characterise a wireless
network traffic profile was beyond the scope of this project.
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Research [44, 15] indicates that packet sizes on the internet are bi-modally
distributed. The research shows that the two most frequently occurring
packet sizes are 40 bytes (which are typically header only TCP acknowl-
edgement packets in response to data received) and 1500 bytes (which
corresponds to the maximum ethernet MTU size). The remaining traf-
fic is distributed between these extremes depending on how much data
remains in the last fragment of the data transfer.

The packet payloads used in the synthetic tests were 6 and 1460 for TCP
and 1472 bytes for UDP. A payload of 6 bytes was used, as this was the
minimum IPTraffic would use without crashing. A payload of 1460 and
1472 bytes correspond to the maximum payload sizes of TCP and UDP
respectively. The UDP tests did not include a small packet payload, as
UDP does not have acknowledgement packets. While this model was not
the most realistic, it was simple enough to be used by many benchmarking
tools16. It also makes the tests more repeatable, as while replaying real,
captured traffic would be the most realistic, the repeatability of such a
study would depend on the availability of the identical capture file.

In the second set of synthetic benchmarks, where latency and errors were
examined, packet sizes were again fixed, but to 1460 bytes for both TCP
and UDP. Since throughput was not being measured, the payload size was
kept constant in order to limit any effects it may have on error rate and
latency.

While the tool used was able to test with duplex connections (where both
clients send to each other), for the scope of this project, each connection was
configured to send in one way only. Results were analysed using ANOVA at the
95% confidence interval.

16Most network benchmarking tools such as those evaluated for use in this study accept
maximum packet size as a parameter.
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5 Results and Discussion

5.1 Effects on Throughput

In the first set of synthetic benchmarks, Client2 was configured to send data as
fast as possible to Client1. In Figures 9, 10 and 11, the one to one bars show the
mean throughput for each of the security levels defined in section 4.2. With the
TCP transfers, the differences are statistically significant for both the 6 byte
payload (Figure 9, one to one); (F6,24 = 21.28, p < 0.01) and the 1460 byte
payload (Figure 10, one to one); (F6,24 = 11.09, p < 0.01). While statistically
significant, in practical terms, the difference is not large; across all security
levels, the mean throughput is 83.06Kbps (s.d. 1.09) and 8.12Mbps (s.d. 0.26)
for the 6 and 1460 byte TCP payloads respectively. A standard deviation of
0.26Mbps corresponds to approximately 33.28KB/s. This variance is not large
when considering the mean is 8.12Mbps, which corresponds to 1015KB/s. It is
also typical of a wired Ethernet LAN [45]. However it is interesting to note that
both the WPA-PSK and WPA-EAP-TLS security levels have lower throughputs
than the WPA2 security levels for both the 6 and 1460 byte TCP, one to one
client transfer.

There are no statistically significant differences in throughput between the
various security levels in the one client to one UDP transfer (Figure 11); (F6,24 =
0.997, p = 0.45). The mean throughput is 9.14Mbps (s.d. 0.10).

These results differ hugely from [39] and [9], which found stronger security
levels decreased the throughput. Here, it is clear that applying the different
security levels has little tangible effect on the throughput, and is discussed in
section 5.4.

These results are reproduced in the second experiment, the FTP transfer
(Figure 12), where Client2 downloaded an 11.2 MB file from Client1. There
are no statistically significant differences between the security levels (F6,24 =
2.00, p = 0.11). The mean throughput across all security layers is 9.73Mbps
(s.d. 0.29).

5.2 Effects with Multiple Clients

Similar results are found when this test was repeated with multiple clients. In
this situation, Client2 and Client3 were configured to send as fast as possible to
Client1. In Figures 9, 10 and 11, the two to one bars show the mean throughput
of both senders, for the three traffic configurations. Moving from one sender to
two senders effectively halves the outgoing throughput from each sending client.
The combined throughput of both clients is lower than the throughput of one
client in the previous test, as the access point is limited to 24Mbps (for this
test only) as detailed in section 4.3. The differences between the security levels
are again statistically significant for both the 6 byte TCP payload (F6,24 =
32.70, p < 0.01) as well as the 1460 byte TCP payload (F6,24 = 2.82, p < 0.05).
As with the previous test, in practical terms this difference is not large; across
all security levels, the mean throughput is 78.08Kbps (s.d. 1.57) and 6.91Mbps
(s.d. 0.30) for the 6 and 1460 byte TCP payloads respectively. In the 6 byte
TCP multiple client transfer, the throughputs of both WPA security levels are
again slightly lower than the WPA2 throughputs.



5 RESULTS AND DISCUSSION 25

Figure 9: Throughput with a 6 byte TCP payload. Two to
one is the combined throughput of both sending stations.

Figure 10: Throughput with a 1460 byte TCP payload. Two
to one is the combined throughput of both sending stations.

Figure 11: Throughput with a 1472 byte UDP payload. Two
to one is the combined throughput of both sending stations.

Figure 12: Throughput with the FTP file transfer.

Figure 13: Sum of Lost and Out of Sequence Packets. Figure 14: Mean Round Trip Time.
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The UDP transfer with multiple clients also yielded statistically significant
differences between the various security levels (F6,24 = 5.77, p < 0.01). Much
like the TCP tests with multiple clients, this difference is not a practical dif-
ference; across all security levels, the mean throughput for UDP with multiple
clients is 7.83Mbps (s.d. 0.24). Here the WPA2 throughputs are also slightly
higher than the WPA throughputs.

ANOVA reports statistically significant interactions between the seven secu-
rity levels and the two levels of client transfer (one client sending to one and two
clients sending to one) for all three traffic configurations. This means the various
security levels have statistically different effects on the throughput depending
on the number of clients on the network.

For the 6 byte TCP transfer by number of clients, the interaction is signifi-
cant at the 0.05 level (F6,24 = 3.12, p < 0.05). Figure 9 shows that the 802.11i
security levels (WPA-PSK and above) have slightly larger reductions in through-
put compared to the others when there were more clients on the network (i.e.
moving from the one client sending to one transfer, to the two clients sending to
one transfer). However at this speed, the overall reduction in throughput across
all security levels is around 5Kbps, or 625B/s, and small variations on this is
clearly not a huge difference.

For the 1460 byte TCP transfer by number of clients, the interaction is
also significant (F6,24 = 3.20, p < 0.05). Figure 10 shows the differences in
throughput between one to one and two to one transfers. The WPA2-EAP-TLS
security level has the largest decrease in throughput as a result of the multiple
client test; it drops by 1.68Mbps, while the other security levels drop by an
average of 1.21Mbps. Unlike the previous statistically significant differences,
which were realistically insignificant, this difference may have an effect in real
performance terms. This test shows that WPA2-EAP-TLS drops by almost
half a megabit more than the other security levels when more clients are on the
network. This half a megabit difference (equivalent to approximately 60KB/s)
corresponds to roughly 7% of the WPA2-EAP-TLS throughput with multiple
clients (6.64Mbps or 850.18KB/s). Whether this difference is really significant
depends on the typical usage of the LAN.

For the 1472 byte UDP transfer by number of clients, the interaction is sig-
nificant at the 0.01 level (F6,24 = 5.95, p < 0.01). While there is no statistically
significant difference between the security levels with only one client sending,
there are when there are two clients sending. This indicates the throughputs
are affected differently by the security levels depending on the number of clients
when using UDP. WPA-EAP-TLS and WEP fall the most, by 1.58Mbps and
1.53Mbps respectively, while WPA2-PSK falls the least, by 1.10Mbps.

5.3 Effects on Packet Errors and Round Trip Times

In the second set of synthetic tests, packet loss and the round trip time (RTT)
were measured. Client2 was configured to send time-coded packets to Client1.
Figure 13 shows the sum of sequence and lost packets at the application level,
for both TCP and UDP as reported by IPTraffic.

For TCP, the differences in errors (lost packets and out of sequence packets)
between the different security levels are statistically significant (F6,24 = 6.09, p <
0.01). The two WPA2 security levels have slightly lower errors than the other
security levels. It is not known what caused the relatively large variance and
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errors with the No Security level. The mean number of errors is 166.51 packets
(s.d. 101.45).

With UDP, the differences in errors between the security levels are not sig-
nificant (F6,24 = 0.96, p = 0.47). Error rates with UDP are on average 11 times
that of TCP; the mean number of errors is 1584.63 packets (s.d. 62.22).

Figure 14 shows the mean RTT for both TCP and UDP at each security level.
For TCP, the differences are statistically significant (F6,26 = 7.71, p < 0.01).
With the exception of the No Security level, all of the security levels have a
mean RTT of between 18 and 19 ms; No Security has a mean RTT of 22.4 ms.
Within each security level, the jitter (the mean two way variance as reported
by IPTraffic) is 2 ms and is indicated by the error bars in Figure 14.

With UDP, the differences in RTT between the security levels are not sig-
nificant (F6,24 = 1.81, p = 0.14). The mean RTT for UDP is 56.37 ms. Within
each security level, the mean jitter is 4.37 ms and is also indicated by the error
bars in Figure 14.

5.4 Discussion

These experiments show that wireless network throughput is largely unaffected
when the various security levels are applied. This is in stark contrast to findings
in [39] and [9], where throughput fell as more complex security was used. For the
single client transfers, the differences between the security levels are statistically
different in the two TCP transfers (labelled one to one in the graph legends in
Figures 9 and 10). These differences are not considered realistically significant,
and the fact that there are no statistical differences found between the security
levels in the single client UDP (Figure 11) and the FTP transfer (Figure 12) is
a further indication that any statistical differences between the security levels
is not of practical significance.

Where the security levels are statistically different, the WPA throughputs are
lower than the respective WPA2 throughputs. This suggests that the chipset in
the WLAN adapters has better support for AES/CCMP than RC4/TKIP. This
is most noticeable in the one to one 1460 byte TCP transfer. The transfers with
two senders also support this; in the UDP and 6 byte TCP transfer, the WPA2
throughputs are slightly higher than the corresponding WPA throughputs.

As [9] identified, the implementation of the security specification has a large
impact on the throughput performance. In [9], the wireless LAN client adapters
performed the encryption and decryption in the firmware. The client adapters
used in this experiment performed the encryption and decryption in the hard-
ware, and this explains the minimal performance degradation when security is
used.

In terms of security level by number of senders interaction, they are statisti-
cally significant in all three transfers. Across all three transfers, the throughputs
of the WPA and WPA2 security levels fall slightly more than the lower security
levels (No Security, WEP40 and WEP104). This is noticeable in the 1460 byte
TCP transfer, where WPA2-EAP-TLS falls by almost half a megabit more than
the other levels. This interaction is also noticeable in the 1472 byte UDP trans-
fer; with another client sending, it appears that the processing capacity of the
WLAN client adapter is reached for certain security levels, resulting in different
levels of degradation. However since only two senders at most were tested, it
cannot be assumed that the 802.11i security level throughputs (in particular
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WPA2-EAP-TLS) will continue to fall more than the other security levels as
more clients are added.

Nevertheless, while the interaction may be realistically significant, the dif-
ferences between the security levels in the two senders transfer are not hugely
significant in real terms.

Error rate is also largely unaffected in real terms by the security levels. With
TCP, all of the security levels have similar error rates, with the exception of No
Security, which has a large range of values. Here, the WPA2 levels have fewer
errors than the WPA levels, adding further support that the hardware used has
better provision for WPA2 than WPA. No statistical differences were found with
the UDP transfer, providing further evidence that the different security levels
have little real effect on the throughput. The error rate with UDP is much
higher than that of TCP as TCP uses congestion control mechanisms to reduce
packet loss. Errors are reduced at the application level as TCP can request
retransmissions when errors are present at the TCP level. These retransmissions
at the TCP level are not represented in the graph. Since UDP has no such
method available, the receiver ends up receiving more data than it can process
and as a result, packets are dropped.

Round trip times show a similar situation, with the TCP times effectively
the same (again with the exception of No Security) and the UDP times showing
no statistically significant differences.

In terms of authentication type, both [39] and [9] found that the 802.1x
authentication methods resulted in a large performance degradation. This is
clearly not the case here; as stated previously, the security levels have little real
effect on the throughput. Overall, the EAP-TLS security methods have similar
throughputs to the other security levels, and in several instances, cannot even
be statistically differentiated from the other levels. However these experiments
were performed with dynamic rekeying disabled and this must also be taken
into consideration. It is expected that as the re-authentication and dynamic
rekeying frequency during a session increases, the performance will decrease,
due to the additional overhead.

These results show that it is possible to have a wireless network with robust
security measures in place, without any real compromise in performance.

5.5 Limitations

There are several limitations with these experiments. Some of these provide
avenues for further work, and are described in section 6.

One limitation is that the clients used to send and receive were not of uni-
form hardware specification. Processor speeds ranged from 800Mhz to 1.6GHz.
While previous research ([37]) suggests that the processor of the client has less
of an impact on network performance than the implementation of the 802.11
standard on the wireless adapter, ensuring the clients were of uniform hardware
specification would guarantee that the throughput was independent of client
hardware specifications.

Another limitation is that the multiple client tests were only approximations.
This was due to a lack of suitable client WLAN adapters. The access point was
limited to 24Mbps, rather than the full speed of 54Mbps, to approximate the
congestion of multiple clients connected to the access point (the single sender
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tests were performed at full speed however). This approximation may have
different results compared to the equivalent test with multiple real clients.

IPTraffic was the only software used in the synthetic tests. Other packet
generators may give different throughputs. However while the absolute values
may change, the relative values are expected to stay the same; if the security
levels have relatively similar throughputs using IPTraffic, it is expected that the
throughputs will also be relatively similar using another packet generator. The
FTP transfer supports this; the relative FTP throughput values are realistically
similar to the single sender 1460 byte TCP transfer (the closest synthetic test),
while the absolute values for the FTP throughput are almost 2Mbps higher.

With FTP being the only ‘real’ network application used, error rates for
this transfer could be considered more valid than the error rates reported by
IPTraffic. However Ethereal crashed each time it captured data, which meant
the error rates and retransmissions for an FTP transfer were not analysed.

Re-authentication and dynamic rekeying was disabled. This is an important
feature of the 802.11i security specification. However not all access points can
change the re-authentication interval; some access points have this period hard
coded into them. Others can specify the re-authentication period in terms
of packets passed, while others specify it in the number of seconds passed.
Normally an access point would want this feature enabled, however since these
tests were aimed at revealing the base relative performance differences between
the security levels, periodic re-authentication was disabled.

Finally, these results are only representative of an ideal base case infrastruc-
ture mode set up. Radio and physical interference will have an effect on the
performance. The type of client adapter and access point will also have an effect
on the throughput, as detailed in [37].
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6 Future Work

This research has accomplished its objective of comparing the 802.11i security
specifications with existing security configurations with respect to wireless net-
work performance. However, since the network setup used in this experiment
represented an ideal base case scenario, different or more complex scenarios can
be explored. These different conditions paired with the various security levels
can be used to evaluate their effects on wireless network performance.

Such conditions include scenarios which are more realistic, such as including
radio and physical interference. Devices could also be moved while transmitting,
to see movement has an effect on network performance.

In this experiment, all of the network hardware used were Cisco products.
Further experiments could analyse whether connecting devices from different
vendors would result in throughput changes with the security levels applied.

Related to this would be using client adapters which did not have hardware
acceleration for encryption and decryption. Such devices sometimes rely on the
main CPU for processing. With faster CPUs, network performance degradation
may be small as well, even without hardware acceleration. CPU usage with the
various security levels was not measured in this experiment, and this could be
taken into account in future work.

Using multiple clients on the network (rather than approximating, as done
in this experiment) is another avenue for further work. Due to a lack of WLAN
client adapters, this experiment was not able to discover the effects with more
than two sending clients. An experiment with multiple senders associated with
an access point would reveal whether the 802.11i security levels (WPA and
WPA2) would continue to degrade at a slightly higher rate than the lower se-
curity levels.

Re-authentication and dynamic rekeying was disabled in this experiment.
Enabling this with the interval specified in terms of packets sent would identify
the effect on network performance. The performance could be evaluated with
different re-authentication intervals, in order to determine the optimum balance
between performance and security. This could also be combined with multiple
clients in order to analyse the interaction; multiple clients re-authenticating
frequently would definitely have an impact on network performance.

This experiment used only one network benchmarking tool (IPTraffic) and
one network application (FTP). Other software could be used to confirm the
relative performance differences. Other protocols and applications could be used
as well, such as HTTP and other transaction centred protocols. Related to this
is measuring the error rates and latency of the real protocols or applications.
This was not performed in this experiment as Ethereal crashed while capturing
traffic during an FTP transfer.

Another opportunity for further work is to evaluate authentication using
other 802.1x authentication methods. This experiment used EAP-TLS, which
uses digital certificates to mutually authenticate the user with the authentication
server. Future work could compare the various 802.1x EAP based authentication
methods. This could be combined with the multiple clients by re-authentication
frequency experiment described earlier. This would reveal any multiple client
by re-authentication frequency by authentication type interactions. In other
words, it could find out which 802.1x authentication type is fastest, based on
number of clients as well as re-authentication frequency.
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7 Conclusion

This research project aimed to discover the effects of the 802.11i security speci-
fication on wireless network performance, and compare it with existing security
configurations.

The results show that while there are statistically significant differences be-
tween the security levels in some situations, it is unlikely that users will notice
these small differences. The differences are so small that in under some con-
ditions, the various security levels cannot even be statistically differentiated.
All of the security levels, ranging from No Security to WPA2-EAP-TLS had
realistically similar throughput, latency and error rates under all transfers.

The results also indicate that the WLAN client adapters and access point
have an effect on the performance. Both the client adapters and access point
used in this study had hardware accelerated encryption and decryption, result-
ing in minimal network performance degradation when security was enabled.
Where the security levels have been statistically different, the WPA2 levels
generally have better performance than the WPA levels, and this suggests the
particular hardware used has better support for WPA2 than WPA.

Future work includes investigating the effects on throughput with multi-
ple clients, as well as enabling re-authentication and dynamic rekeying. Other
802.1x authentication methods could be used in combination with this, in order
to discover how the re-authentication frequency and number of clients affects
network performance. Performing these tests with different hardware as well
as software or network applications will also provide further insights into the
effects of the security levels on wireless network performance.

This research shows it is possible to establish a wireless network with robust
security, without any noticeable compromise in performance. Using modern
hardware with hardware accelerated security features, there is no reason to use
anything less than the complete WPA2 security specification with AES/CCMP
encryption.
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