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Abstract

Modern networked systems are complex in such a way that assessing the security
of them is a difficult task. Security models are widely used to analyse the security
of these systems, which are capable of evaluating the complex relationship be-
tween network components. Security models can be generated by identifying vul-
nerabilities, threats (e.g., cyber attacks), network configurations, and reachability
of network components. These network components are then combined into a sin-
gle model to evaluate how an attacker may penetrate through the networked sys-
tem. Further, countermeasures can be enforced to minimise cyber attacks based
on security analysis. However, modern networked systems are becoming large
sized and dynamic (e.g., Cloud Computing systems). As a result, existing secu-
rity models suffer from scalability problem, where it becomes infeasible to use
them for modern networked systems that contain hundreds and thousands of hosts
and vulnerabilities. Moreover, the dynamic nature of modern networked systems
requires a responsive update in the security model to monitor how these changes
may affect the security, but there is a lack of capabilities to efficiently manage
these changes with existing security models. In addition, existing security models
do not provide functionalities to capture and analyse the security of unknown at-
tacks, where the combined effects of both known and unknown attacks can create
unforeseen attack scenarios that may not be detected or mitigated. Therefore, the
three goals of this thesis are to (i) develop security modelling and analysis meth-
ods that can scale to a large number of network components and adapts to changes
in the networked system; (ii) develop efficient security assessment methods to for-
mulate countermeasures; and (iii) develop models and metrics to incorporate and
assess the security of unknown attacks.

A lifecycle of security models is introduced in this thesis to concisely describe
performance and functionalities of modern security models. The five phases in
the lifecycle of security models are: (1) Preprocessing, (2) Generation, (3) Repre-
sentation, (4) Evaluation, and (5) Modification.

To achieve goal (i), a hierarchical security model is developed to reduce the
computational costs of assessing the security while maintaining all security infor-
mation, where each layer captures different security information. Then, a com-
parative analysis is presented to show the scalability and adaptability of security



models. The complexity analysis showed that the hierarchical security model has
better or equivalent complexities in all phases of the lifecycle in comparison to
existing security models, while the performance analysis showed that in fact it is
much more scalable in practical network scenarios.

To achieve goal (ii), security assessment methods based on importance mea-
sures are developed. Network centrality measures are used to identify important
hosts in the networked systems, and security metrics are used to identify important
vulnerabilities in the host. Also, new network centrality measures are developed
to improvise the lack of accuracy of existing network centrality measures when
the attack scenarios consist of attackers located inside the networked system. Im-
portant hosts and vulnerabilities are identified using efficient algorithms with a
polynomial time complexity, and the accuracy of these algorithms are shown as
nearly equivalent to the naive method through experiments, which has an expo-
nential complexity.

To achieve goal (iii), unknown attacks are incorporated into the hierarchical
security model and the combined effects of both known and unknown attacks are
analysed. Algorithms taking into account all possible attack scenarios associ-
ated with unknown attacks are used to identify significant hosts and vulnerabili-
ties. Approximation algorithms based on dynamic programming and greedy al-
gorithms are also developed to improve the performance. Mitigation strategies to
minimise the effects of unknown attacks are formulated on the basis of significant
hosts and vulnerabilities identified in the analysis. Results show that mitigation
strategies formulated on the basis of significant hosts and vulnerabilities can sig-
nificantly reduce the system risk in comparison to randomly applying mitigations.

In summary, the contributions of this thesis are: (1) the development and eval-
uation of the hierarchical security model to enhance the scalability and adapt-
ability of security modelling and analysis; (2) a comparative analysis of security
models taking into account scalability and adaptability; (3) the development of
security assessment methods based on importance measures to identify important
hosts and vulnerabilities in the networked system and evaluating their efficien-
cies in terms of accuracies and performances; and (4) the development of security
analysis taking into account unknown attacks, which consists of evaluating the
combined effects of both known and unknown attacks.
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Chapter 1

Introduction

Cyber attacks have significant effects in our daily lives, where they target from
critical infrastructures down to small home networks. Cyber attacks are becoming
more complex (in terms of their attack patterns, types and methods), which makes
harder to defend our networked systems against them. To fully understand the
security of networked systems in depth, one must take into account not only the
effects of individual vulnerabilities when they are exploited, but also the effects of
cyber attacks exploiting vulnerabilities in different combinations. Hence, it is of
paramount importance to achieve three security goals, which are Confidentiality,
Integrity, and Availability (also known as the CIA triads) [80]. In-depth security
assessments can identify critical attack scenarios and their associated vulnerabil-
ities, which can be secured effectively by formulating mitigation strategies. For
example, an Advanced Persistent Threat (APT) may violate confidentiality and
integrity, and a Distributed Denial of Service (DDoS) attack violates the availabil-
ity of the networked system. Hence, it is essential to carry out in-depth security
assessments of networked systems to identify critical attack scenarios, and de-
ploy effective mitigation strategies to minimise the impact of cyber attacks while
ensuring the CIA of the networked system.

There are three major elements to assess the security of networked systems in
depth, which are: (i) Security Measurement, (ii) Security Metrics, and (iii) Secu-
rity Models. A security measurement is a process of collecting security related
information in the networked system, such as identifying vulnerabilities and their
associated threats. These information can be collected by means of using testbed
measurements [181], emulations [143], and honeypots [11]. Security metrics are
various qualitative and quantitative representations of cyber security associated
with the networked system, and they are being developed from a wide range of
disciplines [116] such as business community [66, 106], governments [3–6] and
standards organisations [1, 2, 101]. Security models are generated based on se-
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curity measurements, and they assess the security of a networked system using
security metrics. Existing studies conduct security assessments using these three
elements, and hardening the networked system (i.e., enhance security) can be done
efficiently [99,100,158,207]. However, modern networked systems are becoming
large and dynamic, such as Cloud Computing systems that can scale to thousands
of hosts, as well as dynamically adapting to traffic loads [140]. As a result, exist-
ing security models suffer from scalability and adaptability problems [88, 124].

Graph-based (e.g., an Attack Graph (AG) [182]) and tree-based (e.g., an At-
tack Tree (AT) [179]) security models are two mainly used approaches. Graph-
based security models allow ones to assess the security in an acyclic graph that
captures all possible attack paths [55,79,87,88,99,124,151,158]. However, such
approaches have an exponential computational complexity [124]. Tree-based se-
curity models express attack scenarios as a combination of attack events (e.g.,
exploits) [57, 58, 67, 81, 82, 135, 145, 169, 179]. For example, individual attack
paths in the AG can be expressed as a series of events in the AT. However, it is a
common practice to manually generate them (i.e., error prone and does not scale
especially for a large sized networked systems), and automated generation meth-
ods create an exponential number of attack events [94, 191]. Moreover, there is
a lack of knowledge about adaptabilities of existing security models, where tak-
ing into account regeneration of these models for each update in the networked
system has exponential complexity [87].

To fully understand security posture of the networked system, analysing all
possible attack scenarios provide all possible ways an attacker may penetrate
through. However, it is infeasible to compute all possible attack scenarios to
evaluate the security of the networked system [88, 124]. To resolve this prob-
lem, heuristic methods (e.g., simplification and approximation techniques) are
developed [12, 43, 84, 100, 102, 173], but these methods are model and metric ori-
ented (i.e., heuristic methods to be used only with specific security models and
security metrics). As a result, provided functionalities and methods cannot be
shared with other security models (i.e., there is no co-operability between existing
security models). There are usually multiple network hardening choices avail-
able [12, 173, 200, 214], and the optimal solution depends on the security metrics
used [93]. For example, incorporating a new firewall can minimise the system risk
with a high investment cost, whereas patching vulnerabilities can minimise the in-
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vestment cost but only a small reduction in the system risk. Therefore, efficient
security assessment methods are needed that are not model or metric oriented,
as well as an equivalent accuracy with respect to evaluating all possible attack
scenarios.

Unknown attacks are difficult to detect and mitigate because one cannot gen-
eralise the properties of them (e.g., what is the cost of mitigation?) [30, 137, 166].
As a result, they are often not taken into account when hardening the networked
system (i.e., hardening the networked system to mitigate only known attacks).
Previous research assumed only the unknown vulnerabilities in security models,
and analysed the security of networked system based on assumed security met-
rics [45,99], or used new security metrics such as k-zero-day safety [14,198,199].
Unknown attacks consist of unknown vulnerabilities, unknown devices, and un-
known attack paths, but their combined effects are not taken into account in the
security analysis. It is of paramount importance to consider the combined effects
of those unknown attacks when hardening the networked system, because sophis-
ticated real-life cyber attacks utilise many unknown attacks, such as Stuxnet [63]
and RSA SecurID breach [97].

This thesis aims to address the inefficiencies of security models and their anal-
ysis methods for modern networked systems. To do so, scalable and adaptable
security modelling and analysis methods are developed, efficient security assess-
ment methods are developed to formulate countermeasures, and the combined ef-
fects of unknown attacks are analysed to formulate mitigation strategies. A com-
parative analysis of hierarchical security model and existing security models tak-
ing into account their complexities and performances is presented, which showed
significant improvements in scalability and adaptability using the hierarchical se-
curity model. Next, efficient security assessment methods based on importance
measures (i.e., network-centric) are presented, which enhanced the operability
(i.e., can be used in other security models) of the security evaluations without
functional constraints of models and metrics. Finally, this thesis presents meth-
ods to incorporate unknown attacks into the hierarchical security model, analyse
the combined effects of unknown attacks in the networked systems, and provide
efficient algorithms to formulate mitigation strategies.

The following subsections formally define the research goals and methods to
achieve them, contributions of the research, and outline of the thesis structure.
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1.1 Research Goals

The goals of this thesis are to advance security assessment of large sized and
dynamic networked systems and establish efficient and effective security assess-
ment method. Four specific subgoals are described below.

1. Develop security modelling and analysis methods to improve scalability and

adaptability. The outcomes of this goal are a new scalable and adaptable
security model based on hierarchy developed, and a formal definition of its
structures and functionalities.

2. Compare the scalability and adaptability of security modelling and analysis

for modern networked systems. The outcomes of achieving this goal consist
of a comparative analysis of security models, taking into account the com-
plexities and performances of them in a large sized and dynamic networked
system. The comparisons are made in terms of phases in the lifecycle of
security models.

3. Develop efficient and effective security assessment methods to enhance ca-

pabilities of formulating countermeasures. The resulting outcomes of this
goal are development of new importance measure based security assess-
ment methods and algorithms, and evaluation of them taking into account
different attack scenarios caused by cyber attackers located either outside or
inside of the networked system.

4. Analyse the combined effects of unknown attacks. This goal will result in
incorporation of unknown attacks into the framework of the hierarchical
security model, developing new algorithms to identify significant hosts and
vulnerabilities in the networked system to formulate effective mitigation
strategies, and evaluation of these algorithms under various attack scenarios.

1.2 Research Contributions

Four primary contributions are made to formal security modelling and analysis
in this thesis, which are:
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1. A development of hierarchical security model to improve the scalability
and adaptability of existing security models. The design of the hierarchi-
cal security model adopts different security models into different layers,
which allows the inheritance of various functionalities of the existing secu-
rity models.

2. A comparison of security models taking into account complexities and per-
formances in terms of phases in the lifecycle of the security models. No
such analyses are conducted at the time of writing, so this analysis is not
only to compare complexities and performances for existing security mod-
els, but also to provide a basis for emerging security models to evaluate and
compare their scalability and adaptability to qualify their practicability.

3. A development of importance measures based on important hosts and vul-
nerabilities. New network centrality measures are developed and existing
security metrics are used to rank hosts and vulnerabilities respectively. Two
attack scenarios are taken into account; (i) the attacker is located outside,
and (ii) the attacker is located inside the networked system. Simulation re-
sults show that in case of the attacker outside the networked system, existing
network centrality measures are capable of identifying important hosts ac-
curately, whereas in case of the attacker inside the networked system, newly
developed network centrality measures provide better accuracy of identify-
ing important hosts.

4. Analysis of unknown attacks by incorporating them into the hierarchical se-
curity model. Unknown attacks are classified into unknown vulnerabilities,
devices, and attack paths, and security of the networked system when they
are introduced is analysed based on all possible attack scenarios. Mitigation
strategies to minimise the effects of such unknown attacks are formulated
based on new algorithms that compute significant hosts and vulnerabilities
in the networked system. The experimental results show the effects on the
security posture (e.g., system risk) varies depending on the location of un-
known attacks assumed, and effective mitigation strategies can be formu-
lated efficiently using algorithms to identify significant hosts and vulnera-
bilities.
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1.3 Thesis Structure

The thesis is divided into five parts as follows:

• An introduction to hierarchical security model

• A comparative analysis of security models

• Efficient security assessment methods based on importance measures

• Security analysis and mitigation of unknown attacks

• An in-depth discussion of the work contained in this thesis, as well as the
identification of limitations and future research directions.

The first four parts of the thesis are intended to address the four research goals
described in Section 1.1, respectively.

Part I, addressing Research Goal 1, presents a hierarchical security model to
improve the scalability and adaptability of existing security models. Chapter 2
introduces the hierarchical security model and its formal definitions.

Part II, addressing Research Goal 2, compares the complexities and perfor-
mances of security models in terms of phases in the lifecycle of security models.
Chapter 3 compares the complexities of security models on the basis of their struc-
tures and functionalities. Chapter 4 carries out performance analysis in terms of
scalability of networked systems (i.e., performances of security assessment with
respect to an increasing number of network components). Chapter 5 carries out
performance analysis in terms of adaptability of networked systems (i.e., perfor-
mances of security assessment with respect to changes in the networked system).

Part III, addressing Research Goal 3, develops and evaluates security assess-
ments based on importance measures. Chapter 6 uses importance measures with
existing network centrality measures and security metrics to assess the security of
the networked system when the attacker is located outside the networked system.
Chapter 7 develops new network centrality measures in case of an attacker located
inside the networked system.

Part IV, addressing Research Goal 4, incorporates unknown attacks into the
hierarchical security model and analyse the combined effects of them. Chapter
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8 details classification of unknown attacks, incorporation of them into the hierar-
chical security model, analysis of their combined effects, and two new algorithms
to compute significant hosts and vulnerabilities to formulate effective mitigation
strategies.

Finally, Part V provides discussions and directions for future work of the the-
sis.
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Part I

Introduction to Hierarchical
Security Models
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Chapter 2

Hierarchical Security Model (HARM)

This chapter provides an introduction to the hierarchical security model, or also
known as a Hierarchical Attack Representation Model (HARM), which is a secu-
rity model consisting of layers with other security models. Moreover, its formal
definitions of structures and transformations are presented in Section 2.3, and the
results of security analysis using the HARM, an Attack Graph (AG) [182], and an
Attack Tree (AT) [179] are shown in Section 2.5 to yield that equivalent solutions
are produced. The HARM forms a basis model structure for methods, functions
and algorithms introduced in this thesis, as it is essential to utilise the properties
of the HARM later in Chapters 3 through to 8.

First, this chapter introduces the development of security models over the past
decades. Second, motivations for a need of scalable and adaptable security models
are described. Third, this chapter provides a formal definition of the HARM for
its structures and transformations. Fourth, tools and methods to generated security
models are described. Finally, an example networked system is taken into account
to demonstrate equivalent security analyses using the HARM, an AG [182], and
an AT [179].

2.1 Security Models and Their Developments

Over the past two decades, many security models were developed to deal with
the growing concern for security of networked systems. Also, as the networked
systems become complex (e.g., topologies, protocols, functionalities), various se-
curity models are developed to adapt to these changes. Therefore, it is essential
to understand how security models have adapted to modern networked systems,
and also to understand which functions and methods are provided. Figure 2.1
overviews the relativity of existing security models and their successors, and fur-
ther details of these models can be found in [85] and [120]. Two security models,
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namely the AG and the AT, provided fundamental platforms for many security
models. The details of various security models can be found in [85].
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Figure 2.1: Development of Security Models

As a result of a diverse family of security models and security metrics, not all
security models can provide functionalities to evaluate various security metrics.
Table 2.1 shows security models and their support for various security metrics.
Although it is difficult to provide functionalities to evaluate all security metrics,
Table 2.1 shows that a few security models do provide functions to evaluate more
than four or more different types of security metrics.

Also, as the number of networked systems are adopted to specialised plat-
forms (e.g., e-commerce systems, power grid, and cyber-physical systems), secu-
rity models are also modified to capture corresponding security information from
various system domains. Table 2.2 shows the number of domains supported by
security models. It clearly shows that security models are applicable for a wide
range of system domains.

Many functionalities are provided to evaluate various security metrics using
different security models as shown in Table 2.1. Also, security models are widely
adopted in various system domains as shown in Table 2.2. However, due to the
diversity of security models and functionalities, there is a lack of study to analyse
how scalable and adaptable these security models are, especially when the size of
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Table 2.1: Application of Metrics for Security Models
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Table 2.2: Security Models used in Various System Domains
System Domain Model Reference Analysis Approach

E-commerce
AG [65] Intrusion detection and response
PT [57, 58] Protection probability and cost
AT [175, 206] Cost of attack and impact analysis

Network Monitor

AG [149, 150] Learn attacks from intrusion alerts
TVA [197] Correlate, hypothesise and predict alerts
BAG [144] Placement of intrusion detectors
AT [111] Detection rate for Trojan horse

Power Grid SAG [42, 189] Probabilistic analysis of availability and
confidentiality

Online Games CMG [25] Countermeasure selection via attack cost
analysis

Software Devel-
opment

AG [23, 37] Vulnerability elimination during soft-
ware development

SCADA AT [145, 188] Risk assessment

Phased-mission AT [141] Reliability assessment
Electronic
Copyright Man-
agement

AT [81, 82] Attack cost, risk, skill, accessibility, and
impact

Mobile and Ad
Hoc Network

AT [114] Assessment of packet drop rates

Airline AT [27] Qualitative risk analysis

E-voting AT [36] Probabilistic analysis

RFID AT [178] Qualitative confidentiality, integrity,
availability, and risk

Cyber-physical EDG [128, 129] Analysis description of denial of sleep
attack in the Smart Grid
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the networked systems are growing rapidly, such as the Cloud. Hence, there is
a need for analysing the scalability and adaptability of security models, which is
further described in Section 2.2.

2.2 A Need for a Scalable and Adaptable Security Model

Security models are a widely adopted to analyse the security of networked
systems, as they do not disrupt the system and also have low costs associated to
implement and maintain. They are used to analyse not only individual vulnera-
bilities in the networked system, but also the security flaws associated with the
complex relationship between network components and examine their potential
threats. Moreover, security models can provide efficient network hardening so-
lutions to manage those potential threats effectively [19, 53, 55, 175]. However,
analysing all possible attack scenarios has a scalability problem [124], which be-
comes impractical to use security models in modern networked systems consisting
of more than thousands of hosts.

Figure 2.2: The Lifecycle of Security Models

The scalability problem becomes coherent in the terms of the security model
lifecycle (denoted as lifecycle), which is first introduced in [90]. Figure 2.2
shows the procedural steps in the lifecycle when analysing the security of net-
worked system, which consist of five phases: (i) Preprocessing, (ii) Generation,
(iii) Representation, (iv) Evaluation, and (v) Modification. The preprocessing
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phase gathers security information from the networked system (e.g., reachabil-
ity, vulnerabilities), where they can be collected by means of using measurements
in testbeds [181], emulations [143], honeypots [11], and network data flow mon-
itoring [215]. The generation phase combines these information to construct the
security model, and there are a wide range of available tools [24, 45, 98, 105, 122,
131,159,182,189,205]. The representation phase stores and visualises the security
model, and the evaluation phase analyses the security of networked systems using
the security model with given security metrics as inputs, such as ones developed
from business communities [66, 106], governments [3–6] and standards organisa-
tions [1,2,101]. The modification phase updates the security model when there are
changes in the networked system (e.g., adding or removing hosts, adaptive topol-
ogy change to enhance the performance, and updating hosts with new operating
systems that have different set of vulnerabilities), such as the Cloud [52,140,212]
and Software Defined Networks [46, 104].

To address the scalability problem, two main approaches are used, namely
structural modifications [100,158,207] and heuristic methods [43,84,167]. How-
ever, with the networked system becoming larger and dynamic, structural mod-
ification solutions still suffer the scalability problem [88]. On the other hand,
heuristic methods (e.g., model simplifications and solution approximations) do
not take into account all security information given. As a result, using heuristic
methods may lose security information that may result in misguided security as-
sessment. Therefore, it is of paramount importance to improve security modelling
and analysis methods to overcome the scalability problem.

2.2.1 An Example Networked System

Table 2.3: OS used in Hosts
Host Default OS Backup OS

U1 Windows 7 Windows Vista
U2 Windows 7 Windows Vista
U3 Redhat Enterprise Linux Redhat Linux
U4 Windows 7 Windows Vista
U5 Redhat Enterprise Linux Redhat Linux
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Figure 2.3: An Example Networked System

Table 2.4: Windows 7 Vulnerabilities
ID CVE ID CVSS BS Impact Exploitability

W71 CVE-2013-2556 7.5 6.4 10
W72 CVE-2013-2554 7.5 6.4 10
W73 CVE-2013-0013 5.8 4.9 8.6
W74 CVE-2012-0001 9.3 10 8.6
W75 CVE-2010-0494 4.3 2.9 8.6

Figure 2.3 is used as an example networked system that will be used through-
out this thesis. An attacker is located outside the networked system that consists
of three subnets (DMZ, IN, and DB). The goal of the attacker is to reach the DB
server. Operating Systems (OSes) of hosts (denoted as U) are shown in Table 2.3,
where Windows 7 is denoted as W7, Windows Vista is denoted as WV, Redhat
Enterprise Linux is denoted as REL, and Redhat Linux is denoted as RL. Only the
vulnerabilities found in OSes with properties to bypass firewalls and authentica-
tions via remote access are used in security models. However, other vulnerabilities
(e.g., application vulnerabilities) can also be modelled. Table 2.4 and Table 2.5
show vulnerabilities associated with W7 and REL, respectively. Further, a com-
mon vulnerability scoring system base score (CVSS BS), impact values, and ex-
ploitability values are shown, where details of these metrics can be found in [70].
Exploiting any of these vulnerabilities are assumed to give the attacker (either in
the state with guest or user privilege) the root privilege and to grant a full control
of the host.
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Table 2.5: Redhat Enterprise Linux Vulnerabilities
ID CVE ID CVSS BS Impact Exploitability

REL1 CVE-2013-2051 2.6 2.9 4.9
REL2 CVE-2012-4546 4.3 2.9 8.6
REL3 CVE-2005-2700 10 10 10
REL4 CVE-2005-0337 7.5 6.4 10
REL5 CVE-2004-1145 5.0 2.9 10
REL6 CVE-2004-0607 10 10 10

2.3 Formalism of the HARM

A HARM is developed to improve the scalability of existing security models
[87]. The HARM captures security information in the networked system onto
different layers, and in each layer a different security model can be implemented.
For example, an AG [182] and an AT [179] are two most widely used security
models [85,120], and they will mainly be incorporated into the HARM. Of course,
other security models can be used in the HARM as well.

Hereon forth, symbols i, j, and k are used for numeric variables and does not
present specific metrics or terms. Further, the symbol N represents the whole
networked system, and n ⊆ N is a component, which can also be denoted as a
node, a host, or a state in the networked system.

2.3.1 Formalism of the HARM structures

Definition 1. This is initially defined in [91]. The HARM has a 3-tuple H =

(h,M,C). h is the number of layers (2 ≤ h). M is the set of all models used in
each layer, Mi ⊆ M is a subset of models in M at the ith layer, and Mi

j ∈ Mi is
the jth model at the ith layer in the HARM with j = 1 . . . |Mi|. C = {n↔ Mk

l |
n ∈ Mi

j, j = 1 . . . |Mi|, l = 1 . . . |Mk|, i < k} is the set of all mappings between a
component n in a model Mi

j to its lower layer model Mk
l .

There are an arbitrary number of layers in the HARM, which is denoted as
h-HARM for a h number of layers. The formalism of 2-HARM consisting of
two layers with an AG in the upper layer and ATs in the lower layer is presented
in [92], and the formalism of h-HARM consisting of only AGs in each layer is
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presented in [91].

Definition 2. This is initially defined in [91]. An Attack Graph (AG) in the ith
layer in the HARM is a directed graph Gi = (N,E), where N is a finite set of
network components or states and E ⊆ N×N is a set of edges where a pair of
network components or states (n j,nk) is a mapping of n j→ nk with n j,nk ∈N and
j ̸= k.

Definition 3. This is closely related to [92]. An Attack Tree (AT) in the ith layer
in the HARM is defined as T i = (A,B,a0), where A is a finite set of network
components, states and gate (denoted as gate) with gate ∈ [AND− gate,OR−
gate], and B ⊆ A×A is a set of edges. An edge (a j,ak) ∈ B represents a child
node a j ∈ A attached to a parent node ak ∈ A, and a0 ∈ A is the root node of the
AT.

(a) Upper Layer of the HARM (b) Lower Layer of the HARM

Figure 2.4: 2-HARM of the example networked system using AGs

Figure 2.4 shows the 2-HARM of the example networked system using AGs
only in both layers. The upper layer captures the reachability of the hosts, and
the lower layer captures the exploit sequences required to compromise the OSes.
The privilege state is shown as a rectangle in the lower layer, where there are two
types of privileges shown; a guest privilege g, and a root privilege r (e.g., the root
privilege of W7 is denoted as W7 : r). The examples are shown below:

Example 1. The HARM using only AGs: The 2-HARM in Figure 2.4 is Hag =

(2,Mag,Cag), where 2 is the number of layers, Mag = {G1
1,G

2
1,G

2
2} for G1

1 is an
AG mapping the reachability of hosts in the upper layer, and G2

1 and G2
2 are AGs
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for compromising W7 and REL, respectively. Cag = {U1↔ G2
1,U2↔ G2

1,U3↔
G2

2,U4↔G2
1,U5↔G2

2} is a one-to-one mapping of upper layer nodes (e.g., hosts)
{U1,U2,U3,U4,U5} to its corresponding lower layer AGs.

Example 2. Upper Layer HARM using an AG: The AG in the upper layer of
the HARM is G1

1 = (N1
1 ,E

1
1). N1

1 = {A,U1,U2,U3,U4,U5} is a set of all hosts.
E1

1 = {(A,U1),(A,U2),(U1,U3),(U1,U4),(U2,U3),(U3,U4),(U4,U5)} is a set of
all edges in G1

1, where A is the attacker.

Example 3. Lower Layer HARM using an AG: The AG in the lower layer of the
HARM to compromise W7 is G2

1 =(N2
1 ,E

2
1). N2

1 = {W71,W72,W73,W74,W75,W7 :
g,W7 : r} is a set of all vulnerabilities and host states for hosts using W7 as
the OS. E2

1 = {(W7 : g,W71),(W7 : g,W72),(W7 : g,W73),(W7 : g,W74),(W7 :
g,W75),(W71,W7 : r),(W72,W7 : r),(W73,W7 : r),(W74,W7 : r),(W75,W7 :
r),} is a set of all edges in G2

1.

(a) Upper Layer of the HARM (b) Lower Layer of the HARM

Figure 2.5: 2-HARM of the example networked system using ATs

Figure 2.5 shows the 2-HARM of the example networked system using ATs
in both layers. The upper layer captures the combinations of hosts compromised,
and the lower layer captures the combinations of vulnerabilities required to com-
promise the OS, and they are generated manually to optimise their representations.
The examples are shown below:
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Example 4. The HARM using only ATs: The 2-HARM in Figure 2.4 is Hat =

(2,Mat ,Cat), where 2 is the number of layers, Mat = {U1
5 ,U

2
5 ,T

2
2 } for U1

5 is an AT
capturing the combinations of hosts compromised in the upper layer, and U2

5 and
T 2

2 are ATs for compromising W7 and REL, respectively. Cat = {U1↔U2
5 ,U2↔

U2
5 ,U3↔ T 2

2 ,U4↔U2
5 ,U5↔ T 2

2 } is a one-to-one mapping of upper layer nodes
(e.g., hosts) {U1,U2,U3,U4,U5} to its corresponding lower layer ATs.

Example 5. Upper Layer HARM using an AT: The AT in the upper layer of the
HARM is U1

5 =(A1
1,B

1
1,a

1
10
), where A1

1 = {U1,U2,U3,U4,U5,AND1,AND2,AND3,

OR1,OR2} is a finite set of hosts and gates, B1
1 = {(AND1,a1

10
),(U4,AND1),

(U5,AND1),(OR1,AND1),(OR2,OR1),(AND2,OR1),(U2,AND2),(U3,AND2),

(U1,OR2),(AND3,OR2),(U2,AND3),(U3,AND3)} is a set of edges. a1
10

is a goal
of the attacker (i.e., to reach U5).

Example 6. Lower Layer HARM using an AT: The AT in the lower layer of the
HARM to compromise W7 is U2

5 = (A2
1,B

2
1,a

2
10
), where A2

1 = {W71,W72,W73,

W74,W75,OR1} is a finite set of vulnerabilities and gates, B2
1 = {(OR1,a2

10
),

(W71,OR1),(W72,OR1),(W73,OR1),(W74,OR1),(W75,OR1)} is a set of edges.
a2

10
is a goal of the attacker within hosts with W7 (i.e., to compromise the host by

gaining the root privilege).

Any layers of the HARM can be exchanged in between (e.g., a 2-HARM con-
sisting of AG in the upper layer as in Figure 2.4(a) with ATs in the lower layer
as in Figure 2.5(b)). AGs can be generated in such a way described in [159], and
ATs can be generated automatically as in [94].

2.3.2 Formalism of the HARM transformations

When there are changes in the networked system by means of network harden-
ing (e.g., patching vulnerabilities, reconfiguration of the networked system), the
HARM requires modifications accordingly to accurately evaluate the security. For
example, a Moving Target Defense (MTD) continuously changes the attack sur-
face of a networked system by means of Shuffle, Diversity, and Redundancy [92].
More descriptions on the MTD is presented in Chapter 5. Figure 2.6 shows exam-
ples of Shuffle, Diversity, and Redundancy in the HARM using AGs only. Shuffle

based on changing the network topology shown in Figure 2.6(a) changes how
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hosts are connected in the networked system, Diversity based on changing the
OS shown in Figure 2.6(b) changes the vulnerability associated with hosts, and
Redundancy based on replicating hosts are shown in Figure 2.6(c) changes the
network topology and the number of hosts. These techniques cause variations in
both hosts (i.e., by means of shuffle and redundancy) and vulnerabilities (i.e., by
means of diversity), which are two major components in security models. Other
network hardening techniques, such as patching vulnerabilities, and reconfiguring
networked systems also affect how hosts and vulnerabilities are modelled. Hence,
MTD techniques (i.e. Shuffle, Diversity, and Redundancy) are taken into account
to demonstrate transformations of the HARM.

(a) Shuffle (b) Diversity (c) Redundancy

Figure 2.6: Deploying MTD Techniques in the Networked System

Shuffle: Shuffle changes the reachability of hosts in the networked system
(e.g., network reconfigurations, virtual machine migrations in a virtualised sys-
tems), as shown in Figure 2.6(a). Hence, only the layers associated with the
reachability information are modified. Such changes in the HARM are defined
as follows:

Definition 4. Given an AG G = (N,E) in a layer of the HARM affected by
changes in reachability of hosts, an allowable modification (e.g., a Shuffle) trans-
forms G to G∗ = (N,E∗), where E∗ ⊆ N×N is any subset of edges.

Example 7. The upper layer AG in the HARM shown in Figure 2.6(a), is a trans-
formation from G1

1 = (N1
1 ,E

1
1) to G1∗

1 = (N1
1 ,E

1∗
1 ), where E1∗

1 = {(A,U1),(A,U2),

(U1,U3),(U2,U4),(U3,U4),(U3,U5),(U4,U5)}.

Definition 5. Given an AT T = (A,B,a0) in a layer of the HARM affected by
changes in reachability of hosts, an allowable modification (e.g., a Shuffle) trans-
forms T to T ∗ = {A,B∗,a0}, where B∗ ⊆ A×A is any subnet of edges.
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Example 8. The upper layer AT in the HARM is a transformation from U1
5 =

(A1
1,B

1
1,a

1
10
) to U1∗

5 =(A1∗,
1 B1∗

1 ,a∗0), where A1∗
1 = {U1,U2,U3,U4,U5,AND1,AND2,

AND3,AND4,OR1,OR2}, B1∗
1 = {(AND1,a∗0),(U5,AND1),(OR1,AND1),(AND2,

OR1),(AND3,OR1),(U1,AND2),(OR2,AND2),(U2,AND3),(U4,AND3),(U3,

OR2),(AND4,OR2),(U3,AND4),(U4,AND4)}, and a∗0 is a new root node with an
attack goal to compromise the WV.

Diversity: the reachability of the networked system is unchanged, as only a
variant of the components is deployed with Diversity. Therefore, it only changes
the layer using substitutions in the HARM. For example, substituting the W7 with
WV (as shown in Figure 2.6(b) replaces the attack goal from compromising the
W7 to compromising the WV. Such modifications in the HARM are defined as
follows:

Definition 6. Given an AG G = (N,E) in a layer of the HARM affected by
changes in components of hosts or vulnerabilities, an allowable modification (e.g.,
a Diversity) transforms G to G∗ = (N∗,E∗), where N∗ is a new set of nodes,
E∗ ⊆ N∗×N∗ is any subset of edges.

Example 9. The lower layer AG in the HARM shown in Figure 2.6(b) is a trans-
formation from G2

1 =(N2
1 ,E

2
1) to G2∗

1 =(N2∗
1 ,E2∗

1 ), where N2∗
1 = {WV1,WV2,WV3,

WV4,WV5,WV6,WV7,WV8,WV9,WV10,WV : g,WV : r} and E2∗
1 = {(WV : g,WV1),

(WV : g,WV2),(WV : g,WV3),(WV : g,WV4),(WV : g,WV5),(WV : g,WV6),(WV :
g,WV7),(WV : g,WV8),(WV : g,WV9),(WV : g,WV10),(WV1,WV : r),(WV2,WV :
r),(WV3,WV : r),(WV4,WV : r),(WV5,WV : r),(WV6,WV : r),(WV7,WV : r),

(WV8,WV : r),(WV9,WV : r),(WV10,WV : r)}.

Definition 7. Given an AT T = (A,B,a0) in a layer of the HARM affected by
changes in components of hosts or vulnerabilities, an allowable modification (e.g.,
a Diversity) transforms T to T ∗ = {A∗,B∗,a∗0}, where A∗ is a new set of nodes,
B∗ ⊆ A×A is any subset of edges, and a∗0 is a new attack goal.

Example 10. The lower layer AT in the HARM is a transformation from U2
5 =

(A2
1,B

2
1,a

1
10
) to U2∗

5 = (A2∗
1 ,B2∗

1 ,a1∗
10
), where A2∗

1 = {WV1,WV2,WV3,WV4,WV5,

WV6,WV7,WV8,WV9,WV10,OR1}, B2∗
1 = {(OR1,a1∗

10
),(WV1,OR1),(WV2,OR1),

(WV3,OR1),(WV4,OR1),(WV5,OR1),(WV6,OR1),(WV7,OR1),(WV8,OR1),

(WV9,OR1),(WV10,OR1)}, and a2∗
10

is a new attack goal to compromise WV.

23



Redundancy: Multiple replicas of network components are created with
Redundancy (e.g., services, hosts or paths). As a result, capturing Redundancy

may create new network components in the HARM. For example, U2 is replicated
to create U2b as shown in Figure 2.6(c). Such modifications in the HARM are
defined as follows:

Definition 8. Given an AG G = (N,E) in a layer of the HARM affected by the
additional network components, an allowable modification (e.g., a Redundancy)
transforms G to G∗ = (N∗,E∗), where N∗ is an extended set of nodes (i.e., N ⊆
N∗), and E∗ ⊆ N∗×N∗ is an extended subset of edges (i.e., E ⊆ E∗).

Example 11. The upper layer AG in the HARM shown in Figure 2.6(c) is a trans-
formation from G2

1 = (N2
1 ,E

2
1) to G2∗

1 = (N2∗
1 ,E2∗

1 ), where N2∗
1 = N2

1 ∪{U2b}, and
E2∗

1 = E2
1 ∪{(A,U2b),(U2b,U3)}.

Definition 9. Given an AT T = (A,B,a0) in a layer of the HARM affected by
additional network components, an allowable modification (e.g., a Redundancy)
transforms T to T ∗ = {A∗,B∗,a0}, where A∗ is an extended set of nodes (i.e.,
A⊆ A∗), and B∗ ⊆ A×A is a new subset of edges.

Example 12. The upper layer AT in the HARM is a transformation from U1
5 =

(A1
1,B

1
1,a

1
10
) to U1∗

5 = (A1∗
1 ,B1∗

1 ,a1
10
), where A1∗

1 = A1
1 ∪ {U2b,OR3,OR4}, and

B1∗
1 = {(AND1,a1

10
),(U4,AND1),(U5,AND1),(OR1,AND1),(OR2,OR1),(AND2,

OR1),(U2,OR3),(U2b,OR3),(OR3,AND2),(U3,AND2),(U1,OR2),(AND3,OR2),

(U2,OR4),(U2b,OR4),(OR4,AND3),(U3,AND3)}.

2.4 Tools and Methods to Generate Security Models

Various methods to generate graph-based security model are proposed in pre-
vious studies [100, 105, 158, 189]. Moreover, there are various commercial and
publicly available tools, such as RedSeal [131], SkyBox [98], NuSMV [182],
TVA [105], MulVAL [159], NetSPA [24], GARNET [205], NAVIGATOR [45],
ADVISE [122], and CyberSAGE [189]. However, there is no well defined meth-
ods to generated tree-based security models (eg., an AT) efficiently, where avail-
able tools (e.g., SeaMonster [184], AttackTree+ [132], and SecuITree [130]) gen-
erate them manually. To improve this problem, a logic reduction technique can be
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used, such as described in [94]. A comprehensive list of tools to generate security
models is described in [85]. Most security models are generated on the basis of
a single computer. However, a cloud computing resources can be also used to
improve the performance of generating and evaluating security models [86].

2.5 Security Analysis using the HARM

Analysing the security of networked systems is shown in this section using
the HARM defined in Section 2.3. System risk metric is used, and the example
networked system shown in Figure 2.3 is analysed. The system risk, Rsystem, can
be calculated as shown in Equation (2.1), which is an expression of a sum of risks
associated with attack paths path in the networked system. The risks of each
vulnerability are calculated based on their impact and exploitability as shown in
Tables 2.4 and 2.5. Computing the equivalence of system risks using the 2-HARM
and existing graph and tree based security models are shown in the following
subsections respectively. Comparing the equivalence between existing security
models and the HARM with more layers (e.g., a 3-HARM) can be found in [91].

Rsystem = ∑
i∈path

Ri (2.1)

2.5.1 Security Analysis of Graph-based Security Models

Figure 2.7: An AG of the Networked System
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An AG representation of the example networked system is shown in Figure
2.7, where 2-HARM is previously shown in Figure 2.4. The AG express all hosts
and vulnerabilities onto a single layer, which generates a complex view for users
to comprehend when the size of the networked system is large. Even for a small
sized networked system, there are total 1950 attack paths with the given AG. The
risk calculated using the AG is 42683.62. For example, a risk associated with the
attack path through exploiting W73 in U1, W75 in U4 and REL4 in U5 is the sum
of risks associated with these vulnerabilities (i.e., 4.214+2.494+6.4 = 13.188).

1: HARM = {h,M,C}
2: Risk R
3: No. of Attack Paths AP
4: procedure EVALUATE HARM RISK(HARM)
5: for i = 1 . . .h do
6: for all model ∈Mi do
7: Rmodel,APmodel =solve Risk(model)
8: Rn j ← Rmodel | n j↔Mn j

i ∈C
9: APn j ← APmodel | n j↔Mn j

i ∈C
10: end for
11: end for
12: Return RMh,APMh

13: end procedure
14:
15: procedure SOLVE RISK(m)
16: Compute All Possible Attack Paths path of model
17: Rmodel ← sum of risk in path
18: APmodel ←| path |
19: Return Rmodel,APmodel
20: end procedure

Figure 2.8: System Risk Computation Algorithm Using the HARM

Using 2-HARM, a bottom-up approach is used as described in [91]. Figure
2.8 shows the algorithm to calculate system risks for graph-based HARMs. For
example, the lower layer of U3 is calculated as the sum of each vulnerability (i.e.,
1.421+2.494+10+6.4+2.9+10 = 33.215), and the upper layer is evaluated by
taking into account the risk computed in the lower layers and the number of attack
paths associated with them (i.e., there are five different attack paths exploiting
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hosts with W7, and six different attack paths exploiting hosts with REL). So, an
attack path through U1, U4, and U5 equates to (28.108× 5+ 28.108× 5)× 6+
33.215×25 = 2516.855. Similarly, the system risk computed using the 2-HARM
is also 42683.62 (same with using the AG).

2.5.2 Security Analysis of Tree-based Security Models

Figure 2.9: An AT of the Networked System

An AT representation of the example networked system is shown in Figure 2.9,
where 2-HARM is previously shown in Figure 2.5. The AT (and other tree-based
security models) expresses combinations of events in the networked system to
achieve the attack goal specified (e.g., to reach U5). Similarly with the AG, there
are total 1950 possible attack events to achieve the given attack goal (e.g., there
are 30 combinations at AND3 gate, and so forth). The system risk based on the
tree structure can be evaluated as in [172]. Because tree-based security models
have different computational methods for security metrics compared to graph-
based security models, resulting values are different. For example, the system
risk of the example networked system using the AT equates to 37.2, which is
significantly different to graph-based security models with 42683.62. However,
computational methods can be integrated to calculate the same result as long as
the same security information is given, but that is out of scope in this thesis.
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The algorithm shown in Figure 2.8 can also be used to calculate system risks
using tree-based HARMs. For example, the lower layer of U3 is calculated to be
10.0 (the highest value is selected based on the OR− gate), and the upper layer
is evaluated based on the risks computed for each host. So, events cumulated at
OR4 gate equates to 18.6 (OR5 and OR8 gates equate to 8.6, OR9 equates to 10,
and AND3 gate equates to 18.6). Similarly, the system risk computed using the
2-HARM is also 37.2 (same with using the AT).

2.6 Summary

This chapter presented the HARM and its formalisms. The generation meth-
ods are described for both graph and tree based security models, and an equivalent
security analysis is validated. This chapter concludes the background knowledge
of the HARM, which forms the theoretical basis for the experiments and analyses
presented throughout the remainder of the document.

28



Part II

Comparative Analysis of Security
Models
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Chapter 3

Complexity Analysis

The aim of this chapter is to analyse the computational complexities of security
models in terms of phases in the lifecycle of security models shown in Section
2.2. Tasks performed in each phase of the lifecycle are different, so the com-
plexities of methods used by different security models vary in each phase of the
lifecycle. Because networked systems are growing, it is essential that security
models are scalable. Conducting a complexity analysis hence provides a compar-
ative indication for practicability of security models by analysing their theoretical
performances. An early study on the scalability of security models based on com-
plexity analysis for security models developed prior to 2005 are shown in [124],
but it only focused on the generation and evaluation phases. Moreover, it only
considered graph-based security models. For tree-based security models, there is
a lack of efficient automated generation methods [94].

In this chapter, a comprehensive complexity analysis is conducted for each
phase in the lifecycle of both graph-based and tree-based security models. We
have chosen the AG and AT, and the analysis compares them with respect to the
complexities of the HARM. An AG and an AT are chosen for representatives
of graph-based and tree-based security models respectively, because they are (i)
the most widely used security models, and (ii) the simplest form of any security
models (i.e., other security models are extensions to an AG or an AT) [85]. In
addition, a few security models, such as the Multiple Prerequisite Graph (MPG)
[100], Logical Attack Graph (LAG) [158], and Two-Layer Attack Graph (TLAG)
[207], are described with their complexities in terms of phases in the lifecycle. The
complexity analysis focuses on the number of hosts and vulnerabilities, as they are
the major scaling factors for security models in the networked system. In order
to conduct the worst case analysis (i.e., to compute the upper bound complexity),
the reachability of hosts in the network system is assumed with a fully connected
topology (i.e. a complete graph). In addition, the preprocessing phase is not taken
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into account in this analysis because it focuses on gathering security information
that is usually a single step operation prior to generation of the security model.

3.1 Complexity Analysis of the Generation Phase

In this section, n and m represent the total number of hosts (nodes) and the
average number of vulnerabilities in each host, respectively.

3.1.1 Generating AG, AT, and HARM

The structure of the AG is a series of connections between vulnerabilities in
the networked system based on host reachability and conditions required to exe-
cute exploits (e.g., such as shown in Figure 2.7). Vulnerabilities in each host may
have up to m− 1 connections to other vulnerabilities within the host as a subse-
quent exploit (e.g., privilege escalations). As a result, there are total m(m− 1)
number of possible vulnerability connections to other subsequent hosts in the net-
worked system (i.e., edges between vulnerabilities from a host to all other vulner-
abilities in other hosts). For each host, there are up to n− 1 number of possible
connections to other hosts. Hence, there are a total n(n− 1) number of possi-
ble host connections. Therefore, the computational complexity of the generation
phase for the AG is O(m2n2).

The AT consists of a set of grouped attacks (or grouped vulnerabilities that can
be exploited) that satisfies the goal of the attacker (e.g., as shown in Figure 2.9).
Since there is no defined automated generation method for ATs, a naive method
that generated all possible attack paths to populate events in the AT are taken
into account. Hence, for m number of vulnerabilities, there are O(m!) number of
possible exploit sequences (i.e., there is an exponential number of possible exploit
sequences with given vulnerabilities). Similarly, for n number of hosts, there are
O(n!) number of possible attack paths. Therefore, the computational complexity
of the generation phase for the AT is O(m!n!).

The structure of the HARM is based on the security model used in its layers.
First, if an AG is taken into account for both layers in HARM (e.g., a 2-HARM),
the computational complexity of generating the upper layer is given by O(n2). For
each host, there are up to n−1 connection(s) to other hosts, which results in n(n−
1) number of connections for all host pairs. In the lower layer, the computational
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complexity is given by O(m2n). For each vulnerability, there are up to m− 1
number of other subsequent vulnerabilities, and this process is applied to n number
of hosts. Therefore, the computational complexity of generating the HARM with
AGs in its layers is O(m2n+n2).

Second, if the AT is taken into account for both layers in the HARM, the
computational complexity of generating the upper layer is given by O(n!). For
n number of hosts, there is an O(n!) number of possible attack paths. The com-
putational complexity in the lower layer is given by O(m!n). For m number of
vulnerabilities, there is an O(m!) number of possible exploit events for all hosts.
Therefore, the computational complexity of generating the HARM with ATs in its
layers is O(m!n+n!).

3.1.2 Generating Other Security Models

MPG: Ingols et al. [99, 100] used a network security analysis tool named
Network Security Planning Architecture (NetSPA) to evaluate the security of net-
worked systems, but with an AG as the underlying security model could not anal-
yse the security of more than 17 hosts in the networked system. MPG is then
proposed and incorporated into the NetSPA, which improved the scalability of
generating and evaluating the security. In the MPG, there are three types of nodes:
(1) state, (2) prerequisite, and (3) vulnerability instance. A state node represents
the access level of the attacker on a particular host, and hence it also represents
hosts (i.e., n). A prerequisite node represents the reachability groups or credentials
that capture the possible attack paths between hosts and vulnerabilities. A vulner-

ability instance node represents a particular vulnerability on a port of a particular
host (i.e., m).

The structure of the MPG is defined such that all state nodes reach prerequisite
nodes, prerequisite nodes reach vulnerability instance nodes, and vulnerability
instance nodes reach state nodes. For a fully connected networked system with
a single reachability group, there are n number of hosts reaching the prerequisite
node, m number of outbound edges from the prerequisite node to all vulnerability
instance nodes, and mn number of outbound edges from all vulnerability instance
nodes to all state nodes. Therefore, generating the MPG has the computational
complexity of O(mn). If there are more reachability groups (e.g., each prerequisite
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node reaches a single host, resulting n number of prerequisite nodes), then the
worst case will be equivalent with generating AGs with a complexity O(m2n2).
Nevertheless, it is clear the structural form of the MPG enhances the performance
of generating security models compared to AGs.

LAG: Ou et al. [158] used a LAG that generates a linearly proportional num-
ber of model components with respect to the networked system. It is generated
with a polynomial computational complexity algorithm, where there are two types
of nodes: (1) derivation nodes, and (2) fact nodes (where a fact node further cat-
egorised into a primitive fact node or a derived fact node). A derivation node
describes how fact nodes can be realised (e.g., exploit vulnerabilities (derivation)
to compromise a host (fact)). A primitive fact node provides the configuration
information (i.e., existing vulnerabilities found). A derived fact node is computed
from the configuration information that captures the attack path information (i.e.,
vulnerabilities used in a sequence). Hence, derivation nodes describe states, and
fact nodes describe vulnerabilities in the networked system.

The structure of the LAG has derivation nodes satisfied by fact nodes, where
derivation nodes directed from the fact nodes form a disjunction and the fact nodes
directed from the derivation nodes form a conjunction. For a fully connected net-
worked system, there are m number of inbound edges for all derivation nodes
(e.g., state of hosts) from fact nodes (e.g., vulnerabilities), which has a compu-
tational complexity of O(mn2). Also, there are n number of inbound edges for
all fact nodes from all derivation nodes, which has a computational complexity of
O(mn2). Hence, generating the LAG has the computational complexity of O(mn2),
which has a better upper bound computational complexity than the AG.

TLAG: Xie et al. [207] used a Two-Layer Attack Graph (TLAG) that captures
the host information in a form of an AG in the upper layer, and vulnerability
information in a form of an AG in the lower layer. Many properties of the TLAG
are similar with the 2-HARM with AGs in its layers, but one main difference
is that the TLAG stores the lower layer information on the edges in the upper
layer, whereas the HARM stores the lower layer information on the hosts in the
upper layer. This difference is not observed in the generation phase, which has the
same computational complexity as the HARM with O(m2n+ n2). However, this
difference becomes apparent in the evaluation phase in the lifecycle.
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3.2 Complexity Analysis of the Representation Phase

3.2.1 Representing AG, AT, and HARM

Visualising the security helps understanding about security level of the net-
worked system. The complexity of the representation phase is determined by the
number of components in the security model (i.e., by their sizes). Once an AG
is generated, the simplest form consists of a linearly proportional number of net-
work components (e.g., hosts and vulnerabilities). There are series of edges that
reflect the relationships between these components, such as an example shown
in Figure 2.7. Taking into account the number of hosts and vulnerabilities, the
size complexity of the AG is O(n+ nm) (or O(nm) for AGs based only on vul-
nerabilities). On the other hand, an AT may consists of duplicated events, such
as in Figure 2.9. Using the naive approach described in Section 3.1, there are an
exponential number of events (i.e., vulnerabilities), which results in the size com-
plexity of O((nm)!). Manually generating the AT, as well as using logic reduction
techniques [94], may reduce the size of the AT.

In the case of the HARM that uses AG in its both layers, the size complexity is
inherited from the AG. The resulting size complexity for the HARM is O(n+nm),
which is equivalent to the AG. Although it is not described in this analysis, there
is a difference in the number of edges between the HARM and the AG. However,
the number of edges is proportional to the number of nodes in security models,
as it depends on relationships between those nodes. For the HARM using ATs in
its layers, the same size complexity is inherited from the AT with O(n!+(nm)!).
Since the HARM also models hosts in the upper layer, it is larger than the AT
that only captures the vulnerability information. A major difference between the
HARM with AGs or ATs is the visualisation, where the HARM is a multi-layered
model and, AGs and ATs are single-layered models. Consequently, visualising all
components (such as AGs and ATs) are difficult to comprehend [84], whereas vi-
sualising in a structured layer provides a better view of the system and its security
postures [151].
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3.2.2 Representing Other Security Models

The numbers of components in the MPG, LAG, and TLAG are linearly pro-
portional to the number of hosts and vulnerabilities in the networked system (i.e.,
MPG with the size complexity of O(n+ nm) in tools such as NAVIGATOR and
GARNET [45, 205], LAG with the size complexity of O(n + nm) in the Mul-
VAL tool [159], and TLAG with the size complexity of O(n+nm) representation
in [207]). Both MPG and LAG are single-layered security models, where TLAG
is a two-layered security model.

3.3 Complexity Analysis of the Evaluation Phase

3.3.1 Evaluating AG, AT, and HARM

There are various evaluation methods to analyse different security metrics.
However, these methods are often model-centric (i.e., only applicable to the spe-
cific security model), or have different interpretations of the same security metrics
(e.g., qualitative or quantitative system risk analysis?). Hence, the evaluation will
be focused on all possible attack scenarios (e.g., all possible attack paths or events)
in the networked system, which can be computed using any security models. In
order to compute all possible attack scenarios, the attacker location is assumed to
be outside of the networked system and a single target host is assigned (i.e., any
host in the networked system, as it is a fully connected network).

First, an AG is taken into account. The number of paths between two hosts are
in O(m!), because there are m number of vulnerabilities and with the maximum
attack path length of m (i.e., exploits all vulnerabilities) there are m! number of
choices to exploit those vulnerabilities. Such computations are carried out up
to n− 1 number of host pairs (i.e., all hosts are compromised), which results in
O(m!n). This specifies the computational complexity of a single attack path, and
there are total O(n!) number of attack paths consisting of n hosts. Therefore, the
computational complexity of the AG in the evaluation phase is O(m!nn!)

Second, an AT is taken into account. The evaluation of AT is given by the total
number of events in the AT, because the structure of the AT already captures all
possible attack events (i.e., the evaluation phase is dependent on the size of the
AT). The size complexity of the AT is O((nm)!) and hence, evaluating the AT also
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requires computing O((nm)!) number of events.

Lastly, the HARM is taken into account. The evaluation of the HARMs is
divided into each layer (e.g., a bottom-up evaluation method). In the case of an
AG in the layers of the HARM, evaluating upper and lower layers have computa-
tional complexities of O(n!) and O(m!) respectively. As a result, the computational
complexity of the HARM in the evaluation phase is O(m!n!). Further, if all hosts
have the same lower layer information (e.g., homogeneous networked system),
then it further simplifies the computational complexity to O(m!n+ n!), because
the lower layer can be done only once for all hosts. In case of an AT in the layers
of the HARM, evaluating upper and lower layers have computational complexi-
ties of O(n!) and O(m!) respectively, with the total computational complexity of
O(m!n!). Similarly with the HARM with an AG in its layers, computational com-
plexity of O(m!n+ n!) is observed when the lower layer information is the same
for all upper layer nodes (e.g., hosts).

3.3.2 Evaluating Other Security Models

To enhance the performance of evaluating the security of the networked sys-
tem, different model-specific evaluation methods are proposed. MPG [100, 205]
and LAG [84, 158] developed graph simplifications and clustering techniques to
reduce the size complexity of their security models, while TLAG used adjacent
matrix evaluation method to compute the overall security of networked system.
However, evaluation using these specified methods limit the scope of security
analysis specific to security metrics used (i.e., other security metrics cannot be
evaluated using the same methods), as well as restricting the usage of other se-
curity models (e.g., cannot validate the result without other security models pro-
viding the same methods). The MPG and LAG have a similar structure as the
AG, with the worst case performance (e.g., MPG with a single reachability group)
of O(m!nn!). TLAG has a similar computational complexity as the HARM with
AGs in its layers but since the lower layer models are stored in edges, the result-
ing computational complexity in the evaluation phase is O(m!n2n!) (i.e., there are
O(n2) number of edges in the upper layer). As a result, TLAG (O(m!n2n!)) is less
efficient than the HARM (O(m!n!)).
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3.4 Complexity Analysis of the Modification Phase

3.4.1 Modifying AG, AT, and HARM

An update event (e.g., addition, reconfiguration and deletion of hosts or vul-
nerabilities) results in modifications in the networked system. The computational
complexity in the modification phase calculates the number of changes made to
security models. There may be multiple updates at the same time, but only a single
update event is considered for simplicity.

First, the AG is taken into account. In the case of an updated vulnerability in-
formation, a vulnerability can be connected to m number of other vulnerabilities
in a host, and there are n−1 number of possible hosts that can reach the vulnera-
bility. The total number of components affected by the vulnerability update is in
O(m+n). In the case of an update in the host information, there are m number of
vulnerabilities associated with a host, and there are m(n−1) number of vulnera-
bilities reachable from the host. The total number of components affected by the
host update is in O(m+m(n−1)). Hence, the worst case complexity of update in
the networked system for the AG is in O(mn) (i.e., O(m+m(n−1)) ∼= O(mn)).

Second, the AT is taken into account. An update event in the AT requires af-
fected event groups to be modified accordingly. On the basis of naively generated
AT, the number of affected events in the AT is in O(m!(n− 1)!), because there
are m! number of vulnerability events associated with a host and these events are
associated with (n−1)! number of attack scenarios with the host present. In case
of update in the vulnerability information, the number of affected events in the
AT is in O((m-1)!n!), because there are (m− 1)! number of vulnerability events
associated in a host, and there are n! number of events associated with the host
with updated vulnerability. Therefore, the total number of AT events affected by
an update is in O(m!n!) (i.e., O(m!n!) ∼= O(m!(n−1)!) ∼= O((m-1)!n!)).

Lastly, the HARM is taken into account. The computational complexity in the
modification phase for the HARM is an addition of computational complexities in
each layer. If an AG is taken into account in the layers of the HARM, it results
in O(n+m) and O(m) for computational complexities in upper and lower layers
respectively. There are only n number of hosts affected, and vulnerability infor-
mation is only affected for the host. For a vulnerability information update, only
the lower layer is affected. Therefore, the total computational complexity of the

38



HARM with AGs is in O(n+m). If ATs are taken into account in the layers of the
HARM, the computational complexities are O(n!+m!) and O(m!) for upper and
lower layers respectively. Similarly with AGs in the HARM, only updated compo-
nents in each layer are affected with their corresponding lower layers. Therefore,
the total computational complexity of the HARM with ATs is in O(n!+m!).

3.4.2 Modifying Other Security Models

There is a lack of study on adaptability of existing security models when there
are changes in the networked system. Consequently, regeneration is taken into
account when there are changes in the networked system. Taking into account the
worst case modification phase computational complexity for the AG is in O(mn),
regeneration of MPG (O(m2n2)) or LAG (O(mn2)) are significantly inefficient,
and also with the HARM with O(n+m) in comparison to regenerating TLAG
(O(m2n+n2)).

3.5 Structural Advantages of the HARM

Each layer in the HARM can be generated in parallel. Using distributed sys-
tems, such as the Cloud, we can subdivide the HARM by each layer and generate
them in parallel, and join them to generate the HARM as a single security model.
Existing security models (e.g., MPG, LAG, TLAG) can also be generated in par-
allel (e.g., by dividing them into sub-models), but dividing and joining processes
may require additional preprocessing to find independent components.

Layer-centric analysis can also be performed using the HARM. For example,
computing characteristics of the network system (e.g., such as in [9]) only requires
the network layer information. In addition, an additional analysis applicable in
different layers can be performed using the HARM, such as a performance anal-
ysis on the network layer or severity analysis of vulnerabilities in the lower layer.
Therefore, a wide range of constraints can be taken into account, not just security
and costs, but as well as the performance and other requirements when analysing
the security of networked systems.
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3.6 Conclusions

Complexity analysis gives insight to possible performances of security mod-
els. This chapter focused on the complexity analysis of security models, which
showed the worst case efficiency of these models in terms of their lifecycle. This
analysis clearly shows that some of the existing security models are not capable of
assessing the security of large sized networked systems due to their exponential
complexities. Table 3.1 summarises the computational complexities of security
models, namely the HARM, AG, AT, MPG, LAG, and TLAG. Qualitative com-
plexity analysis for other security models can be found in [85]. MPG has the best
computational complexity in the generation phase, but the HARM has the best
computational complexities in the evaluation and modification phases. The AT
has exponential complexities in all phases, which indicates the lack of efficient
methods of using the AT. Chapter 4 therefore focuses on analysing the perfor-
mance of graph-based security models.

Table 3.1: Computational Complexities of Phases in Security Model Lifecycle
Generation Representation Evaluation Modification

HARM (AG) O(m2n+n2) O(n+mn) O(m!n!) O(m+n)
HARM (AT) O(m!n+n!) O(n!+(mn)!) O(m!n!) O(m!+n!)

AG O(m2n2) O(mn) O(m!nn!) O(mn)
AT O(m!n!) O((nm)!) O((mn)!) O(m!n!)

MPG O(mn) O(n+mn) O(m!nn!) O(mn)
LAG O(mn2) O(n+mn) O(m!nn!) O(mn2)

TLAG O(m2n+n2) O(n+mn) O(m!n2n!) O(m2n+n2)

40



Chapter 4

Scalability Analysis

There is an emerging scalability problem with existing security models as the size
of the networked systems becoming larger, especially when analysing all possible
attack scenarios. Chapter 3 presented the worst case computational complexity
analyses based on fully connected topology, but real life networked systems run on
various network topologies, and other factors that affect the overall performances
of security models. In this chapter, the scalability of existing security models is
evaluated and compared with the HARM in realistic scenarios. Two main tasks in
this chapter are (1) formulating key questions that need to be answered to assess
the scalability of security models, and (2) evaluate and compare the scalability of
security models using simulations.

Both graph-based and tree-based security models suffer the scalability prob-
lem, but there is also no automated generation method that captures all possible
attack events for tree-based security models. As a result, it is difficult to assess
the scalability of tree-based security models. Consequently, this chapter only fo-
cuses on assessing the scalability of graph-based security models, namely the AG,
MPG, LAG, TLAG, and HARM with AGs in its layers. Previous studies pro-
posed structural modifications [100,158,207] and heuristic methods [43,84,167].
But as described in Chapter 3, structurally modified security models suffer the
scalability problem when the size of the networked system becomes very large
[87, 91, 124, 151]. In the case of heuristic methods, such as graph simplifica-
tions [43, 84], there may be a loss of security information that may result in mis-
guided security assessment. Therefore, performance analysis of security models
with respect to their scalability is conducted for evaluating all possible attack sce-
narios.
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4.1 Key Questions to Compare Scalability

Scalability is a growing concern for security assessment as it becomes difficult
to manage the size of security models when the networked system becomes too
large. Existing security models and their studies lack in comparative analysis to
show the scalability of security models in various environments and attack sce-
narios. To address this problem, five key questions are formulated to compare the
scalability of security models:

Q1 Was the computational complexity analysis performed?

Q2 Was the security model compared with other security models?

Q3 Were different network topologies considered?

Q4 Were the effects of variable number of vulnerabilities for hosts considered?

Q5 Were the different types of vulnerabilities (e.g., user and root) considered?

Scalability in the generation and the evaluation phases are taken into account
for analysing the performance of security models, where answers to the key ques-
tions are shown in Table 4.1 and 4.2 for generation and evaluation phases respec-
tively. The preprocessing phase generally requires the same efforts for all security
models (i.e., information gathering in the networked system), and the representa-
tion phase does not involve any computational methods (i.e., only for storage and
visualisation purposes). Performance of the modification phase will be given in
Chapter 5.

Table 4.1: Answers to Key Questions in the Generation Phase
Security models AG TLAG LAG MPG HARM

Q1 Yes Yes Yes Yes Yes
Q2 Yes No Yes Yes Yes
Q3 No No Yes No Yes
Q4 No No Yes No Yes
Q5 No No No Yes Yes
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4.1.1 Generation Phase

The main task of the generation phase is to retrieve the network information
and generating the relationships between network components specific to the re-
quirements of security models (e.g., connecting a vulnerability node to its sub-
sequent vulnerabilities or hosts based on the reachability, application, and port
information).

Generating AG: Computational complexity of generating the AG has been
conducted in [124], and it is compared against the HARM in [87]. However, vari-
ous network topologies are not taken into account when generating AGs. Further-
more, the effect of variable number of vulnerabilities, as well as different types,
are not considered.

Key properties of generating the AG is that the connections between vulnera-
bilities and hosts in the AG are independent. As a result, the computational com-
plexity of generating the AG is greater than the HARM as shown in [87]. More-
over, because there are a larger number of edges, traversing the AG to compute all
possible attack paths have worse computational complexity than the HARM [88].

Generating TLAG: Only the computational complexity of generating the
TLAG is shown in [207]. There is no comparison with other security models in
terms of performance, and only a fixed network topology was taken into account,
which had a fixed number of vulnerabilities with the same properties (i.e., homo-
geneous).

Generating the TLAG is not described in [207], but if the same generation
method as the HARM is assumed, it would have the same computational com-
plexity as the HARM. However, the number of lower layer models is determined
based on the number of host pairs (i.e., edges in the upper layer), which has the
upper bound of O(n2). This is greater than the HARM with the upper bound of
O(n).

Generating LAG: Computational analysis of the LAG is conducted in [158],
which is also compared against the AG in terms of generating both LAG and AG.
Various network topologies are also taken into account, with a varying number
of vulnerabilities. However, different types of vulnerabilities are not taken into
account.

The LAG has a generation complexity of O(δn), where n is the number of
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hosts in the networked system and δ is the time to find the host in the lookup
table [158]. All vulnerabilities are assumed to be remote to exploits. Since each
derivation node is an AND node, repeated nodes are required for each exploit if
there are multiple sources it could be exploited from. If the derivation nodes are
allowed as OR nodes, the number of repeated nodes (and the size of the LAG in
the representation phase) will be reduced. Therefore, the HARM (linear size) has
better size complexity than the LAG (polynomial size).

Generating MPG: Computational complexity of the MPG is conducted in
[100], which also compared its performance with an AG while taking into account
different types of vulnerabilities. However, a fixed network topology was used
throughout experiments and a fixed number of vulnerabilities was used for each
host.

The MPG has the number of components linearly proportional to the num-
ber of hosts and vulnerabilities in the networked system [100]. Additionally, it
also requires the use of prerequisite nodes, which decreases the number of inde-
pendent connections between hosts and vulnerabilities, but increases the size of
the MPG. However, their experimental results showed that the number of total
nodes in the MPG is negligible compared to the AG when generating the MPG.
Their performance in the simulation showed almost linear relationship between
the computational time for generating the MPG with respect to the number of
hosts. In [99], the client-side attacks using the reverse reachability calculations
are captured in the MPG as an additional feature.

Table 4.2: Answers to Key Questions in the Evaluation Phase
Security models AG TLAG LAG MPG HARM

Q1 Yes Yes Estimated Estimated Yes
Q2 Yes No No Yes Yes
Q3 No No No No Yes
Q4 No No No No Yes
Q5 No No No Yes Yes
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4.1.2 Evaluation Phase

Computing all possible attack scenarios is taken into account in the evalu-
ation phase for reasons described in Chapter 3. Existing methods of assessing
the security can be used (e.g., graph simplification [84, 100] and heuristic meth-
ods [7, 102]), but only specific attack scenarios and the subset of all possible at-
tacks are considered. Matrix evaluation can be used to compute the overall se-
curity of the networked system, but it lacks in detailed analysis of the individual
attack path.

Evaluating AG: Computational complexity of evaluating the AG and compar-
ing its performance against the HARM is shown in [87,124] and [88] respectively.
However, previous studies on the AG did not take into account the performance of
evaluating the AG with various network topologies and vulnerability information.

The AG generates edges between vulnerabilities, where there are total O(n2m2)
number of edges. Hence, evaluating such graph becomes O((n2m2)!), which is
highly exponential. In contrast, the HARM captures relationship between vulner-
abilities in the upper layer, reducing the total number of edges to O(nm2 + n2).
This is shown in Section 4.2 via simulations.

Evaluating TLAG: Only the computational complexity of evaluating the
TLAG is presented in [207] based on matrix evaluation. There is no comparison
with other security models, and only fixed topology and number of vulnerabilities
are used in the experiment.

The evaluation of the TLAG computes the overall security of the networked
system using the matrix evaluation with probability of an attack. However, this
method lacks in assessing different attack paths and their effects. It is shown
in [207] that the number of host-pair attack graphs (i.e., the number of lower layer
security models) was not linearly proportional to the number of hosts, which is
larger than the HARM with a linearly proportional number of lower layer security
models.

Evaluating LAG: Evaluating the LAG is not shown in [158], and graph sim-
plification and approximation algorithms are used to evaluate the LAG in [84].
Moreover, the performance is not compared with other security models, as well as
using a fixed network topology with a fixed number of identical vulnerabilities.

If all possible attack scenarios are computed using the LAG, then the compu-
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tational complexity of the LAG is equivalent with the AG. Because each fact node
(e.g., hosts) makes an independent connection to derivation nodes (e.g., vulnera-
bilities), the conceptual structure of the LAG is identical to the AG. The number
of paths from each fact node increases exponentially as the number of choices
increases in the attack path, which is the same property found in the AG.

Evaluating MPG: Performance of evaluating the MPG uses a graph simpli-
fication method, which has almost linear scalability performance in respect to the
number of hosts. This is compared with the AG in [100]. However, the perfor-
mance analysis did not consider different network topologies or variable number
of vulnerabilities that may affect how reachability groups are formed.

Evaluating the MPG utilises graph simplification. As a result, their evaluation
complexity is almost linear with respect to the number of nodes. But taking into
account computing all possible attack scenarios, the worst case scenario of eval-
uating the MPG is equivalent to the AG (e.g., consisting of only a single reacha-
bility group). If there are multiple prerequisite nodes, then connections between
hosts and vulnerabilities are grouped by the prerequisite nodes, and it reduces the
complexity in the evaluation phase. However, computing the optimal number of
reachability groups is out of scope in this chapter.

4.2 Simulation Results

The HARM improves the efficiency of the security model by reducing the
number of independent connections between hosts and vulnerabilities, which is
shown in complexity analysis. Further performance analysis is conducted in this
section to validate the improvements achieved using the HARM. The experiment
is divided into two parts: (i) performance analysis using simple network topolo-
gies and (ii) performance analysis using combined network topologies.

4.2.1 Experiment 4A: Simple Network Topologies

The performance of the HARM is compared with the AG for various cases.
The attack scenario used in the simulation is similar to that in the experiment con-
ducted in [100]. The networked system used in the simulation is shown in Figure
4.1. A network has four sites (i.e., four identical networked systems connected
via firewalls), where each site has three subnets DMZ, Internal Networks, and
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Database such as in Figure 2.3. In each DMZ, there are five hosts and five admin-
istrative LAN hosts, and each Internal Network is divided into ten subnets with
hosts connected with a bus topology. The port information and the firewall rules
are abstracted.

Ten remote-to-other vulnerabilities are assigned to half of the hosts in each
subnet, and the other half with one remote-to-root and nine remote-to-other vul-
nerabilities. The attack scenario was to compromise a host in the DMZ, an ad-
ministrative LAN host, and all hosts in the network that has a remote-to-root
vulnerability. Hosts that are not directly reachable from the attacker are com-
promised using other hosts as a stepping stones. The number of hosts in each
subnet was increased to compare the scalability between the AG and the HARM.
The comparison of scalability is shown in Figures 4.2 and 4.3 for generation and
evaluation phases respectively. The simulation is conducted using an automated
network simulation tool named Akaroa2 [62, 164], where the results are collected
with the confidence level of 0.95 and the relative error of 0.05. The simulation
program was coded using Python, and it was conducted in a Linux environment
with Intel(R) Core2 Quad CPU 2.66GHz with 3.24GB of RAM.

Figure 4.1: A Networked System for Experiment 4A

Performance Analysis with Fixed Variables: Figure 4.2 shows the perfor-
mances of the AG and the HARM in the generation phase. This shows that the
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(a) Number of Edges (b) Generation Time Measurement

Figure 4.2: A Comparison between AG and HARM in the Generation Phase

number of edges in the AG increases quicker than the HARM. However, genera-
tion times for the AG and the HARM do not have a significant difference. This
indicates that the number of edges has little influence on the generation time. Both
security models have linear growth of the edge numbers, but the number of edges
for the HARM was always less than that of the AG.

The trend observed from the simulation is comparable with the simulation
result of the MPG [100]. The time comparison shows that the time for the evalu-
ation increases rapidly for the AG, but almost linearly for the HARM as shown in
Figure 4.3(b). In contrast, the number of nodes computed in the HARM is much
greater than that of the AG. The AG constructs the attack paths using vulnerability
sequences only, but the HARM also analyses the sequence of hosts. Therefore, an
extra space of memory is required to store the information.

Performance Analysis with Non-fixed Variables: Various network topolo-
gies and variable number of vulnerabilities are taken into account. Bus (fully
connected), ring, and star topologies are considered to connect hosts in each inter-
nal network, where the number of vulnerabilities for each host is varied from 10 to
150. The number of hosts is fixed at 1200 when simulating the variable number of
vulnerabilities. For this experiment, the goal of the attacker is changed to compro-
mise a single host selected in the one of the subnets in the Internal Network (e.g.,
a host in the 10th subnet in each internal networks). The bridging hosts (i.e., head
hosts that connect to other subnets) are not selected as the target host. In order to
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(a) Number of Nodes Computed (b) Evaluation Time Measurement

Figure 4.3: A Comparison between AG and HARM in the Evaluation Phase

simulate different topologies, a single vulnerability to each host is assigned that is
enough to gain the root access.

(a) Scalability of Different Network Topologies (b) Scalability of Star Topology

Figure 4.4: Scalability Difference of Network Topologies in the Evaluation Phase

The simulation result of different topologies is shown in Figure 4.4. Since the
performances of generating the HARM and the AG are similar, only the differ-
ences in the evaluation phase are compared. Note that evaluating fully connected
topology suffered from the scalability problem, where the evaluation of 400 hosts
timed out (i.e., it took longer than three hours). However, the AG is significantly
slower than the HARM when other topologies are taken into account.
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(a) Evaluation Time (b) HARM Star and Ring Topologies

Figure 4.5: Scalability Difference with Varying Number of Vulnerabilities

The simulation result of varying the number of vulnerabilities is shown in
Figure 4.5. The number of hosts was fixed at 1200. The fully connected topology
for both security models could not be evaluated for 1200 hosts. In addition, the
ring topology for the AG reached the time out during the simulation (i.e., it took
longer than three hours to evaluate). The comparison in the evaluation phase
shows that as the number of vulnerabilities increases, the growth rate of the AG
is much greater than the HARM for all network topologies. The performance
increase is almost linear using the HARM for all topologies, indicating the number
of vulnerabilities is also a constant factor in the evaluation phase.

4.2.2 Experiment 4B: Combined Network Topologies

In this section, the scalability of AG, 2-HARM and 3-HARM in terms of
generation and evaluation are compared using a networked system with various
number of hosts, topologies, vulnerabilities and network densities. The same net-
worked system shown in Figure 4.1 is used.

Complex Network Topologies:
The number of hosts in the DMZ and Internal Network was increased to com-

pare the scalability between the AG, 2-HARM and 3-HARM. Figure 4.6 shows
that generating these models are almost equivalent because their generating al-
gorithm is the same, which generates linearly proportional number of nodes in
respect to the number of hosts in the networked system. In case of an evalua-
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Figure 4.6: Generation of AG, 2-HARM, and 3-HARM

tion, four combined network topologies are considered: (i) star-star, (ii) tree-star,
(iii) ring-star, and (iv) mesh-star, which are shown in Figure 4.7. Each combined
topology creates a complex mesh structure as a result of mixing topologies. Figure
4.7(a) shows the performance of security models evaluating the star-star topology.
It shows that all models have a similar trend in performance, but the 3-HARM
outperforms the AG and 2-HARM. Similarly, in Figure 4.7(b), 4.7(c) and 4.7(d),
the 3-HARM performs the best. Also, an observation is that the evaluation time
is significantly increased for the ring-star and mesh-star topologies. Different per-
formance of different network topologies are presented in Figure 4.8. It shows that
as the network density increases, the time taken to evaluate the network increases.
The network density is the measure of network connections between hosts in the
networked system (i.e., a normalised degree centrality measure, which measures
the number of edges).

Varying Number of Vulnerabilities:

An experiment is conducted to observe the effect of varying number of vul-
nerabilities as shown in Figure 4.9. Figure 4.9(a) shows that it affects the AG
significantly compared to the HARM, where it is almost negligible to notice any
changes in the HARM. Because the AG creates connections between individual
vulnerabilities, the time taken to evaluate becomes significantly longer as the num-
ber of vulnerabilities is increased (as shown in Figure 4.5(a)). A larger number of
vulnerabilities are used in Figure 4.9(b) to distinguish the performance difference
between 2-HARM and 3-HARM. The result shows that the evaluation time for the
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(a) (b)

(c) (d)

Figure 4.7: Performance of evaluating combined network topologies in the order
of star-star, tree-star, ring-star and mesh-star topologies respectively

2-HARM is increasing gradually, whereas that of the increase of the 3-HARM is
relatively constant.

Varying Network Density: A further simulation is conducted to investigate
the effect of network density when analysing the security of networked systems.
For this experiment, a mesh topology is used with various network density values.
Figure 4.10 shows the performance of AG (i.e., 1 layer), 2-HARM (i.e., 2 layers),
and 3-HARM (i.e., 3 layers) with respect to the network density. Figure 4.10(a)
shows that the performances of the AG and 2-HARM are significantly worse than
the 3-HARM. Figure 4.10(b) shows that both AG and 2-HARM converges to the
worst case performance when the network density is greater than 0.4. The propor-
tion represents the performance proportionality compared to when density equals
to 1. Also, the proportionality of 3-HARM converges to the worst case perfor-
mance is significantly slower than the AG and 2-HARM. For the network density
at 0.5, the AG reached 99.7% of the worst case performance, while 2-HARM
reached 98.8%, and 3-HARM only reached 90.0%. It shows that modelling with
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Figure 4.8: Performance of 2-HARM and 3-HARM Evaluating Various Network
Topologies

higher hierarchy may improve the performance of analysing the security of the
networked system. However, finding the optimal number of layers for the HARM
is out of scope in this chapter.

4.3 Discussions

Key questions are listed to compare the scalability of security models, and
the experimental results showed the efficiency of the HARM by answering these
questions. The experimental results showed the efficiency of the HARM in com-
parison to the AG, especially the 3-HARM which is also much scalable than the
2-HARM (i.e., more scalable using more hierarchy). However, there is still a lack
of understanding various attack scenarios which should be reflected in the security
models. Some of these limitations are discussed in this section.

4.3.1 Scalability of Security Models in the Lifecycle Phases

Only a few studies conducted scalability analysis comparing the efficiency of
various security models, and none of them considered the efficiency of security
models in the modification phase. The similarity between the AG, LAG, and the
MPG is that they are represented in a single layer. As a result, they suffer the
scalability problem not only in the evaluation phase but also in the representation
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(a) 10 Max Vulnerabilities

(b) 200 Max Vulnerabilities

Figure 4.9: Performance of AG, 2-HARM, and 3-HARM Evaluating Various
Numbers of Vulnerabilities

phase (e.g., as shown in Figure 2.7). The AG suffered the scalability problem
due to independent connections between the model components (e.g., vulnera-
bilities), where the representation of the AG had more edges compared with the
HARM. The number of nodes was the same, but the number of edges was greater
in the AG. On the other hand, security models using hierarchy (e.g., the HARM
and TLAG) are less complex to represent. Moreover, in the case of updates in
the networked system, single layered security models (e.g., AG, LAG and MPG)
may affect many components in security models, whereas using hierarchy only
affects specific layers and corresponding lower layers. However, there is a lack of
scalability and adaptability analysis in the modification phase in the lifecycle of
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(a)

(b)

Figure 4.10: Performance of AG, 2-HARM, and 3-HARM Evaluating Various
Network Density

security models, which is presented in Chapter 3.

4.3.2 Network Structure and Attack Scenarios

In a real life networked system, network topologies are complex with many
combinations of simple topologies (e.g., combinations of star, tree, ring and mesh
topologies). The worst case complexity defined by analysing a fully connected
topology gives the upper bound performance. Although a few complex network
topologies are taken into account in the experiment, it is difficult to evaluate the
scalability of security models. However, as shown in the density analysis in Sec-
tion 4.2.2, the performance of security analysis can be estimated based on the
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density of the networked system in respect to the worst case performance. Thus,
the complexity analysis and experimental results are a reasonable estimation for
the performances of using security models. Moreover, such assessment can be
used to design networked systems that are secure as well as efficient to analyse
the security to mitigate attacks.

4.3.3 Real Testbed Experiments

One of the limitations is a lack of experimenting on a real system. Although
the observed performance in the simulation would be linearly proportional to the
real systems, the complexities in real systems are difficult to estimate in a simula-
tion. Also, other scalability factors are not taken into account (e.g., performance
factors such as QoS, delay, and delivery rate), which may affect the performance
of security analysis.

4.3.4 Comparisons with Other Security Models

The results obtained in the experiments were comparable with some of the
existing security models and their analyses [100, 158]. The comparison between
the HARM and the AG shows the performance of the HARM was always better
than the AG. The variation of vulnerabilities affected the AG significantly, show-
ing an almost exponential growth in the evaluation phase. In contrast, the HARM
showed a linear growth of the evaluation time, which is practically computable
for a large number of vulnerabilities. Because the underlying algorithms are the
same (e.g., generation algorithm, full path search algorithm), the improvement of
scalability comes from the structural advantages of the HARM.

A shortcoming is the lack of comparing the performances between the HARM
and the TLAG. A network with homogeneous hosts will result in HARM and
TLAG having the same number of upper and the lower layer components. How-
ever, the performances of these models are not analysed. A further comparison is
required to distinguish the performance differences between the HARM and the
TLAG, as well as MPG and LAG.
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4.3.5 Differences between the AG and HARM

The experimental results show the HARM with better performances against
the AG even when the same underlying security models and algorithms are used.
Their performances in the generation phase were similar, but the AG showed that
it created more edges than the HARM. Consequently, their performances in the
evaluation phase showed that the AG had an exponential computational complex-
ity while the HARM had a linear computational complexity with respect to the
AG. The underlying algorithm to evaluate attack scenarios was the same, but the
performance of the HARM is more efficient than the AG. Therefore, the struc-
ture of the HARM reduces the total number of edges in the security model, which
resulted in fewer computations during the evaluation phase.

On the other hand, the number of memory space required in the representation
phase for the HARM is greater than the AG, because the upper layer components
of the HARM are also required in the evaluation. However, an extra memory
space required by the HARM can be reduced with memory management.

4.3.6 Security Evaluation and Overhead

The complexity analyses and experimental results show a significant scalabil-
ity improvement using the HARM over traditional security models (e.g., an AG).
Using the hierarchy improves the performance because multiple computations can
be grouped in the HARM, whereas a single layered security model does not have
such properties. However, if an output of all possible attack scenarios is required,
then there is an overhead associated with using the HARM, which requires a top-
down correlation with lower layer components (i.e., mapping out all components
into a single layer). This overhead is not taken into account, which may have a
significant effect on security analysis.

4.4 Conclusions

Existing studies did not take into account analysing the scalability of these
models in various network scenarios. As networked systems are becoming large
and dynamic (e.g., a Cloud network), traditional solutions are facing scalability
and adaptability problems. Structural modification solutions (e.g., LAG, MPG,
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and TLAG) cannot evaluate all possible attack scenarios in a scalable manner,
and heuristic solutions may lose security information. As a result, network and
security administrators are facing difficulty determining the security posture to
efficiently deploy defense strategies.

This chapter shows the scalability of security models used for a large sized
networked system. A performance analysis was conducted to demonstrate how
different security models, namely the HARM and the AG, performed in various
network scenarios. The experimental results show that even when using the same
algorithm to evaluate the security of networked systems, the performance of the
HARM is much better than existing security models. Moreover, regardless of
the network scenario, the HARM showed better or equal performance in terms of
generation and evaluation phases. Chapter 5 therefore investigates the adaptability
of security models in the modification phase.
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Chapter 5

Adaptability Analysis

Adaptability of security models are not widely studied, since it has only been
recently that networked systems are becoming highly dynamic, such as the Cloud
[15, 17, 140] and Software Defined Networks [104, 121]. Consequently, it is un-
certain how the security posture of networked systems is affected when there are
changes in the networked system. Such changes in the networked systems are
formalised in Section 2.3.2, and associated complexity is described in Chapter
3. However, the complexity analysis only indicates the performance in case of the
worst-case scenario. Moreover, different characteristics of possible changes in the
networked systems are not reflected as well. Therefore, it is important to inves-
tigate the adaptability of security models to understand how security is affected
when there are changes in the networked system.

In this chapter, various scenarios of changes in the networked system are taken
into account and their effects are analysed, such as changes in the attack surface
[134]. These changes are based on Moving Target Defense (MTD) that continu-
ously changes the attack surface of the networked system [48, 60, 133, 216, 217],
where MTD techniques are widely used (e.g., dynamic networks [209], wireless
sensor networks [39], and adaptive execution environment in a virtualised sys-
tem [163]). More precisely, MTD techniques are classified into three categories:
(i) Shuffle, (ii) Diversity, and (iii) Redundancy. Shuffle rearranges the system set-
ting at various layers (e.g., address randomisation, migration, topology rearrange-
ments) [22, 52, 104, 109, 155, 192, 212]. Diversity provides equivalent functions
with different implementations (e.g., operating systems, variant input and inter-
preters, variant software stack components) [47,75,96,103,147,148,170,204]. Re-

dundancy provides multiple replicas of network components (e.g., service, nodes,
or paths) to make multiples of the same functions [10, 41, 76, 95, 117, 211]. These
techniques are analysed on the basis of the security analysis and performance of
security models.
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5.1 Preliminaries

MTD techniques change the network environment (e.g., logical network topol-
ogy) that may cause confusion to attackers, as well as to system administrators
about how these changes affect the security of the system. The effectiveness of
MTD techniques (e.g., changes in security postures) may vary depending on how
they are implemented in the system. Those changes can be studied in a well-
formed model so their effectiveness can be computed and compared. However,
existing studies on MTD techniques do not rely on any formal security models.
Previous work proved their effectiveness with simple metrics that are not com-
parable [209, 216, 217]. Hence, the HARM is utilised by incorporating MTD
techniques as shown in Section 2.3.2.

The HARM is used instead of any existing security models because: (i) the
HARM can adopt any security models in its layers (e.g., an AG in the upper layer
and an AT in the lower layer), and (ii) it is more adaptable to changes in the
networked system than single layer AGs (i.e., an AG). A comparative study in [88]
showed that the HARM is more scalable and adaptable than the AG. However, the
HARM still has a scalability problem when the number of nodes becomes large.
To address this problem, importance measures (IMs) are also incorporated into
the HARM [89, 90] to aid how to determine where to apply MTD techniques in
the networked system. More details of IMs will be described in Chapters 6 and
7. The performance comparison of using the IMs and the exhaustive search (ES)
method is conducted via simulations in each of subsequent sections.

First, the example networked system shown in Figure 2.3 is transformed into
a virtualised system to enable dynamic changes in the networked system, which is
shown in Section 5.1.1. Second, an overview on the classification of MTD tech-
niques is shown in Section 5.1.2. Third, motivations and importance of assessing
the MTD to secure attack paths is described in Section 5.1.3. Last, IMs are briefly
described in Section ssec:5ims.

5.1.1 A Virtualised System

The example networked system shown in Figure 2.3 is transformed into a vir-
tualised system as shown in Figure 5.1. Hosts are now represented as virtual ma-
chines (VM) with the same OSes as shown in Table 2.3 (e.g., Host4 in the example
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networked system U4 is represented as V M4 with W7 OS). A few assumptions are
made for the virtualised system: (i) the system hardware is trusted and checked
using a hardware-based cryptographic verification (e.g., a trusted platform mod-
ule), and the logic of operating-system-level virtualisation is trusted as in [155],
(ii) the attacker exploits operating system (OS) vulnerabilities only as shown in
Tables 2.4 and 2.5 (other vulnerabilities, such as application vulnerabilities, can
also be modelled), and (iii) components of the virtualised system can be changed
frequently due to security matters as well as VM creation/decease/migration. The
virtualised system can be regarded as a basis example for modern networked sys-
tems, such as virtualised data centres and the Cloud.

Figure 5.1: A Virtualised System for the Example Networked System

The following assumptions and configurations are used for the virtualised sys-
tem, where these can be released in future work:

• All VMs remain active (up and running) at all times.

• Each host (i.e., a node) can hold up to two VMs only.

• Host3 cannot hold V M1 or V M2, because V M1 and V M2 are assumed as the
entry points to the system (e.g., front-end servers).

• V M5 remains on Host3 (i.e., cannot be removed) to process connection to
the database (e.g., a back-end server).

61



Further, connection constraints (e.g., via IP addresses) of VMs (it can be ob-
tained similarly as in [46]) are described as the following:

• Any VMs on Host1 can connect to any VMs on Host2, and one VM (whichever
stayed longer) can connect to any VMs on Host3 excluding V M5.

• VMs on Host1 are not interconnected.

• Any VMs on Host2 can connect to any VMs on Host1 and Host3 (exclud-
ing V M5), and they are interconnected.

• Any VMs on Host3 are interconnected. Also, each VM has two available
guest OSes.

• If there is only V M5 on Host3, then any single VM from Host2 can connect
to V M5.

With the given information, the HARMs shown in Figures 2.4 and 2.5 can be
generated.

5.1.2 Categorising the MTD techniques

Categories of MTD techniques implemented in various layers are described in
this section. MTD techniques are mainly categorised into Shuffle, Diversity and
Redundancy, and they are summarised in Table 5.1. Shuffle has been studied in
various domains at different system layers (i.e., TCP/IP, Infrastructure and Appli-
cation layers). Many studies have focused in the application layer for Diversity

(e.g., software implementations, compiler based diversity, software mix, data di-
versity, address space partitioning and instruction set tagging), as well as in the
topology layer (e.g., path diversity). Redundancy has also been focused in the
application layer and the topology layer.

5.1.3 Securing attack paths

The focus of network hardening in this chapter is based on securing important
nodes in the attack paths, such as in [147] (but not routing nodes here), rather than
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Table 5.1: Categories of MTD Techniques
Subcategory Layers references

MTD

Shuffle
TCP/IP [22, 104]

Infrastructure [52, 155, 212]
Application [109, 192]

Diversity
Topology [147, 170]

Application [47, 75, 96, 103, 148, 204]

Redundancy
Topology [10, 117]

Application [41, 76, 95, 211]

end points of an attack (i.e., initial attack points and target nodes) because of the
following reasons: (i) in a virtualised system (e.g., cloud), visible components or
nodes to the attacker (i.e., initial attack points in the attack surface) may change
frequently (e.g., service updates), (ii) assets in the networked system change, and
there may exist multiple assets (i.e., multiple target nodes), and (iii) target nodes
are estimated with asset values but it is still difficult to specify them in an event of
an attack.

A simple example based on the virtualised system is shown in Figure 5.2.
The goal of the attacker is to compromise V M5. An OS diversity technique is
used to enhance the security (as specified in Section 5.1.1), where a dotted box
highlights the VM(s) with the OS diversity technique deployed. The security
goal is to ensure that the most (if not all) attack paths are affected with the OS
diversity technique. Figure 5.2(a) shows an initial attack scenario (i.e., no OS
diversity). Figure 5.2(b) shows that the OS diversity is applied to both initial
entry points in the networked system V M1 and V M2. On the other hand, Figure
5.2(c) shows that the OS diversity is applied to V M4, which satisfies the security
goal (i.e., only requires a single implementation of the OS diversity technique).
If the implementation of the OS diversity technique has an associated cost, then
minimising the number of nodes to deploy the OS diversity technique is more cost
effective.

Another key point is the different effectiveness in securing attack paths. If the
OS diversity technique is deployed on V M3 as shown in Figure 5.2(d), then only a
subset of all possible attack scenarios is affected by the OS diversity technique. In
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(a) No OS Diversity (b) OS diversity on V M1 and V M2

(c) OS diversity on V M4 (d) OS diversity on V M3

Figure 5.2: A Comparison of Securing Attack Paths and End Points

contrast, deploying the OS diversity technique on V M4 covers all possible attack
paths. More complex diversity assignment can be found in [147], and this will
be shown in Section 5.3 to assess the effectiveness of these scenarios using the
HARM.

5.1.4 Computing the Importance Measures

IMs are computed as described in [90]. Network centrality measures (NCMs)
for the example (see Figure 5.1) is shown in Table 5.2. NCMs are used to rank
upper layer hosts (e.g., VMs), and it is calculated based on degree, closeness
and betweenness centrality measures. Other NCMs can also be used as in [59].
Vulnerabilities are ranked based on their CVSS BS (see Table 2.4 and 2.5).
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Table 5.2: NCMs and Ranking Important VMs
NCM V M1 V M2 V M3 V M4 V M5

Degree 0.67 0.5 0.67 0.67 0.333
Closeness 0.71 0.56 0.71 0.71 0.45

Betweenness 0.6 0.3 0.5 0.7 0.3
Rank 2 4 3 1 5

5.2 Shuffle

5.2.1 Incorporating only Shuffle in the HARM

Using the formalism given in Section 2.3.2, Figure 5.3 shows an example of
taking into account a VM live migration (VM-LM) as the Shuffle technique de-
ployed in the virtualised system. A VM-LM is applied to V M1 and V M4 with
constraints enforced (as described in Section 5.1.1). It is believed that the other
Shuffle based MTD techniques can be modelled in a similar way. Computing all
VM-LM scenarios (and for any Shuffle based MTD techniques) is an NP-Hard
problem, because there are an exponential number of host combinations that can
be rearranged in the networked system. To deal with the scalability problem, only
the next available migration step is modelled (i.e., only a single available VM is
migrated) and the security of each scenario is analysed.

V M1 or V M2 can migrate from Host1 to Host2, or V M4 can migrate from
Host3 to Host2 under constraints specified in Section 5.1.1. Figure 5.3(b) shows
the migration of V M1 with an addition of three new edges between (V M1, V M3),
(V M1, V M4), and (V M2, V M4). Newly created edges are highlighted by dotted
arrow lines in red. Migration of V M4 resulted in two new edges between (V M4,
V M3) and (V M2, V M4), as shown in Figure 5.3(c).

5.2.2 Assessing the Effectiveness of Shuffle

Using the Exhaustive Search (ES) method (i.e., the naive method), the system
risk is computed for each migration scenarios. There are a total of three migration
scenarios with V M1, V M2, and V M4. Due to constraints, other VMs cannot be
migrated. The system risk computation is the same as shown in Section 2.5, with
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(a) No VM-LM

(b) VM-LM of V M1 (c) VM-LM of V M4

Figure 5.3: Migration of VMs in the Upper Layer of the HARM

security metrics shown in Table 2.4 and 2.5. The system risk associated with
migrating V Mid (id represents the identification number of the VM, VM ID) is
denoted as RV Mid

system and all possible attack paths associated with this migration is
denoted as pathV Mid . For example, the system risks after migrating V M1 and V M4

are shown in equations (5.1) and (5.2) respectively. Equation (5.3) shows the risk
calculation of an attack path i = {V M1,V M4,V M5}. Here, nodes in attack paths
are denoted by the VM ID for simplicity. The system risk of migrating V M1 is
much greater than migrating V M4, which indicates that it is more ideal to migrate
V M4 to keep the system risk minimised.

RV M1
system = ∑

i∈pathV M1

PRi = 298505.01 (5.1)
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RV M4
system = ∑

i∈pathV M4

PRi = 45200.47 (5.2)

PR145 = ∑
j∈{1,4,5}

NR j = 2516.86 (5.3)

5.2.3 Experiment 5A: Analysing Shuffle

The scalability of deploying Shuffle in a large sized networked system is anal-
ysed in this section. Two methods, using the IMs and the ES method, are com-
pared with respect to their performances. An abstracted CloudBand model [15] is
used for the simulation, where the example virtualised system can be regarded as
a small sized CloudBand model, and a larger model is created for the simulation.
Two CloudBand nodes are setup and a resource node as shown in Figure 5.4. The
HARM of this CloudBand model with each node hosting five VMs is depicted in
Figure 5.5. The attack goal is to compromise the resource node, and each Cloud-
Band node can hold up to 450 VMs which they are connected in a mesh topology
with minimum number of edges of three. A VM-LM is taken as an example Shuf-

fle, assuming that any VMs can migrate between the CloudBand nodes (one at any
given time under the availability of space). When a VM migrates, the reachability
of VMs changes and it affects the security posture of the networked system. As
shown in Section 5.2.2, migration of different VMs result in various system risk
values. Therefore, a VM that minimises the system risk is migrated.

The performance of the following three cases are analysed: (i) an AG using
the ES method, (ii) a HARM (upper layer AG and lower layer AT) using the ES
method, and (iii) a HARM using the IMs (based on the betweenness centrality).
The betweenness centrality measure is used among others (e.g., degree and close-
ness) based on the result in [90]. The top 10% proportion of important VMs
are chosen for security analysis, and choosing different percentages of important
nodes is analysed in the next experiment. An assumption is that there are two
vulnerabilities for each VM, and the attacker can exploit any of the two vulnera-
bilities to compromise that VM. More vulnerabilities can be modelled (with other

67



Figure 5.4: A CloudBand Model for Simulation

privilege types), but the number of vulnerabilities in the experiment is constrained
due to the poor scalability of the AG.

First, Figure 5.6 shows the performance comparison of the three cases (i), (ii)
and (iii) in the evaluation phase of HARM and AG. The time to evaluate the AG
and the HARM increases exponentially, but the HARM is more scalable than the
AG. Using the IMs performed the best with a proportional time in comparison to
the HARM using the ES method. All these methods produced the same result in
the experiment (i.e., which VM to migrate).

Second, the performance with respect to the different proportion of important
VMs selected is analysed, which is shown in Figure 5.7. It shows that as the
proportion of important VMs decreases (i.e., the number of selected important
VMs decreases), the performance of security analysis increases. It also shows
that taking into account all VMs using the IMs (i.e., equivalent to the ES method)
performs worse than the ES method due to the overhead of computing the IMs.
However, this overhead is almost negligible, as the complexity of computing IMs
is in polynomial, whereas evaluating security with AG or HARM is in exponential.

In conclusion, the AG performed the worst, followed by the HARM using the
ES method, and the HARM using the IM performed the best in terms of time.
The simulation result showed that using the IMs for security analysis is efficient,
which also computes equivalent (or nearly the same) solutions to the ES method
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Figure 5.5: HARM of the CloudBand Model with five VMs on Each Node

even with a small proportion of important nodes (e.g., VMs).

5.3 Diversity

5.3.1 Incorporating only Diversity in the HARM

The reachability of the networked system (as well as dependencies between
network components) is assumed to be unchanged with Diversity (i.e., only changes
the vulnerability information), because it must provide the same functionalities as
with its variants. Therefore, it only changes the lower layer of the HARM as de-
fined in Section 2.3.2. For example, if an OS Diversity technique is deployed on
V M1, then the AT in the lower layer for V M1 needs to be updated with different
vulnerabilities from the new OS. An example of OS diversity is shown in Figure
5.8, where V M1 is initially modelled with the lower layer AT with an attack goal
to compromise W7 (see Figure 5.8(a)). A substitute OS, WV (see Figure 5.8(b)),
can be used instead.

One may not observe any difference in security analysis depending on the se-
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Figure 5.6: Performance comparison between AG and HARM when deploying a
VM-LM

curity metrics used (e.g., risk values associated with a VM assigned with W7 and
another VM assigned with WV are the same). However, one property of Diver-

sity is that it changes the attack surface by forcing the attacker to use different
exploits for different vulnerabilities (such as in [75, 147], with an assumption of
non-overlapping vulnerabilities), and these effects may be captured using different
security metrics, which will be shown in Section 5.3.2.

5.3.2 Assessing the Effectiveness of Diversity

An OS diversity technique is taken as an example (as shown in Section 5.3.1).
The attack cost is taken into account with an assumption that if the attacker en-
counters an OS already exploited in the attack path, then the attack cost is reduced
(e.g., reusing exploit tools, experience gained). Other security metrics that reflect
different path information can be used as well (e.g., mean time to compromise).
An assumption is that exploiting a VM with any OS has an attack cost of 1 unit
dollar, and the difficulty of exploiting any OS is the same. If the attacker has pre-
viously exploited the OS successfully (i.e., already exploited same vulnerabilities
before), then the attack cost is reduced to 0.5 unit dollars. Using the OS diversity
technique on a single VM is considered, with the attack goal of compromising
V M5. More complex diversity assignment scenarios are shown later in this sec-
tion.
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Figure 5.7: Comparison between the ES method and using the IMs when deploy-
ing a VM-LM

First, the ES method is used with the virtualised system in the initial state
(as shown in Figure 5.1). The OS diversity technique can be deployed to each
VM, and the associated attack costs are computed. For instance, the attack cost
of the initial state can be computed as shown in equation (5.4). The attack cost
of deploying the OS diversity technique to V Mid is denoted as ACV Mid , and the
total attack cost of an attack path is denoted as APV Mid

i∈path (for path being a list of all
possible attack paths and pathV Mid is a list of all possible attack paths associated
with the OS diversity). The attack cost of deploying the OS diversity to V M1 is
shown in equation (5.5), and it shows that this increases the total attack cost by
one unit dollar in comparison to the initial state.

AC = ∑
i∈path

APi = 8.5 (5.4)

ACV M1 = ∑
i∈pathV M1

APi = 9.5 (5.5)

The summary of deploying the OS diversity to each VM is shown in Table 5.3,
where the attack paths are represented by the sequence of VM ID. Assigning the
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W71 W72 W73 W74 W75OR1W7 Compromised

(a) Attack Goal to Compromise W7

WV1 WV2 WV9 WV10OR1WV Compromised

… …

(b) Attack Goal to Compromise WV

Figure 5.8: Possible Lower Layer ATs for V M1 with OS Diversity

OS diversity on V M4 maximises the attack cost.

Secondly, the IMs are used, which are already shown in Table 5.2. It showed
that V M4 is the most important (i.e., first rank), which yields an equivalent so-
lution to the ES method. Of course, the order of important nodes may not be
the same with the ES method in different network settings and attack scenarios.
However, using the IMs can compute the equivalent solution to the ES method as
demonstrated in [89, 90].

Assigning Diversity to multiple nodes is considered. Some of the constraints

Table 5.3: Total Attack Cost of deploying OS Diversity (in unit dollars)
Path None V M1 V M2 V M3 V M4 V M5

1 3 4 5 3 3.5 3 3.5 3.5 3.5
1 4 5 2.5 3 2.5 2.5 3 2.5

2 3 4 5 3 3 3.5 3.5 3.5 3.5
Total Attack Cost 8.5 9.5 9.0 9.5 10.0 9.5
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Figure 5.9: An Example Virtualised System for DAP

in Section 5.1.1 are relaxed to incorporate more VMs in each host as shown in
Figure 5.9, where V MS j

id represents the jth server of V Mid . Two OS variants W7
and REL are taken into account, with the probabilities of each being compro-
mised as 0.1 and 0.15 respectively regardless of their vulnerabilities. Then, the
expected client (host) connectivity (ECC) can be computed as described in [147]
to solve the Diversity assignment problem (DAP) with respect to performance of
the networked system. Figure 5.10 shows a comparison of three different cases
of assigning the OS diversity (REL assigned VMs are shaded for readability). It
shows that a randomly assigned Diversity is unlikely to provide an optimal solu-
tion for any metrics (Figure 5.10(a) show ECC of 0.838 with Risk 1054), because
this particular random case ended up with both ECC and Risk worse off than the
ECC-optimal case (shown in Figure 5.10(b)). Further experiments are carried out
in Section 5.3.3. Also, there is a trade-off between ECC and Risk (as shown in
Figure 5.10(b) and 5.10(c)), where ECC-optimal case does not hold Risk-optimal,
and also Risk-optimal does not hold ECC-optimal. However, this multi-metrics
optimisation problem is out of scope for this chapter.

5.3.3 Experiment 5B: Analysing Diversity

The changes in security with various Diversity assignments are analysed in this
section. In [147], ECC was used to measure the connectivity of network clients
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(a) Random OS diversity assignment with 0.838 ECC and 1054
Risk.

(b) ECC-optimal OS diversity assignment with 0.957 ECC and
1048 Risk.

(c) Risk-optimal OS diversity assignment with 0.81 ECC and
1026 Risk.

Figure 5.10: OS diversity assignments for our example
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when routing nodes are attacked. However, ECC is a performance measure and
they did not consider how security may change when they optimise the ECC. Sim-
ilarly, other related works on Diversity did not consider various security metrics,
which are described in Section 5.6. Experiments are carried out to analyse the re-
lationship between ECC (performance metric) and system risk (security metric).
Similar assumptions and settings are used for the simulation as in [147], with a
randomly generated networked system with a given density value that specifies the
average number of connections a node has. There are no duplicated connections
between nodes. For the example virtualised system, an attacker is assumed to be
connected as a client, with an intension of compromising the back-end server (i.e.,
V M5 in Figure 5.1) that is treated as a client. Other VMs are considered as routing
nodes (e.g., intermediate server nodes).

The OS diversity technique is considered for the experiment with the following
assignment cases: (i) ECC-optimal (ECC-opt), (ii) random, (iii) worst, (iv) Risk-
optimal (Risk-opt), (v) W7 only, and (vi) REL only. ECC-opt optimises the ECC.
random and worst are random and worst OS diversity assignments respectively.
Risk-opt optimises the risk using the same number of variants as ECC-opt. Cases
(v) and (vi) describe the same OS used on all routing nodes in the CloudBand (i.e.,
a homogeneous network with a single OS variant). Three variables are taken into
account: (a) a number of nodes (Figure 5.11(a) and 5.11(b)), (b) a density of the
networked system (Figure 5.12(a) and 5.12(b)), and (c) a number of variants (i.e.,
available OSes) (Figure 5.13(a) and 5.13(b)). For scenario (c), newly added OS
variants are assumed with a less probability of an attack value than existing OSes.

(a) ECC (b) Risk

Figure 5.11: ECC and Risk Changes with Respect to the Number of Nodes
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Scenario (a): Figure 5.11 shows the analysis of ECC and Risk with respect
to the number of nodes in the virtualised system. Figure 5.11(a) shows that there
are no significant changes in the ECC value as the number of nodes increases.
Moreover, Risk-opt provides relatively the same value of ECC with the case of
randomly assigned OS diversity. A single variant (i.e., REL only) provides a con-
stant ECC. Also, there are Diversity assignments providing a worse ECC value
using more variants (this is also mentioned in [147], but not shown via an exper-
iment). Taking into account the risk analysis shown in Figure 5.11(b), increasing
the number of nodes also increases the system risk for all cases. Also, the differ-
ence between these cases are minimal. For example, Risk-opt has less risk than
ECC-opt by an average of 0.4% (although we have to take into account that Risk-

opt has the same number of nodes for each variant as the ECC-opt). The largest
average risk difference was between REL only and W7 only with 48%.

(a) (b)

Figure 5.12: ECC and Risk Changes with Respect to the Network Density

Scenario (b): Figure 5.12 shows the analysis of ECC and Risk with respect
to the network density of the virtualised system. All scenarios with two vari-
ants gradually increase the value of ECC as the networked system becomes more
dense, where an ECC value of a single variant remains the same. This is depicted
in Figure 5.12(a). The crossovers between Risk-opt and random is due to the ran-
domness of the networked system created, but they both increase gradually at a
similar rate. Similarly for a risk analysis shown in Figure 5.11(b), the system risk
increases due to an increase in the number of possible attack paths (i.e., higher
density creates more attack paths). Similar to scenario (a), the values of the sys-
tem risk between difference cases are insignificant, where the largest average risk
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difference was between REL only and W7 only with 33% (two extreme cases op-
timal and worst). A similar result can be observed in [147], where increasing the
density of the networked system improves the ECC.

(a) (b)

Figure 5.13: ECC and Risk Changes with Respect to the Number of Variants

Scenario (c): Figure 5.13 shows the analysis of ECC and Risk with respect
to the number of variants in the virtualised system. If the number of variants is
increased (i.e., there are more available OSes), then randomly assigning the OS
diversity or using no OS diversity (i.e., REL only) reduces the value of ECC as
the number of variants increases. Also, no OS diversity quickly converged to the
worst-case in the experiment. In contrast, the value of ECC for ECC-opt and
Risk-opt increases with more variants. This result indicates that from all possible
Diversity assignments, only a small subset would improve the ECC. The result
is also reflected in the risk analysis shown in Figure 5.13(b). Both ECC-opt and
Risk-opt show a minimal value of the system risk compared to the other cases.

In conclusion, there is a trade-off between ECC-oriented and Risk-oriented
Diversity assignments. However, both solutions are better than any other cases
in terms of ECC and system risk (e.g., random or none). For the ECC analysis,
the number of nodes does not affect the ECC for a constant density value, but
increasing the density value gradually improves the ECC as well. Increasing the
number of variants only improves the ECC for ECC-oriented and Risk-oriented
assignments, whereas the other cases gradually decreased. For the risk analysis,
there are minimal differences between the experiment cases, where using a single
variant with the lowest risk is optimal. However, risk is minimised using Risk-
oriented or ECC-oriented solutions when compared to other non-homogeneous
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Diversity assignment cases (e.g., randomly assigned).

5.4 Redundancy

Incorporating only Redundancy in the HARM

Redundancy creates multiple replicas of network components (e.g., services,
nodes or paths) to enhance the performance (e.g., reliability). For example, a
front-end server may have multiple replicas in case of a DDoS attack [76, 95].
Therefore, modelling Redundancy creates new nodes in the AG of the upper layer
HARM and duplicated ATs of the replicated upper layer AG nodes in the lower
layer. The number of replicas is denoted as k-R for a k number of replications.
If VMs in the example (shown in Figure 5.1) are assumed as servers (e.g., a web
server), then Figure 5.14 depicts two server replicas applied to different VMs
(by relaxing the assumption about a host holding only up to two VMs). Two
different scenarios of analysing Redundancy are considered: (a) To analyse the
change in the security, and (b) to analyse the performance. In the case of (a),
attack scenarios with the attack goal of compromising some target (e.g., sequential
attacks) is taken into account. Hence, the intension of the attacker is unlikely to
compromise all replicas. On the other hand, case (b) considers attack scenarios
with the attack goal to shut down functionalities (e.g., DDoS attacks to block
services). Therefore, the attacker is likely to have an intension of compromising
a certain number of replicated network components (if not all). In this case, the
upper layer of the HARM can be substituted with a performance analysis model
with a corresponding lower layer model if necessary (e.g., a reliability graph to
measure the reliability).

Both risk and reliability analyses are considered, because Redundancy does
not necessarily decrease the attack surface, but the aim is to provide a better per-
formance (e.g., to mitigate DDoS attacks). All VMs are assumed to be running
the same OS (e.g., W7) with a probability of an attack of 0.1 and an impact value
of 10. Moreover, the networked system is attacked at a rate of 0.1 attack per
hour (i.e., the rate of a VM attacked is once every 10 hours). The Redundancy

technique is deployed to each VM with 2-R. Equation (2.1) is used to compute
the system risk, and a reliability analysis tool named SHARPE (Symbolic Hierar-
chical Automated Reliability and Performance Evaluator) is used to compute the
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(a) No Redundancy

(b) Redundancy with 2-R on V M1 (c) Redundancy with 2-R on V M3

Figure 5.14: Deploying Redundancy Technique in the Virtualised System

reliability of the virtualised system (denoted as r) (details can be found in [174]).

5.4.1 Assessing the Effectiveness of Redundancy

First, the ES method is used to compute system risk and reliability of the
virtualised system for all Redundancy deployment scenarios. Here, the working
processes for computing the system risk is omitted, as it was already shown in
Section 5.2.2. Reliability is measured at time t = 10 (i.e., system running time
at 10 hours). Figure 5.14(c) shows the transformation of the upper layer HARM
with Redundancy for V M3 with 2-R. It shows that the increase in the number of
attack paths is equal to the number of edges times the number of replicas (i.e.,
degree(ni)× k, for node ni with k replicas, where degree(ni) is the number of
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Table 5.4: System Risk, Reliability and Probability using Redundancy
Replicated VM V M1 V M2 V M3 V M4 V M5

System Risk 104748.9 99715.18 148314.30 153348. 05 153348. 05
Reliability 0.099 0.162 0.116 0.189 0.154

edges connected to node ni). Table 5.4 shows the result of Redundancy using the
ES method. Reliability is measured by the probability of an attack success at time
t = 10.

Second, the IMs are used. Since servers are replicated (e.g., web servers hosts
on VMs are captured in the upper layer HARM), NCMs shown in Table 5.2 are
used to rank important nodes in the upper layer of the HARM. V M4 has the highest
rank, and as shown in Table 5.4, replicating V M4 provides the highest reliability.
However, the system risk is also the highest (i.e., ratio between risk and reliabil-
ity). Various scenarios of Redundancy is analysed in Section 5.4.2.

5.4.2 Experiment 5C: Analysing Redundancy

Changes in the security and performance are investigated when deploying the
Redundancy technique in the networked system. Additional replicas of network
components may improve the performance (e.g., reliability, availability), but it
also increases the security concern (e.g., system risk). The virtualised system
shown in Figure 5.1 is used for the experiment, where V M1 and V M2 are front-end
servers and V M5 is the back-end server. The Redundancy technique is deployed
onto a front-end server (e.g., V M1) with all replicas being active. Three scenarios
are analysed: (i) probability of the attack success (Figure 5.15(a) to 5.15(d)), (ii)
mean-time-to-attack (MTTA) (Figure 5.16), and (iii) changes in the system risk
and availability (Figure 5.17). SHARPE is used to compute the reliability and
availability.

Scenario (i): Figures 5.15(a) – 5.15(c) shows the probability of the attack
success (Pr(AS))over a period of time for varying attack rates. As the attack rate
increases, the Pr(AS) increases rapidly. Also, increasing the number of replicas
(i.e., k-R) reduces the Pr(AS). However, the difference of Pr(AS) between high
numbers of replicas quickly diminishes (e.g., minimal difference between 20-R
and 30-R compared to other k values). Figure 5.15(d) also shows that the Pr(AS)
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(a) Attack rate of 0.2 (b) Attack rate of 0.4

(c) Attack rate of 0.6 (d) Changes in Probability of an Attack Success

Figure 5.15: Various Probability of the Attack Success with Respect to Redun-
dancy

decreases as the number of replicas increases, but the difference becomes negligi-
ble for a large number of replicas (e.g., k > 20 for k-R in this example).

Scenario (ii): Figure 5.16 shows the mean-time-to-attack (MTTA) for vary-
ing values of attack rates. For low attack rates (e.g., 0.2 attacks per hour) the value
of MTTA increases logarithmically, whereas for higher attack rates (e.g., 1 attack
per hour) the value of MTTA is almost linear proportional to the lower attack rates.
Also, the value of MTTA converges as the number of replicas increases, where it
converges faster for higher attack rates.

Scenario (iii): Figure 5.17 shows the changes in the system risk and availabil-
ity. The system risk increases linearly, as additional replicas provide a constant
increase in the number of attack paths. However, availability increases logarith-
mically and quickly converges as the number of replicas increases.

In conclusion, there is a trade-off between security and performance when de-
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Figure 5.16: Mean-Time-To-Attack with Respect to Redundancy

Figure 5.17: Risk and Availability with Respect to Redundancy
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ploying Redundancy. The system risk increases linearly with respect to the num-
ber of replicas, but reliability and availability increase logarithmically. Hence, one
can optimise the trade-off between system risk and reliability. However, optimis-
ing security and performance when deploying Redundancy is out of scope for this
chapter.

5.5 Discussion

Adaptability of the HARM is studied in this chapter, taking into account
changes in the networked system using MTD techniques. One application of
adaptability is to deploy the most effective MTD technique in a large sized net-
worked system, which is difficult without a comparative security analysis of var-
ious MTD techniques. Moreover, the effectiveness of using the IMs is described
when deploying the Shuffle technique in comparison to the ES method. Changes
in the performance (e.g., ECC) and security (e.g., system risk, attack cost) for the
Diversity assignments are analysed, as well as changes in performance (e.g., relia-
bility) and security (e.g., system risk) when deploying the Redundancy techniques.
This section addresses some of the limitations of the HARM and its adaptability.

5.5.1 Validation using a Real System

Although the networked system is modelled as close to the real network set-
tings, one of the major limitations is the lack of implementation in a real testbed
for validation. There is a limited number of previous works that used a testbed or
a practical network [60, 104, 147, 192].

5.5.2 Incorporating Various Vulnerabilities

Only the OS vulnerabilities are taken into account for simplicity, but various
vulnerabilities can be incorporated and modelled in the HARM. For example, ap-
plication vulnerabilities can be incorporated by creating another lower layer in
the HARM, or combined with OS vulnerabilities. If vulnerabilities from differ-
ent layers are related (e.g., an application layer is a precondition of an OS layer
vulnerability), then their relationship can be captured in the HARM with post and
preconditions.
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Zero-day vulnerabilities (or also known as unknown vulnerabilities) are not
taken into account for adaptability of the HARM with other known vulnerabilities.
However, incorporating zero-day vulnerabilities is an additional function to the
security models [14, 99, 198, 199]. Incorporating zero-day vulnerabilities in the
HARM can be done by adding functions to analyse zero-day vulnerabilities (i.e.,
use security model in the layer capable of analysing zero-day vulnerabilities),
which will be further described in chapter 8.

5.5.3 Optimisation of the IMs w.r.t the MTD techniques

Various network scenarios are not taken into account for the adaptability of the
HARM (e.g., network topologies, the number of hosts and VMs, and the number
of vulnerabilities) and how the effectiveness of the MTD techniques are affected
when using the IMs. For security analysis, a nearly equivalent security solution to
the ES method was computed for various network scenarios using the IMs [89],
but it is difficult to validate without conducting experiments with various network
scenarios.

5.5.4 Optimisation between performance and security metrics

Experiments were conducted using both performance (e.g., ECC, reliability)
and security (e.c., system risk, attack cost) metrics. During the experiments, the
degrading performance metrics in exchange for an increase in security metrics is
observed. Conversely, improving the performance degrades the security. How-
ever, one can optimise both metrics to minimise the loss of both performance and
security. For example, considering the experiment for Diversity assignments in
Section 5.3.3, a random assignment provided a poor performance as well as poor
security compared to both ECC-optimal and Risk-optimal solutions. Therefore,
optimising both performance and security should be considered.

5.5.5 Combining multiple MTD techniques

Different MTD techniques can be combined to enhance the security of net-
worked systems (e.g., Shuffle and Redundancy combined together to thwart DDoS
attack [110], and Diversity and Redundancy combined together to enhance avail-
ability and reliability [76]). However, the combined MTD techniques are not con-

84



sidered for analysis, where the effect on security cannot be determined (as well
as performance). However, modelling all possible scenarios of MTD deployment
is an NP-Hard problem, and there is still a lack of modelling all possible attack
scenarios in a scalable way.

5.6 Related Work on MTD Techniques

MTD Framework: One of the focus for adaptability of security models is
to deploy the most effective MTD technique (i.e., the resulting state of the net-
worked system after applying a MTD technique) based on security analysis using
the HARM. Zhuang et al. [217] presented a MTD system that changes the con-
figuration of a network proactively, and they compared a simple MTD system
(random adaptations) with an intelligent MTD system (adaptation based on attack
detection alerts) in [216]. However, their focus was to see how frequent the MTD
technique should be applied, while the security of assigning the MTD technique
is not assessed. Manadhata [133] introduced a two-player stochastic game model
to determine an optimal MTD strategy with a method to quantify the shift in the
attack surface, where the attack surface metrics are from [134]. Their focus is
to reduce the attack surface based on the trade-off between security and usabil-
ity, where the effectiveness of the MTD techniques is not considered. Crouse et

al. [48] used a Genetic Algorithm to find temporally and spatially diverse con-
figurations, which increased the spatial diversity and reduced their defined vul-
nerability scores. However, without a proper security assessment (e.g., using a
security model), one cannot guarantee that the spatially diverse configurations are
secure. Evans et al. [60] classified diversity MTD techniques with respect to four
different types of attack strategies. However, they did not take into account any
specific network and its configuration.

MTD Applications:A wide range of applications use MTD frameworks, in-
cluding a Self-shielding Dynamic Network Architecture (SDNA) [209], security
layer (diversity on cryptosystems) and physical layer (diversity on firmware) of
networked systems [39], and Advanced Adaptive Applications environment [163].

MTD techniques: MTD techniques can be deployed in various layers of the
networked system as shown in Table 5.1, and they can improve the MTD frame-
work. However, these work did not consider the effectiveness of their schemes.
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Some of the most recent MTD techniques are enlisted, where their effectiveness
could be measured using the method described in this chapter.

Shuffle: System settings in various layers are rearranged when Shuffle is de-
ployed. At the TCP/IP layer, Jafarian et al. [104] showed changing IP addresses
in a software defined network (SDN), with their major goal of maximising the
unpredictability and the mutation rate. Antonatos et al. [22] shuffled IP addresses,
with a specified objective to harden networks against Hitlist Worms. At the infras-
tructure layer, Danev et al. [52] used A VM-LM in private clouds with focuses on
integrity of the software prior to the VM-LM, and Zhang et al. [212] considered a
VM-LM in clouds with focuses on practicability considering the availability and
duration of the VM-LM. Okhravi et al. [155] showed the environment migration
(e.g., migrating applications to a new host on a different operating system (OS)).
At the application layer, Vikram et al. [192] randomised HTML elements to mit-
igate web bots. Jia et al. [109] showed the secure service access for clients by
relocating secret proxies and shuffling client-to-proxy assignments.

Diversity: Equivalent functionalities are maintained, but the implementations
vary in various layers when Diversity is deployed. At the topology layer, Rohrer
et al. [170] formalised family of metrics for path diversity (e.g., reliability and re-
silience) and proposed path diversification selection algorithm. Newell et al. [147]
assigned diversity to routing nodes in the networked system to increase the ECC
with an optimal diversity assignment solution for medium-sized networks, and a
greedy approximation solution that scales to large networks. Also, they solved the
DAP by assigning an appropriate variant to new nodes in the networked system.
At the application layer, Glynis et al. [75] diversified active software components
to change their implementation versions and resources continuously. Jackson et

al. [103] used a compiler based software diversity technique (two orthogonal
compiler-based techniques) to automatically create multiple functionally equiv-
alent, but internally different variants of a program. Huang et al. [96] automati-
cally created a set of virtual servers with a unique software mix (e.g., web server
program, web application programs, OS, and virtualisation layer). Nguyen et

al. [148] used a data diversity to increase the difficulties for attackers to compro-
mise the system, whereas Williams et al. [204] used it on VMs. Cox et al. [47]
applied address space partitioning and instruction set tagging as a Diversity exam-
ple, but can be extended with different methods in other layers of the system.
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Redundancy: The redundancy technique produces multiple replications of net-
work components to enhance the performance. At the topology layer, Kirrmann
and Dzung [117] used Redundancy on any level of the communication stack (e.g.,
physical, link, or network layers). Al-Wakeel and Al-Swailemm [10] used path
redundancy to mitigate sensor network attacks by using alternative routing paths
for data transmission. At the application layer, Yuan et al. [211] used a software
redundancy (examples used are web server and database redundancy) for the sys-
tem architecture to adapt to the attack pattern in the event of an attack. Chang et

al. [41] used data redundancy to replicate storage data to provide reliability and
availability in case of disasters. Huang et al. [95] used server redundancy to in-
crease service availability and dependability. Gorbenko et al. [76] used service
redundancy to enhance the availability and reliability of the networked system.

Security modelling and analysis: Many studies attempted to show the effec-
tiveness of using MTD techniques. However, existing studies did not use a formal
security model to analyse the security, so different MTD techniques cannot be
compared to determine the most effective solution. Often in a large sized net-
worked system, not all network components can be secured due to constraints and
limited resources. Hence, the MTD techniques are incorporated into the HARM
for security modelling and analysis to measure their effectiveness, which are com-
parable using the same security (as well as performance) metrics. In addition, the
IMs are used [89, 90] to deploy MTD techniques in an efficient way.

5.7 Conclusions

MTD is a new paradigm of network security that continuously changes the
attack surface to prevent cyber crimes and thwart attacks. By doing so, poten-
tial socio-economic impact on enterprises and individuals can be minimised, as
well as protecting important assets and critical infrastructures. However, a major
problem of adopting MTD techniques is the inability to guarantee that the secu-
rity is enhanced by changing the attack surface. Therefore, it is essential to assess
the change in the security prior to deploying any MTD techniques. However, the
effectiveness of deploying various MTD techniques cannot be compared to one
another, because they did not consider using a formal security model to analyse
them. Also, it is difficult to decide how to deploy the MTD techniques efficiently,
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especially for a large sized networked system.
In this chapter, aforementioned problems are addressed by incorporating MTD

techniques Shuffle, Diversity and Redundancy into the HARM to analyse the secu-
rity change associated with deploying them. A formal security analysis of MTD
techniques using various performance and security metrics is described, which
are used to compare their effectiveness. Also, the IMs are used to select highly
important network components (e.g., hosts and vulnerabilities) to deploy MTD
techniques, and a significant improvement using the IMs (in terms of scalabil-
ity) is shown in comparison to the ES method in the experiments. Moreover,
the experimental results showed that the effectiveness of MTD techniques can be
assessed and compared, as well as the changes in performance (e.g., ECC, relia-
bility and availability) and security (e.g., system risk and attack cost) to evaluate
the trade-offs between those metrics prior to deploying MTD techniques.

This chapter concludes the properties of the HARM and its adaptability with
respect to MTD techniques, whereby existing security models significantly lack
in complexity and performance analysis.
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Part III

Importance Measure based Security
Assessments
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Chapter 6

Attacker Located Outside the Networked System

Although structural advances in security models improve the evaluation of all
possible attack scenarios [88, 100, 158, 207], assessing the security without ap-
proximation for a very large networked systems are infeasible [87, 90, 93]. Ex-
isting approximation methods are based on specific metrics and models, which
limits the scope of possible security analysis. To address this limitation, impor-
tance measure (IM) based security analysis methods are developed [90], where
the HARM is generated based using only the important components in the net-
worked system. IMs are based on the properties of the networked system, which
does not depend on metrics or models. Also, they can be used by other security
models to conduct equivalent security analysis. Further, the accuracy of IM-based
security analysis is nearly equivalent to the security analysis based on all possible
attack scenarios [86, 89, 90], while the performance of using the IMs is improved
significantly (shown in Section 6.4).

In this chapter, methods to generate the HARM based on IMs are described
[90]. The attacker is assumed to be outside of the networked system. IMs are
further specified into important hosts and vulnerabilities in the networked system.
The idea is to use k-importance measures to generate a 2-HARM, where k1 is the
number of important hosts based on network centrality measures (NCMs), and k2

is the number of important vulnerabilities in the hosts based on security metrics.
First, computing IMs is described in Section 6.1. Second, k1 and k2 are used to
analyse the security of networked systems in Section 6.2, then combining the k1

and k2 measures to compute a prioritised set of vulnerabilities is described in Sec-
tion 6.3. Lastly, simulation results in Section 6.4 show a significant improvement
in the performance using the IMs, while the accuracy of the IMs with respect to
analysing all possible attack scenarios is nearly equivalent to the ES method used
in Chapters 4 and 5.
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6.1 Computing IMs

The IMs are further categorised into (i) ranking important hosts in the net-
worked system, and (ii) ranking important vulnerabilities in the hosts. Impor-
tant hosts are ranked based on NCMs (e.g., degree, closeness, and betweenness
centrality measures [38]), and important vulnerabilities are ranked based on their
associated metrics (e.g., CVSS BS [70]).

6.1.1 Ranking Important Hosts

The reachability information of the networked system is used in conjunction
with NCMs to rank important hosts. NCMs identify the characteristics of network
components based on the structure. The structure of the networked system is
important in a cyber attack, as some attacks (e.g., sequential attacks) progress
based on how the network components are connected. As a result, NCMs can
be used to distinguish attack paths that are most likely to be used in an event of
an attack. Security metrics reflect characteristics of vulnerabilities in the hosts.
Security metrics can be measured from real systems [181], cloud systems [215],
emulations [143], and honey pots [11].

Among many NCMs, only the basic NCMs are used (e.g., degree, closeness
and betweenness centrality measures) [38]. The degree centrality computes the
popularity of a node (e.g., a host in a networked system) based on the number
of direct connections with other nodes (e.g., single-hop neighbour hosts), with its
computational complexity of O(n) where n is the number of nodes in the graph.
Equation (6.1) shows the computation of the degree centrality, NCdegree, for a
node ni, where deg(ni) is the number of edges connected to ni. The closeness cen-
trality computes the distance of a node to all other nodes, with its computational
complexity of O(n3) using Floyd algorithm [64]. Equation (6.2) shows the com-
putation of the closeness centrality, NCcloseness, for a node ni, where g is the total
number of nodes and d(ni,n j) is the existence of an edge between node ni and n j.
The betweenness centrality computes the significance of a node between all node
pairs, with its computational complexity of O(n3) using Floyd algorithm. Equa-
tion (6.3) shows the computation of the betweenness centrality, NCbetweenness, for
a node ni, where g jk is the number of geodesics connecting jk, and g jk(ni) is the
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number the number of geodesics connecting jk that includes ni.

NCdegree(ni) = deg(ni) (6.1)

NCcloseness(ni) =

[
g

∑
j=1

d(ni,n j)

]−1

(6.2)

NCbetweenness(ni) = ∑
j<k

g jk(ni)

g jk
(6.3)

The normalised NCMs of the example networked system (Figure 2.3) is shown
in Table 6.1, where high numeric values represent the higher importance. Each
NCM ranks are equivalently weighed and combined to give the overall rankings
of the hosts.

Table 6.1: NCMs of Hosts in the Example Networked System
NCM U1 U2 U3 U4 U5

Degree 0.67 0.5 0.67 0.67 0.333
Closeness 0.71 0.56 0.71 0.71 0.45

Betweenness 0.6 0.3 0.5 0.7 0.3
Sum 1.98 1.36 1.88 2.08 1.08
Rank 2 4 3 1 5

Another importance of using NCMs is to compute the proportion of impor-
tant hosts (i.e., the value of k1). The density of the network (i.e., the proportion
of host interconnections in respect to the number of hosts) is one of the impor-
tant factors, because the number of available attack paths is proportional to the
network density (i.e., there are more available attack paths in a dense network
(e.g., fully connected or mesh topologies) than a sparse network (e.g., star or tree
topologies)). The closeness centrality is used to compute the value for k1, because
the closeness centrality directly measures the amount of host connections in the
networked system. In a fully connected network, the sum of normalised degree
centrality measure is equal to the number of hosts in the network (i.e., all network
components are used in at least one attack path). The sum of degree centrality for
the example networked system is three (out of five), hence k1 = 3 for the example.

93



Table 6.2: Vulnerability Rankings of W7 Hosts
W71 W72 W73 W74 W75

CVSS BS 7.5 7.5 5.8 9.3 4.3
Rank 2 2 4 1 5

Table 6.3: Vulnerability Rankings of REL Hosts
REL1 REL2 REL3 REL4 REL5 REL6

CVSS BS 2.6 4.3 10.0 7.5 5.0 10.0
Rank 6 5 1 3 4 1

6.1.2 Ranking Important Vulnerabilities

Various security metrics evaluate different aspects of vulnerabilities. Values
are assigned to security metrics (e.g., CVSS BS [70]) and these values are relative
to each other. For example, CVSS BS is used to rank vulnerabilities. The rank
based on CVSS BS is shown in Table 6.2 and Table 6.3 for W7 hosts (i.e., hosts
with W7) and REL hosts (i.e., hosts with REL), respectively. The proportion of
important vulnerabilities is chosen by their CVSS BSes. The average CVSS BS
is calculated, and the vulnerabilities with the CVSS BS higher than the average
are selected (i.e., the k2 value is computed with the threshold value based on the
average CVSS BSes). The average CVSS BSes are 6.88 and 6.57 for W7 hosts and
REL hosts, respectively. Therefore, in this example, the value of kW7

2 = kREL
2 = 3,

where kOS
2 denotes the number of important vulnerabilities for the hosts with OS.

6.1.3 Generating the HARM

Generating the HARM Using All Network Information

First, the 2-HARM is generated where an AG is used in the upper layer, and
an AT is used in the lower layer, as shown in Figure 6.1.

Generating a Reduced HARM using k Importance Measures

Second, a reduced HARM (denoted as ReHARM) is generated based on k-
importance measures shown in Sections 6.1.1 and 6.1.2, as shown in Figure 6.2.
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(a) Upper Layer with an AG (b) Lower Layer with an AT

Figure 6.1: The 2-HARM of the Example Networked System

The size of the ReHARM is significantly smaller than the HARM. The selected
important hosts with k1 = 3 are U1, U3, U4. Since U5 is the target, it is included
in the upper layer. A full HARM can also be generated first, and then take into
account important hosts and vulnerabilities to generate a ReHARM. This is useful
if a full HARM is already generated, otherwise generating the ReHARM directly
from the preprocessing phase is more efficient.

6.2 Security Analysis using IMs

There are various approximation methods using security models, such as model
simplifications (e.g., graph aggregation [151], adjacency matrix clustering [152],
graph simplification via collapsing similar nodes [100]) and heuristic methods
(e.g., Particle Swarm [7], new heuristic algorithms [102]) are used to improve
the scalability, but these methods require a security model generated specific to
their evaluation method using all network information. On the other hand, k-
importance measures are used to generate security models and evaluate the secu-
rity of networked systems using only those selected hosts and vulnerabilities to
improve the scalability.
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(a) Upper Layer (b) Lower Layer

Figure 6.2: The ReHARM of the Example Networked System

6.2.1 Risk Analysis using IMs

Risk Analysis using the HARM: The risk associated with each attack path
using the HARM is analysed with all details (e.g., a full HARM), denoted by Rap.
The computation of the risk is shown in equation (2.1). Note that it is possible to
apply different security analysis by adopting different methods or even different
security model in the lower level of the HARM.

The risk associated with W7 hosts is shown in equation (6.4), and the risk
associated with REL hosts is shown in equation (6.5). The CVSS BS is taken into
account as the risk value of each vulnerability, but other measurements can also
populate risk values of these vulnerabilities.

RW7 = max(7.5,7.5,5.8,9.3,4.3) = 9.3 (6.4)

RREL = max(2.6,4.3,10,7.5,5.0,10) = 10 (6.5)

Then, all possible attack paths are computed in the upper layer of the HARM
shown in Figure 6.1 based on the ES method. The list of all possible attack paths
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Table 6.4: Risk Analysis of Attack Paths
Path Number Attack path Rap

ap1 U1U4U5 28.6
ap2 U1U3U4U5 38.6
ap3 U2U3U4U5 38.6

Table 6.5: Risk analysis of attack paths using ReHARM
Path Number Attack path R∗ap

ap∗1 U1U4U5 28.6
ap∗2 U1U3U4U5 38.6

and the risk associated with each attack path (denoted as ap) are summarised in
Table 6.4. Each attack path is presented with sequences of the hosts. The highest
risk of an attack path is 38.6 (i.e., paths ap2 and ap3).

Risk Analysis using the ReHARM: ReHARM is used to evaluate the system
risk. The risk analysis using ReHARM is denoted as R∗ap. The risk associated
with W7 hosts is shown in equation (6.6), and the risk associated with REL hosts
is shown in equation (6.7). Similarly, the CVSS BS is taken into account as the
risk value of each vulnerability.

R∗W7 = max(7.5,7.5,0.3) = 9.3 (6.6)

R∗REL = max(10,7.5,10) = 10 (6.7)

Based on the ReHARM as shown in Figure 6.2, all possible attack paths are
computed using the ES method. Table 6.5 shows the risk analysis based on the
ReHARM. The highest risk value is 38.6 (from paths ap∗2), which is the same
result as the HARM shown in Table 6.4.

6.3 Combining the Importance Measures

Section 6.2 showed that the significant attack path can still be computed by
identifying important hosts and vulnerabilities. One application for identifying
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significant attack paths is to compute a prioritised set of vulnerabilities (PSV)
to patch, which is one of the most important tasks to harden the networked sys-
tem [34,40]. This set determines the order of vulnerabilities to be patched, which
is based on their damaging effects in a networked system. A study shows that up
to a 95% of security breaches could have been prevented if the systems were up-
to-date [72]. National Institute of Standards and Technology (NIST) also provided
vulnerability management program for security managers and system administra-
tors with a guidance to managing vulnerabilities and patching them [139, 193].
Hence, this section focuses on computing the PSV to patch as one of the network
hardening solutions. A major drawback of existing security models is that secu-
rity solutions are optimised for only the current state of the networked system [93].
As a result, the security model must reanalyse the security of the networked sys-
tem every time a vulnerability has been patched, causing multiple iterations of
the same task to obtain the PSV. In contrast, IMs rank network hosts and vulner-
abilities, and the rank is used directly as the PSV, which only requires a single
computation.

The PSV is defined as a set of vulnerabilities in which they are most impor-
tant to enhance the security of the networked system (e.g., to minimise the system
risk). One can use security models to analyse the security [88, 100, 158], as they
can compute various security metrics (e.g., probability of an attack success, im-
pact, risk, return on investment) [12, 173] that will result in various PSV. A naive
approach is to compute all possible attack scenarios using the ES method. How-
ever, computing all possible attack scenarios has an exponential computational
complexity due to exponentially growing number of attack paths with different
node combinations [124]. Therefore, it becomes infeasible to compute the PSV in
a large sized networked system (e.g., an enterprise system) using the ES method.

6.3.1 Security Analysis using the ES Method

To compare the result of using the combined IMs, the ES method is first used
to find the PSV taking into account two security metrics, system risk (R) and at-
tack cost (C). The algorithm using the ES method is shown in Figure 6.3. This
algorithm is also used to compute the attack cost by replacing the risk variables
with cost variables, and taking into account the minimum cost (i.e., line 11). De-
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tails of these calculations can be found in [93].

1: procedure EXHAUSTIVESEARCHRISK

2: initialize system risk (R) → 0
3: compute R
4: solution set (S) →{}
5: while R > 0 do
6: current risk (CR) → 0
7: solution → none

8: for all vulnerability ∈ network do
9: try patching vulnerability

10: compute new R
11: if new R >CR then
12: CR = R
13: solution → vulnerability

14: end if
15: end for
16: R =CR
17: append solution to S
18: end while
19: end procedure

Figure 6.3: ES Method using the Risk Metric

Risk Analysis

Table 6.6 shows the PSV for the example networked system based on the risk
metric using the algorithm shown in Figure 6.3.

Table 6.6: Risk-based PSV using the ES Method
ID W74 REL3 REL6 REL4 REL5 REL2

Rank 1 2 2 4 5 6

ID REL1 W71 W72 W73 W75

Rank 7 8 8 10 11
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Cost Analysis

The attack cost, C, is defined as in equation (6.8), and the path cost PC as
in equation (6.9). The host cost HC is calculated by evaluating the lower layer.
The attack cost calculation of the example networked system is shown in equation
(6.10), where MIN is the minimum PCi. An assumption is that the CVSS BS
is taken into account as the attack cost, and the maximum attack cost for any
vulnerability is 10. However, other means of populating the attack cost values can
be adopted. Using the method described, Table 6.7 shows the PSV based on the
attack cost metric.

C = MIN(PCi, i ∈ {all possible attack paths}) (6.8)

PCi = SUM(HC j, j ∈ {hosts in attack path i}) (6.9)

C =MIN(PCi, i ∈ {All possible attack paths})

Cexample =MIN(PC{U1U4U5},PC{U1U3U4U5},PC{U2U3U4U5})

=MIN(SUM(HCU1 ,HCU4 ,HCU5),

SUM(HCU1 ,HCU3 ,HCU4 ,HCU5))

SUM(HCU2 ,HCU3 ,HCU4 ,HCU5))

=MIN(SUM(4.3,4.3,2.6),SUM(4.3,2.6,4.3,2.6),

SUM(4.3,2.6,4.3,2.6))

=11.2

(6.10)

Table 6.7: Attack Cost based PSV using the ES Method
ID W75 W73 REL1 REL2 REL5 REL4

Rank 1 2 3 4 5 6

ID W71 W72 W74 REL3 REL6

Rank 7 7 9 10 10
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6.3.2 Security Analysis using the Combined IMs

Top-Down (TD), Bottom-Up (BU) and Hybrid (HB) methods are taken into
account using the combined IMs, which are compared with the ES method. IMs
shown in Section 6.1 are used, where both risk and cost metrics are based on the
CVSS BS for vulnerabilities.

PSV using the TD Method

The preference of the ranks is prioritised based on the host importance, fol-
lowed by the vulnerability importance. First, the important hosts are sorted by
their NCM values. For the example networked system, the order is U4, U1, U3,
U2 and U5. For each host, vulnerabilities are ranked based on the security met-
ric used. Table 6.8 shows the top five vulnerabilities in the PSV based on the
TD method. ES Rank represents the vulnerability rankings from using the ES
method. The result shows that the PSV using the TD method does not match well
with the ES method. Considering the top five vulnerabilities to patch, only one
highly ranked vulnerability (based from the ES method) is in the risk-based PSV
(20% included), and two in the cost based PSV (40% included). The top priority
vulnerability is correctly ranked for the risk-based PSV, but not for the cost based
PSV.

Table 6.8: A List of PSV using the TD Method
Risk Rank ES Rank ID Cost Rank ES Rank ID

1 1 W74 1 9 W74

2 8 W71 2 7 W71

3 8 W72 3 7 W72

4 10 W73 4 2 W73

5 11 W75 5 1 W75

PSV using the BU Method

The preference of the ranks is prioritised based on the vulnerability impor-
tance, followed by the host importance. All vulnerabilities are ranked first, then
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the list is reordered by host ranks when there are conflicting vulnerability val-
ues. The top five vulnerabilities in the PSV using the BU method is shown in
Table 6.9. The result shows that the BU method matches reasonably well with
the ES method. However, some low ESRank vulnerabilities are still ranked high,
because the attack path information is not taken into account. Considering the
top five vulnerabilities, three highly ranked vulnerabilities are the risk-based PSV
(60% included) and all five are in the cost based PSV (100% included). The top
priority vulnerability is not correctly ranked for both risk and cost based PSV.

Table 6.9: A List of PSV using the BU Method
Risk Rank ES Rank ID Cost Rank ES Rank ID

1 2 REL6 1 3 REL1

2 2 REL3 2 1 W75

3 1 W74 3 4 REL2

4 8 W71 4 5 REL5

5 8 W72 5 2 W73

PSV using the HB Method

The ranking is based on the values calculated from assigning weights to values
of hosts and vulnerabilities and combining them. All IM values are normalised
using the largest value as a factor. The combined IM values, CVvul , are calculated
for each vulnerability vul as in equation (6.11), where 0 ≤ α ≤ 1 is the weight
value. NSvul is the host value for the host containing vul, and V Svul is the vulnera-
bility value of vul. α = 0.5 is selected as a default value in this example. The top
five vulnerabilities in the PSV using the HB method is shown in Table 6.10. The
result shows that the PSV computed using the HB method is similar with the PSV
computed using the BU method. Considering the top five vulnerabilities, three
highly ranked vulnerabilities are the risk-based PSV (60% included) and all five
are in the cost based PSV (100% included). The top priority vulnerability is not
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correctly ranked for both risk and cost based PSV.

CVvul =αNSvul +(1−α)V Svul (6.11)

Table 6.10: A List of PSV using the HB Method
Risk Rank ES Rank ID Cost Rank ES Rank ID

1 2 REL6 1 3 REL1

2 2 REL3 2 4 REL2

3 1 W74 3 1 W75

4 8 W71 4 5 REL5

5 8 W72 5 2 W73

6.4 Simulation Results

6.4.1 Experiment 6A: Effectiveness of IMs

Simulations are carried out to investigate the effectiveness of security analysis
using the IMs. The example networked system shown in Figure 4.1 is used for
the simulations. The networked system consisted of 1000 hosts. 500 hosts were
assigned in the DMZ network, 500 hosts were assigned in the Internal network,
and one target host was assigned in the Database network. The attack scenario
is for an attacker located outside the network to compromise the target host. All
hosts were assigned with 10 vulnerabilities, where a single vulnerability (vroot)
granted the admin privilege when exploited, two vulnerabilities (v1

user and v2
user)

granted the user privilege, and the rest does not change the privilege status. To
exploit vroot , the attacker must exploit either v1

user or v2
user. There is no restriction

to exploit all other vulnerabilities.
Security Analysis Based on the Importance of Hosts The System Risk of

the networked system is analysed, where different vulnerabilities are assigned
with different impact values chosen reasonably (vroot with 10, v1

user and v2
user with

5, and the rest with 1). The probability of an attack success is assumed to be one
for all vulnerabilities. The security analysis based on the ES method and IMs is
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Table 6.11: Security Analysis using k1 values (k2 = 10)
No. of hosts Generation (s) Evaluation (s) Risk value No. of attack paths

1000 0.725 113.515 348 55942475
900 0.603 108.358 348 55942475
800 0.528 104.626 348 55942475
700 0.456 102.873 348 55942475
600 0.372 101.780 348 55942475
500 0.309 96.998 348 5699925
400 0.241 42.796 348 3274425
300 0.181 8.172 348 848925
200 0.103 0.250 0 0
100 0.047 0.172 0 0

0 0.0 0.0 0 0

compared. Degree centrality was used to measure the importance of hosts (i.e.,
k1). First, all network hosts are taken into account to compute the risk of the
example networked system in the example. Then, the risk value is continuously
computed by generating the ReHARM with varying values of k1. As the number
of hosts reduces, generation and evaluation times also reduce. The simulation
result when k2 = 10 is shown in Table 6.11. Generation and evaluation times are
shown in Figure 6.4.

The density of simulation network is 0.006 (i.e., each host on average has a
direct connection to six other hosts). The simulation result shows that the risk
value is still equivalent when the network size has reduced by 70% (i.e., k1 =

300). The generation time consistently reduces as the number of hosts decreases
as shown in Figure 6.4(a). The evaluation time decreases steadily down to 50%
of hosts modelled. When the number of attack paths reduced, the evaluation time
decreases rapidly. When the number of hosts is reduced to 250, attack paths that
were directly affecting the risk analysis have been removed, such that the risk
output is misleading. This is shown in Figure 6.4(b). Also, changing number of
vulnerabilities (i.e., k2) does not affect the scalability of the evaluation phase. The
optimal solution using degree centrality measures was found at k1 = 266.

Security Analysis Based on Vulnerability Importance Vulnerabilities are
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(a) Generation time using k1 values

(b) Evaluation time using k1 values

Figure 6.4: Performance of Security Analysis using k1 values
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Table 6.12: Security analysis using k2 values (k1 = 1000)
No. of Vulnerabilities Generation (s) Evaluation (s) Risk value

10 0.725 113.515 348
9 0.650 110.796 348
8 0.634 110.576 348
7 0.609 111.343 348
6 0.587 111.608 348
5 0.572 111.858 348
4 0.544 111.108 348
3 0.519 111.920 348
2 0.466 111.218 348
1 0.381 110.264 3
0 0.369 110.233 3

ranked with given impact value information. All network hosts are modelled to
investigate the performance of risk analysis when k2 number of important vul-
nerabilities are considered in the risk analysis. The simulation result is shown in
Table 6.12. Generation and evaluation times are shown in Figure 6.5.

The generation time shows a constant improvement, because there are only
a few number of components to generate in the lower layer. However, there are
no improvements shown in the evaluation time for all k1 values. It shows that
k2 values do not affect the performance of the evaluation phase for the HARM. If
vulnerability models become more complex in the lower layer (i.e., multiple paths
in exploiting vulnerabilities), the computational complexity of the lower layer
may increases. The optimal solution is found when k2 = 2. The naive solution
compared to the optimal solution is shown in Table 6.13. The optimal solution
shows approximately 87% generation time improvement and 99.5% evaluation
time improvement respectively. However, the optimisation of IMs is out of scope
in this chapter.

6.4.2 Experiment 6B: Effectiveness of Combined IMs

Further simulations are conducted to investigate the ranking of vulnerabilities
in the PSV in different network scenarios using the risk analysis. The performance
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(a) Generation time using k2 values

(b) Evaluation time using k2 values

Figure 6.5: Performance of Security Analysis using k2 values
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Table 6.13: Comparison of Naive and Optimal Solutions
Generation (s) Evaluation (s) Risk value No. of attack paths

Naive 0.725 113.515 348 5942475
Optimal 0.097 0.578 348 24255

and accuracy of computing the PSV are measured. The same example networked
system in Section 6.4.1 is used for simulations (i.e., Figure 4.1), where the attack
goal is to compromise a host in the database (DBs). The number of hosts ranges
from 20 to 100, because the ES method timed out (> 3 hours) when analysed
using 200 hosts. To compare results, k-percentage of ranked vulnerabilities are
selected for the PSV, for k ∈ {0.05,0.25,0.5} (i.e., top 5%, 25% and 50%).

Scenario 1: Identical hosts and vulnerabilities
In this scenario, identical topology and vulnerability information are used (i.e.,
a homogeneous networked setting). The result showed that all combined IMs
(TD, BU and HB) computed an equivalent solution to the ES method, but the
performance is dramatically improved as shown in Table 6.14. Computational
time for T D, BU and HB are equal because the algorithms used are the same.

Table 6.14: Time to Compute the PSV (in seconds)
No. of Hosts 20 40 60 80 100

ES 0.344 6.708 39.46 134.762 345.642
TD 0 0.031 0.073 0.112 0.204
BU 0 0.031 0.073 0.112 0.204
HB 0 0.031 0.073 0.112 0.204

Scenario 2: Varying number of hosts
In this scenario, the number of hosts in subnets are varied from Scenario 1, with
the number of hosts in Subnet3 and Subnet4 are twice larger than in Subnet1 and
Subnet2. The result showed an equivalent solution as in Scenario 1.

Scenario 3: Varying number of vulnerabilities
A different number of identical vulnerabilities are assigned to each host in an iden-
tical network topology in this scenario: (i) no vulnerabilities for Subnet1 hosts,
(ii) two for Subnet2 hosts, (iii) four for Subnet3 hosts, (iv) six for Subnet4 hosts.
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When k ∈ {0.05,0.25}, all solutions were equivalent to the ES method. When
k = 0.5, the solution did not match fully, but as the number of hosts increased, the
set coverage (the percentage of vulnerabilities in the PSV) converged to 100% as
shown in Table 6.15.

Table 6.15: Set Coverage in Scenario 3, k = 0.5
No. of Hosts 20 40 60 80 100

TD 97.14 80 73.68 100 100
BU 97.14 80 73.68 100 100
HB 97.14 80 73.68 100 100

Scenario 4: Varying vulnerability values
In this scenario, the network topology was the same with different risk values for
different vulnerabilities. Two vulnerabilities are assigned for hosts in Subnet1 and
Subnet2 with the risk value of five, and two vulnerabilities for hosts in Subnet3
and Subnet4 with the risk value of two. The result shows that the PSV of the TD
method did not match well with the ES method, but others matched equivalent.
However, as the number of hosts increased, the set coverage increased for the TD
method (converging to 100%). Table 6.16 shows the result for k = 0.25, which
showed the largest difference in the solution.

Table 6.16: Set Coverage in Scenario 4, k = 0.25
No. of Hosts 20 40 60 80 100

TD 45.45 42.86 41.94 41.18 59.15
BU 90.91 76.19 70.97 100 100
HB 90.91 76.19 70.97 100 100

Scenario 5: Varying the number of hosts, the number of vulnerabilities
and vulnerability values
This scenario consists of mixed topologies, varying number of hosts and different
vulnerabilities. Details are omitted due to space limitations. The result is shown
in Table 6.17. The result showed that the PSV of the BU method did not match
well for k = 0.05. The result shows that by increasing the size of the PSV by
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20% for the TD and the HB methods, an equivalent solution to the ES method is
observed for all k values. For a small sized PSV (e.g., k = 0.05), the size increase
is not large (i.e., 20% of 5%, which is equivalent to k = 0.06, or 6%). Also, the
different weight of the alpha value can give a better solution (e.g., HB2 at 40 hosts
and k = 0.25, where HB2 is a HB method with α = 0.9).

Table 6.17: Set Coverage in Scenario 5
No. of Hosts 20 40 60 80 100

TD 0 0 25 50 57.14
k = BU 0 0 0 0 0
0.05 HB 0 0 0 0 0

HB2 0 0 25 50 14.29
TD 56.25 45.16 30.53 32.23 33.33

k = BU 100 96.78 97.98 98.31 98.63
0.25 HB 100 96.78 97.98 98.31 98.63

HB2 100 100 97.98 98.31 98.63
TD 25 22.58 25 23.81 24.05

k = BU 100 96.78 93.75 93.65 93.67
0.5 HB 100 96.78 93.75 93.65 93.67

HB2 87.5 83.87 89.58 87.30 93.67

6.5 Discussion

IMs are used to generate a ReHARM, which is more efficient in both the gen-
eration and evaluation phases. A risk analysis showed that an equivalent secu-
rity solution can be achieved compared to the ES method, while the size of the
HARM is significantly reduced. Accuracy and performances of security analysis
using the IMs are investigated through simulations with various network scenar-
ios. The NCM effectively ranked important hosts based on the network topology,
and nearly equivalent risk value is computed. Moreover, the time performance
was also improved when generating and evaluating the ReHARM.

However, the security analysis of the example networked system showed that
not all vulnerabilities have associated security metrics. Also, a single security
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metric often does not capture various effects of vulnerabilities (e.g., a high CVSS
BS, but a low structural importance), and other requirements to satisfy the suc-
cess of an attack are not well defined (e.g., privilege requirements). Another point
is that network topologies and attack goals determine which hosts in a network
are important in an event of an attack. Also, the proportion of the network hosts
unused in an attack also depends on the network density (e.g., a sparse network
and a dense network), such that determining the value of k1 is difficult. In addi-
tion, an attacker located inside the network reduces the coverage of the network,
but NCMs cover all network hosts. Lastly, attack on less important hosts and
vulnerabilities are not properly addressed. This section discusses some of these
limitations presented in this chapter.

6.5.1 Vulnerabilities without security metrics

Using a vulnerability scanner NESSUS [28], about 60 vulnerabilities of a real
host machine were reported. However, only 11 vulnerabilities had CVSS BS,
which gives a set of security metrics associated with these vulnerabilities. There
was a textual description of vulnerabilities (e.g., Vulnerability Synopsis and Vul-
nerability Description), but this is difficult to process automatically. Moreover,
10 vulnerabilities are scanned without any descriptions. Incomplete security data
makes difficult to automate and analyse the network security. Other sources of
vulnerability scanners and security metrics will be investigated in the future work.

6.5.2 Categorised vulnerability ranking

A single security metric cannot capture all aspects of vulnerabilities. The at-
tack goal changes how vulnerabilities will be exploited by an attacker. For exam-
ple, an attack goal of gaining the admin privilege defines a subset of vulnerabilities
that must be exploited to achieve this, but an attack goal to hijack a communica-
tion of a host defines a different subset of vulnerabilities to achieve this goal.
So, there needs a definition of vulnerability categories that satisfy different attack
goals. Then vulnerabilities can be ranked within each subset. In addition, the
ranking of vulnerabilities can be combined from vulnerability rankings based on
various security metrics, such as CVSS BS rankings and structural importance
rankings [173]. Improvements and effectiveness of categorising and combining
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vulnerability rankings should be further investigated.

6.5.3 Network features for k1 selection

The network topology defines possible attack scenarios. A dense network
(e.g., fully connected or mesh network topologies) allows the attacker to take
many different attack paths to reach the target, so that a large proportion of net-
work hosts will be used in at least one attack path. In contrast, a sparse network
(e.g., star or tree network topologies) limits the number of attack paths, and the
number of unused hosts (i.e., hosts that does not benefit the attacker in any attack
scenario) increases. Therefore, the value of k1 will depend on the attack scenario
and the network topology. The effect of different network topologies for determin-
ing the value of k1 importance measures needs to be studied, and the relationship
between the number of hosts and the value of k1 for the same network topology
needs to be taken into account.

6.5.4 Attack on less important hosts and vulnerabilities

By enforcing security only on important hosts and vulnerabilities allow attack-
ers to exploit less important hosts and vulnerabilities, and security analysis based
on important hosts and vulnerabilities cannot capture such attacks. One solution
is that if all attack paths are covered with selected set of hosts and vulnerabilities,
then any attack scenarios, regardless of using important or less important hosts
and vulnerabilities, are covered. However, a naive approach to check the coverage
of attack paths is computationally expensive (i.e., exponential number of attack
paths need to be checked). More efficient method to cover all attack paths with a
set of hosts and vulnerabilities will be studied in the future work.

6.5.5 Adjusting the weight between host and vulnerability IMs

The weight value of α = 0.5 was used, which was reasonably selected. Re-
sults showed that using the combined IMs, a nearly equivalent solution to the ES
method is computed. Further, the result showed different solution that can match
more closely with the ES method using different weights. That is, assigning the
weight value appropriately can improve the set coverage, as well as the order of
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vulnerabilities in the PSV. However, optimising the value of the weight is out of
scope in this thesis.

6.5.6 Order of vulnerabilities in the PSV

Although the set coverage was relatively high for various network scenarios,
the actual order of vulnerabilities varies when combined IMs are used. To address
this problem, one can perform a security analysis for the vulnerabilities in the PSV
only, which does not consider all possible cases. The performance of this method
is in fraction of the ES method.

6.6 Related Work on Scalable Security Analysis

Security analysis using all possible attack scenarios can cover all set of known
attacks. Consequently, there are difficulties computing the PSV in practice due to
the scalability problem. Various modelling techniques are proposed to improve
the scalability of security models [87, 100, 158, 207], but computing all possible
attack scenarios (e.g., full AG [182], attack response trees [218]) for a large sized
network still suffers from a scalability problem [88, 124]. Model simplifications
and heuristic methods are widely used to improve scalability in the evaluation
phase, but not in the generation phase.

Attack scenarios are often used to generate security models [218]. Chen et

al. [43] used compact AG, similar to a logical AG in [158], to find n-valid paths
that has less than n steps to reach the target, where n denotes the number of step-
ping stone hosts in the network. Further, they defined a weighted-greedy algorithm
to find the optimal security solution in the evaluation phase. Their experiment
results clearly showed that covering a larger set of attack scenarios is computa-
tionally expensive. Mehta et al. [138] ranked AG components based on attack
probabilities. A full AG is constructed (i.e., capturing all possible attack scenar-
ios [182]), which requires computing exponential number of attack paths in a large
sized network. AG components cannot be ranked until full AG is generated.

Other approaches consist of heuristic methods. Poolsappasit et al. [167] used
Genetic Algorithm (GA) in Attack Graphs (AGs) to analyse the security. How-
ever, when considering a PSV, the changes in the networked system after patch-
ing a vulnerability is not captured. As a result, the process of security analysis
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is repeated to find the next vulnerability to patch after updating the AG, which
is similar to the ES method. Sawilla et al. [176, 177] used AssetRank to rank
vulnerabilities using a dependency AG, which used partial cuts in the evaluation
phase. Partial cuts divide network components by their importance, such that the
relevance between a network component and the attack is decided based on the
generated AG. However, the structure of the AG is heavily dependent on network
reachability. That is, network structure affects how important network compo-
nents are chosen in the AG. Various techniques (e.g., model simplification and
heuristic methods) are proposed to improve scalability in the evaluation phase,
but they did not consider reducing the computation complexity in the generation
phase.

Importance measures are used in some application domains. Cadini et al. [38]
used NCMs to capture strengths and weaknesses of network safety. Georgiadis et

al. [71] described network security using NCMs, but only implications of NCMs
are described. Gallon et al. [70] integrated CVSS framework with AGs to con-
struct a CVSS AG, but the structure of the security model is the same with other
AGs. Previous works using NCMs and security metrics to assess the performance
network security were applied only in the evaluation phase of security models.

6.7 Conclusions

Security analysis allow system and security administrators to become aware
of vulnerable network components and configurations, and security solutions can
be enforced to enhance the security (e.g., computing the PSV). However, existing
security models have a scalability problem when the size of the networked system
becomes too large, such that computing the PSV to patch becomes a challenge.
Generating a security model requires all the network information, but enforcing
network hardening techniques may only change a subnet of the networked sys-
tem. That is, not all network information is required for the security analysis, but
only the important hosts and vulnerabilities. Existing security models analyse the
security and provide solutions that are only for the current state of the networked
system. To address these problems, IMs are used to improve the generation and
evaluation of security analysis based on only the network information. k1number
of important hosts and k2 number of important vulnerabilities are ranked and se-
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lected to generate and evaluate the HARM. Moreover, k1 and k2 metric values
are combined to give a single value that reflects both network and vulnerabil-
ity information. The simulation results showed equivalent security solutions can
be achieved using IMs in comparison to the ES method, while the performance
has improved in both the generation and evaluation phases (in terms of time and
computation requirements). Moreover, time and computation requirements can be
optimised by selecting appropriate number of important hosts and vulnerabilities,
which showed a significant improvement compared to the ES method.
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Chapter 7

Attacker Located Inside the Networked System

Using the importance measures (IMs) in conjunction with the HARM can analyse
the security of networked systems efficiently as described in Chapter 6. However,
when evaluating different attack scenarios using the same security model (e.g.,
multiple attack host locations and target host locations), the importance of net-
worked components varies in different attack scenarios. To address this problem,
security analysis using the IMs is conducted in the evaluation phase, which adapts
to different attack scenarios [89], which uses newly developed NCMs to identify
important hosts when the locations of the attacker and target are specified.

As described in Chapter 6, it is infeasible to use existing security models to
compute all possible attack scenarios to evaluate the security of networked sys-
tems. To overcome the scalability problem, especially for attack scenarios with
known attacker and target locations, newly developed IMs are used, which are de-
scribed in Section 6.2 [89]. In this chapter, two attack scenarios are evaluated and
compared using these new IMs; (i) the attacker is outside of the networked system
(as in Chapter 6), and (ii) the attacker inside the networked system with known
location. In both cases, the attack goal is the same (i.e., to compromise the same
target host assigned), but the attack scenarios are different. In the former case, the
attacker must penetrate through all parts of the networked system, but in the later
case, the specified locations of the attacker and the target limit all possible attack
scenarios (i.e., only covers a subset of the networked system). In such case, ex-
isting NCMs may rank irrelevant hosts with respect to different attack scenarios.
Hence, location-based IMs are developed to rank important hosts more accurately
when modelling an attacker located inside the networked system.
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7.1 Security Analysis with Existing IMs

The AG representation of hosts in the upper layer of the 2-HARM (e.g., Figure
2.4) can be seen as a reachability map of the networked system. Taking into ac-
count the overall security of the networked system (i.e., the source of an attack and
the target is unknown), it is essential to rank hosts by their structural importance,
because highly ranked hosts are more likely to be used in an attack. As a result,
these hosts can be monitored and secured more intensively than others for higher
detection and mitigation of attacks. But in case when locations of the attacker and
the target are specified, NCMs could be misleading due to the attack scenario con-
sidering only a subset of the network. Thus, location-based IMs are developed to
deal with location specified attack scenarios in section 6.2. Three NCMs are cal-
culated; (i) degree, (ii) closeness, and (iii) betweenness centralities as described
in Section 6.1, as well as the ranking of vulnerabilities based on security metrics
(e.g., a CVSS BS).

7.1.1 Comparing against the ES method

ES method computes all possible attack scenarios, which are used to formu-
late the best countermeasures. Security solutions from ranking important hosts
and vulnerabilities in terms of performance are compared against the ES method.
First, all possible attack scenarios are computed using the host information only.
A depth-first-search [187] can be used on the upper layer of the HARM to com-
pute all possible attack scenarios. The sequence of an attack path is denoted
logically (i.e., U1 through U4 to get U5 is denoted as U1U4U5), and all possible
attack paths for the example networked system shown in Figure 2.3 are {U1U4U5,
U1U1U3U4U5, U2U3U4U5}.

An assumption is that for a large sized networked system, frequently used
hosts will greatly affect the security of the networked system. Table 7.1 shows
the occurrence of hosts in all possible attack paths. The result shows the most
frequently used hosts, and also the most important hosts, areU5 (i.e., the target),
as well as U4. The target is not taken into account in the ranking. Since the attack
scenario specifies the location of the attacker and the target, the IMs based on the
NCMs cannot capture such details. As a result, the orders of important hosts are
different.
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Table 7.1: Occurrence of Hosts in All Possible Attack Paths
Hosts U1 U2 U3 U4 U5

Occurrence 2 1 2 3 3
rank 2 4 2 1 -

NCM rank 2 4 3 1 5

Secondly, the lower layer details are aggregated into the upper layer. Based
on the lower layer information, the number of ways to exploit a host increases.
Without combining the upper and the lower layer information, the rankings of
vulnerabilities are solely dependent on their importance measures (e.g., CVSS
score, probability of an attack success). A vulnerability of a host is denoted as
Uvul

i for a vulnerability vul for a host Ui. When the lower layer information is
aggregated to the upper layer, there are total 3750 different attack paths for the
example networked system.

Similarly with hosts, vulnerabilities are assumed to have equal probabilities of
an attack such that the most frequently used vulnerability has the highest threat.
The overall occurrence of vulnerabilities is shown in Table 7.2. Since exploiting
any of listed vulnerabilities has the same effect, they have the same ranking for
each OS of the hosts. For the example, W7 has higher ranking than the REL.
More complex example can be found in [89]. The ranking of vulnerabilities based
on the occurrence can be sometimes misleading, because it did not consider any
security metrics associated with them (e.g., risk, impact, return on investment
(ROI), and return on assets (ROA) [173]). However, it gives an indication that a
vulnerability with a high occurrence ranking can affect a large proportion of the
networked system even if the impact value is low (i.e., a large number of attacks
on a vulnerability with low impact value can accumulate to have a larger impact).
Therefore, both the occurrence and security metrics should be used together to
formulate more accurate rankings of vulnerabilities.

The ranking of vulnerabilities is significantly different to rankings shown in
Section 6.1, because the locations of the attacker and the target are specified.
Hence, there is a need for specialised IMs that can capture these details more
precisely.
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Table 7.2: Occurrence of Vulnerabilities in Attack Paths
Vulnerabilities W71 W72 W73 W74 W75

Occurrence 780 780 780 780 780

Vulnerabilities REL1 REL2 REL3 REL4 REL5 REL6

Occurrence 625 625 625 625 625 625

7.2 Location-based IMs

In the case where the locations of the attacker and the target are specified,
using the existing NCMs could not effectively compute important hosts and vul-
nerabilities due to the attack scenario only covering a subset of the networked
system. The degree centrality becomes ineffective, as hosts that are close to the
attacker and the target will be used more frequently than the others. The close-
ness and betweenness centrality measures use all-pair shortest paths information.
Based on this idea, an Attacker to Victim Centrality (AVC) measure is developed
by scoping down the measurement specific to the host pairs near the attacker and
the target. All hosts directly reachable from the attacker (i.e., no stepping stones)
are selected and the shortest path to the target is computed. All hosts directly
connected to the target host are selected and the shortest paths to the attacker are
computed. The AVC values are assigned by the occurrence of hosts in the shortest
paths. To compute AVC, Floyd algorithm is used for all pair shortest paths [64],
which has a computational complexity of O(n3). Table 7.3 shows the AVC of
the example networked system. The target host is not taken into account, and the
ranking of the AVC provides the equivalent solution to the result obtained in Table
7.1 (i.e., equivalent to the ES method).

Table 7.3: Ranking of Hosts based on AVC Measures
Hosts U1 U2 U3 U4 U5

Occurrence 1 0 1 2 0
rank 2 4 2 1 -

In addition, a modified version of the AVC is also developed to rank impor-
tant hosts based on their neighbour information, which is denoted as an Attacker
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to Victim Neighbour Centrality (AVNC) measure. When the most important host
is identified, other hosts near the important host are also likely to have a high
impact in an event of an attack. So these neighbour hosts are also given a high
importance. The AVNC values of neighbour hosts are computed with respect to
the value of the important host (i.e., hosts are further ranked based on neighbour-
hood information). For the example networked system, the highest ranked host
using the AVC measures is U4. Its neighbouring hosts are U1 and U3, but they
both have the same ranks. Hence, there is no change for the example networked
system using the AVNC measures. However, the effectiveness of the AVNC mea-
sures are demonstrated in simulations in Section 7.3, which is to investigate the
performance and accuracy of using IMs against the ES method for the security
analysis.

7.3 Simulation Results

Two major questions are aimed to be answered from simulation results; (i)
Which NCMs is the most suitable method for ranking hosts and vulnerabilities
(where locations of the attacker and the target can be unknown or specified) and
is security solutions obtained using NCMs close to the ES method? (ii) What is
the performance improvement with respect to time when using NCMs compared
to the ES method?

7.3.1 Experiment 7A: Attacker Outside the Networked System

A networked system without any subnets is taken into account (i.e., no fire-
walls), with a mesh topology to connect hosts. Each host has two vulnerabilities,
and it is connected to at least three other hosts. The attack is specified to be
coming from the outside of the network, and a target host is also specified. The
attacker has a single-hop connection to a third of hosts in the networked system,
and a third of networked system hosts which are not directly reachable from the at-
tacker (i.e., intermediate nodes), are connected to the target host (i.e., the attacker
cannot directly reach the target host). The resulting networked system contained
over 45,000 possible attack scenarios. The risk of the networked system is as-
sessed by assigning impact values to all hosts. To distinguish between different
NCMs, all hosts are assumed to have the same lower layer information (i.e., two
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vulnerabilities are assigned to all hosts with the same configurations). In addition,
the probability of a host being compromised when attacked (i.e., probability of an
attack success) is equal to one (i.e., the vulnerability will be exploited successfully
if an attack is repeated infinitely).

Figure 7.1: Performance of NCMs

The changing effects of the risk value are simulated when a k number of vul-
nerabilities are continuously patched. Using the ES method, the best security
practice (e.g., patching vulnerabilities) with the given networked system state is
computed (i.e., a greedy method). Various NCMs rank hosts by their importance
based on the network topology, and vulnerabilities of each host are patched in the
order of host ranks. Figure 7.1 shows the reduction in risk value of the networked
system by patching k vulnerabilities. The result shows that all NCMs provide sim-
ilar results to the ES method, and in particular, the betweenness centrality measure
provided the closest trend. The crossovers between lines are due to the rankings of
similar hosts in the networked system. For example, host Hx is fully patched (i.e.,
no vulnerabilities) and it cannot be used as a stepping stone. Consequently, other
hosts that are attacked through Hx are no longer reachable from the attacker (i.e.,
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redundant hosts in the event of an attack). But if their ranks are high, their vul-
nerabilities will be patched, which does not enhance the security of the networked
system.

7.3.2 Experiment 7B: Attacker Inside the Networked System

The AVC showed the worst performance in the Experiment 7A (Section 7.3.1)
when the attack scenario covered all networked system. In contrast, a networked
system with an attack scenario that only covers a subset of the networked system
is taken into account as shown in Figure 7.2 in this experiment. The networked
system consists of the complex relationship between hosts, structured like a mesh
similar to the Experiment 7A. An attack scenario with the attacker located at the
internal network is considered. To reduce the coverage of the attack scenario in
the network, 400 hosts were assigned in the DMZ, and 25 hosts inside the IN.
All hosts in the DMZ and in IN were assigned with two vulnerabilities. For a
DMZ host to be compromised, the attacker could exploit only one vulnerability,
whereas to compromise the IN host, the attacker must exploit vulnerability v1 and
vulnerability v2 in sequence (i.e., both vulnerabilities assigned to IN hosts). In the
DB, 8 hosts were assigned with a single vulnerability each. Figure 7.3 shows the
performance of different NCMs.

Figure 7.2: A Networked System for the Second Simulation

The AVC measure is very close to the ES method when the value of k is very
small. However, the performance using the AVC measure degrades as the k value
increases. This is because there are hosts with the same rank that no longer en-
hances the networked system security when their vulnerabilities are patched. This
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Figure 7.3: Performance of NCMs with an Inside Attacker

problem is described in Section 7.2, which is improvised by using the AVNC
measures. Figure 7.4 shows the performance using NCMs, including the use of
AVNC measures. The use of AVNC measures show a significant improvement
when compared with the AVC measures, and the performance of AVNC measure
comes closest to the ES method. This shows that when the attack scenario only
covers a subset of the network, the AVNC measures are most effective to rank
important hosts and vulnerabilities.

Next, an investigation was carried out to find out what happens when the at-
tack scenario covers more hosts in the networked system. Using the same attack
scenario, the number of hosts are proportionally distributed between the DMZ and
IN subnets, so that the attack scenario covers half of the hosts in the networked
system. There were 100 DMZ hosts and 100 IN hosts with two vulnerabilities for
each host for this experiment. Figure 7.5 shows the performance using NCMs,
AVC measures and AVNC measures. It shows that using the AVNC measure
still performs most closely with the ES method. Also, the performance using the
betweenness centrality measures have improved as the attack scenario covered
more hosts in the networked system. But in conclusion, the results show that the
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Figure 7.4: Performance using AVNC Measures

location-based centrality measures, particularly AVNC measures, performed bet-
ter than any other NCMs even when the attack scenario covered as much as half
of hosts in the networked system.

7.3.3 Experiment 7C: Scalability of IMs

The ES method has exponential time and space complexities [87,88,124]. The
computation of security solution using NCMs showed that by ranking important
hosts and vulnerabilities, the security solution can be computed nearly equiva-
lent to the ES method [89, 90, 93]. Computing the NCMs has a polynomial time
complexity to rank important hosts and vulnerabilities. In this experiment, the
evaluation time of the ES method is compared with using NCMs for analysing
the security of networked systems. The networked system has the same settings
used in Experiment 7A (i.e., Section 7.3.1). The number of hosts was increased
to compare the scalability of the ES method and NCMs. Figure 7.6 shows the
time increase in security evaluation using NCMs. The ES method could not be
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Figure 7.5: Attack Scenario Covering Half of Networked system Hosts

computed for a large number of hosts in a dense networked system topology (i.e.,
mesh). For 15 hosts, the ES method took just over 12 seconds, but for 17 hosts,
it took over a minute. The scalability of degree centrality and CVSS score based
rankings are almost negligible, because their computational complexity is O(n).
Other NCMs (closeness, betweenness, AVC, and AVNC) show a polynomial com-
plexity as defined by their underlying algorithm, which is given by O(n3). The
memory space requirement is also reduced using NCMs. The ES method has an
exponential size complexity to store exponential number of attack scenarios, but
NCMs require at most O(n3) memory space to store all pair shortest paths. The
trend for memory space requirement is similar to the trend shown in Figure 7.6.

7.4 Discussion

This chapter demonstrated that nearly equivalent security solutions can be
computed using the location-based IMs with respect to the ES method when the
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Figure 7.6: Evaluation Time for NCMs

attack scenario only covered a subset of the networked system. The performance
and accuracy of various NCMs are compared (i.e., degree, closeness, and be-
tweenness centrality measures), as well as two newly developed NCMs (i.e., AVC
and AVNC measures). When considering a general security of networked sys-
tems, existing NCMs showed effective rankings of important hosts and vulnera-
bilities. But in case where the attack scenario covers only a subset of the network,
the location-based NCMs performed better in terms of accuracy.

The performance of security analysis using NCMs may be improved multiple
NCMs are combined together. Also, when a networked system consisting of mul-
tiple unique vulnerabilities is considered, the security analysis should take into
account the combined effect of network configurations and vulnerabilities. How-
ever, this chapter only considered vulnerabilities having an equal probability of
an attack success. Attack scenarios with an attacker located outside or inside of
the networked system are taken in the experiments, but the target host was al-
ways fixed, limiting all possible attack scenarios. Moreover, the case of an attack
launched to all hosts or subset of hosts has not been considered (e.g., Denial of
Service attacks).
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7.4.1 Combinations of NCMs

Many crossovers are observed in the simulation results caused by patching
redundant vulnerabilities. To reduce crossovers, combining the rankings of differ-
ent centrality measures may be considered, as shown in Section 6.1. By assign-
ing weights to each centrality measures, they can be combined to give a single
ranking. Depending on the attack scenario and the networked system topology,
the proportion of these weights will affect the performance (e.g., high weight on
location-based centrality measures should be applied when the attack scenario
covers a small proportion of the network). The optimal proportionality calcula-
tion between weights and centrality measures is not taken into account.

7.4.2 Combining NCMs with Vulnerabilities

Two major factors in security analysis are how an attacker may reach the target
(i.e., attack scenarios considering the networked system topology), which vulner-
abilities are used, and what is the impact of the attack on the networked system
(e.g., cost of an attack, probability of an attack success). In the simulation, only
the network perspectives (top-down) or vulnerability perspectives (bottom-up) are
considered. These two factors should be considered together, as they are corre-
lated in an event of an attack (e.g., using a hybrid approach as in Section 6.3).
The simulation results showed that in a complex networked system, vulnerability
based rankings performed consistently worse than NCM based rankings, so no
improvements could be made in this example. That is, the top-down approach
has more impact than the bottom-up approach, although the vulnerability models
used in the experiments were too simple. In more complex networked system with
various vulnerabilities, the performance could be affected if only the top-down ap-
proach is considered.

7.4.3 Multiple Target Hosts and Locations

Results in this chapter are on the basis of a single target host, but the attack
scenario could also compromise multiple target hosts in multiple locations (e.g.,
denial of service attack). NCMs considered the overall networked system secu-
rity (i.e., implicitly covering an attack with multiple targets), but it is uncertain
how close the security solution comes near to the optimal solution in such cases.
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However, the number of attack scenarios increases in such cases, whereas comput-
ing IMs only changes the rankings of hosts and vulnerabilities without affecting
the performance. Hence, a different location for the target host may result in
new attack scenarios, but such cases do not compromise the performance of IMs.
However, the accuracy of security solutions should be taken into account.

7.5 Related Work on Using Network Centrality Measures

Security analysis method based on NCMs is proposed in this chapter (e.g.,
degree, closeness, betweenness [38,71]), which is to rank important hosts. NCMs
are already used in various studies, including Chapter 6, which has been used
in electrical networks [83]. Cadini et al. [38] used centrality measures on the
power network to investigate the strength and weakness of the safety that are not
captured from the topological basis. However, this does not take into account
when the attacker is located within the networked system. Also, Georgiadis et

al. [71] showed various NCMs and how they could be utilised in the network
security analysis. However, they only introduced various NCMs that are aimed to
be used with the whole networked system, and did not consider the effect of attack
scenarios only affecting subsection of the networked system. Vulnerability based
evaluation is widely used, such as in [176], where the security analysis depends
on the vulnerability information. However, the importance of hosts should be
taken into account as the topology of the networked system may affect the security
analysis significantly.

7.6 Conclusions

Security analysis using the ES method considers all possible attack scenarios
to encounter progressive attacks, but that solution suffers from a scalability prob-
lem. This chapter described more scalable security analysis method, which is to
rank important hosts using NCMs, and vulnerabilities using security metrics in a
given networked system (i.e, using the IMs). Further, the focus was to improve
the accuracy of security analysis using the IMs when the attack scenario covered
only a subset of the networked system. The experimental results show that se-
curity solutions using the IMs were nearly equivalent to the ES method, where
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the betweenness centrality measure performed the best when the attack scenario
covered all networked system (i.e., the attacker located outside the networked sys-
tem). On the other hand, location-based NCMs, AVC and AVNC, are developed
and performed the best when the attack scenario covered only a subset of the
networked system (i.e., the attacker located inside the networked system). Secu-
rity solutions using both existing NCMs (i.e., degree, closeness, and betweenness
centrality measures) and newly developed NCMs (i.e., AVC and AVNC measures)
computed nearly equivalent security solution with the ES method, but the perfor-
mance (in terms of time) and the memory usage were significantly reduced.
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Part IV

Effects of Unknown Attacks
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Chapter 8

Security Assessment of Unknown Attacks

Previous chapters only dealt with known attacks and vulnerabilities in the net-
worked system. Although the majority of cyber attacks are based on exploiting
only the known vulnerabilities, there are incidents that used both known and un-
known attacks that caused a severe socio-economic impact upon users. Stuxnet
[63] and RSA SecurID breach [97] are two well-known incidents of cyber attacks
that used a combination of both known and unknown attacks. Not only unknown
attacks are difficult to detect and mitigate, their attack scenarios are also unpre-
dictable. For example, the attack scenario of RSA SecurID breach began with
phishing emails to exploit CVE-2011-0609 vulnerability, which was a zero-day
vulnerability at the time (details of the vulnerability can be looked up at the Na-
tional Vulnerability Database [146]). Then, a backdoor (a Poison Ivy variant) was
installed, and the attacker penetrated through the networked system via privilege
escalations. Although such attack scenarios consisting of unknown attacks are
possible, they are often not taken into account when hardening the networked sys-
tem because it is difficult to measure the security posture of them [30]. On the
other hand, the occurrence of unknown attacks is growing rapidly [137]. Thus,
there is an urgent need for assessing the combined effects of both known and
unknown attacks.

Security models are widely used to assess the security of networked sys-
tems [12, 84, 99]. However, one of the shortcomings of security models is the
difficulty of accurately assessing the implication of unknown attacks due to a lack
of knowledge about their properties to quantify security metrics [30] (e.g., how
to measure the impact of an unknown attack?). Previous work focused on assess-
ing the effectiveness of unknown vulnerabilities only (i.e., zero-day vulnerabil-
ities) [45, 99, 198, 199], but they did not take into account the combined effects
of unknown attacks consisting of unknown vulnerabilities, unknown devices, and
unknown attack paths.
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This chapter aims to address the aforementioned problems by classifying un-
known attacks, and incorporate them into the HARM. Also, the severity of un-
known attacks are evaluated when they are introduced in networked systems.
Lastly, two algorithms are proposed to determine mitigation strategies that min-
imise the effects of unknown attacks, as well as approximation algorithms to en-
hance the performances.

8.1 Security Modelling of unVIP

This section describes: (i) classification of unknown attacks in Section 8.1.1,
(ii) introduction to a running example networked system in Section 8.1.2, and
(iii) definition of a security model and incorporation of unknown attacks into the
security model in Section 8.1.3.

8.1.1 Classification of Unknown Attacks

Unknown attacks consist of not only unknown vulnerabilities, but a combi-
nation of unknown vulnerabilities, devices, and attack paths. Hence, unknown
attacks can be classified as (i) Unknown Vulnerabilities (UVs), (ii) Unknown
devIces (UIs), and (iii) Unknown attack Paths (UPs), which are together denoted
as unVIP.The classification of unknown attacks into three categories is as follows:

Unknown Vulnerability (UV): UVs are vulnerabilities that do not have
known patches, in other words, zero-day vulnerabilities. They may exist in a
networked system, which if an attacker can reach the host with an UV, then it can
be exploited with an unpredictable outcome. Since it is impractical to assume any
properties of the UVs, successfully exploiting any UVs is assumed to grants the
attacker with a full control (e.g., a root privilege). To incorporate UVs into the
security model, similar assumptions about UVs in the networked system can be
taken into account as in [45,99] and [198,199] (e.g., hosts and/or applications can
be assumed to have an UV).

Unknown Device (UI): UIs are new or existing devices with unspecified
properties. They expand the attack surface of the networked system, which can be
either (a) a new network component (e.g., new hosts, VPN hosts, Wi-Fi hotspots in
a corporate network, BYOD), or (b) an existing network component with changes
in its attack surface (e.g., USB sharing, phishing emails installing backdoors). UIs
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are assumed to have any configurations, which may introduce both existing and
new sets of known and unknown vulnerabilities into the networked system. In
the case of (a), a new host is introduced as an UI host in the networked system
and capture changes of the reachability and vulnerability information. In the case
of (b), an existing host can be specified as an UI host and update changes of the
reachability and vulnerability information. If the configuration of the UI host is
given, then they can be imported into the security model. Otherwise, an UV is
assumed.

Unknown attack Path (UP): UPs are unspecified attack paths that are cre-
ated as a result of UVs, UIs or combinations of both appearing in the networked
system. Appearances of UPs create new attack scenarios that were not anticipated
previously (e.g., security analysis based on known vulnerabilities and exploits
only cannot assess such attack scenarios). When UVs or UIs are assumed in the
networked system, possible UPs are created and incorporated into the security
model. Network components (e.g., hosts) with UVs are assumed to enable reach-
ability from other network components without any restrictions (e.g., no right
privilege is required), but the firewall rules are still applied (e.g., hosts in the
DMZ subnet cannot reach hosts in the DB subnet with an UV directly).

UVs (also known as zero-day vulnerabilities) are vulnerabilities without knowl-
edge of their properties and how to fix them [30]. UIs are devices with undefined
properties that may change the attack surface of the networked system (e.g., Bring
Your Own Device (BYOD) policies [142]), and there is a lack of methods to anal-
yse the security of them [73]. UPs are new attack paths in the networked system
that creates unforeseen attack scenarios (e.g., identifying unknown attack paths
using system object dependencies [8, 51]). For example, CVE-2011-0609 vul-
nerability, an UV, is used in conjunction with a phishing email, which is an UI.
The attack used unknown attacks in a combination (i.e., both UV and UI), which
created UPs that caused an unforeseen attack scenario. However, it is difficult to
assess where UPs may occur. As a result, there is a lack of methods to analyse the
security of networked systems when unknown attacks are used in a combination.
Therefore, failing to assess the combined effects of unVIP may result in security
analysis without properly assessing all possible attack scenarios.
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Table 8.1: Details of Hosts
Host OS Applications Vulnerability Priv. Esc.

U1, U2, U3
MS Server
2003 SP1

MS SQL server CVE-2002-0721 g→ r

U4
Windows 7

SP1
Basic CVE-2014-2781 g→ r

U5
Redhat Enterprise

Linux 6
MySQL server CVE-2008-0086 u→ r

DS
MS Server
2008 SP2

Oracle server CVE-2012-3220 u→ r

URV PN
MAC
OS X

Basic CVE-2014-0515 g→ r

8.1.2 An Example Networked System and Attack Scenarios

Description of the Example Networked System

Different network settings are assigned to provide a better insight of unVIP
and their effect on the security. The same networked system is used as shown
in Figure 2.3, but different properties of hosts are assigned as shown in Table
8.1, which also includes the information about a VPN user URV PN (i.e., an UI,
assuming no restrictions on the technology used). Hosts are further divided into
groups: (i) U1, U2 and U3 are in a Web Server (WS) group, (ii) U4 is in a User
(UR) group, and (iii) U5 is in a Application Server (AS) group. The DB server is
denoted as DS. Only a single vulnerability for each host is assumed, which is to
enable the attack scenario in the simplest form. However, multiple vulnerabilities
can be modelled for a comprehensive security assessment as in previous chapters.
Further, three levels of privileges are assumed: (i) guest (g), (ii) user (u), and (iii)
root (r), which specifies the access level required to utilise the host application
(e.g., at least a user privilege is required to access the U5).

Attack Scenarios

Table 8.2 shows some of the possible attack scenarios with and without unVIP
assumed in the example networked system. The table also includes the k-zero-
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Table 8.2: Possible Attack Scenarios
Case Assumption Attack Scenario Steps kzd

1 No unVIP A→WS→UR→ AS→ DS 4 3
2a UV (ASUV ) A→WS→ ASUV → DS 3

3
2b UV (DSUV ) A→WS→URUV → DS 3
3 UI (URV PN) A→URV PN → AS→ DS 3 3
4 UP (URV PN , DSUV ) A→URV PN → DS 2 2

day (kzd) safety metric (as in [198, 199]) to show that it can be changed when
unVIP are used in a combination. kzd safety measures the minimum number of
UVs required for the attacker to compromise the target host for a given attack
scenario. These attack scenarios are illustrated in Figure 8.1. Those examples
show that without any unVIP (Case 1 shown in Figure 8.1(a)), the attacker must
compromise WS, UR, AS, and DS (i.e., the minimum number of exploits required
is four). When an UV or an UI is assumed, it reduces the number of minimum
steps required by the attacker (Case 2 as shown in Figure 8.1(b) for an UV in
DS, and Case 3 as shown in Figure 8.1(c) for an UI in the IN subnet). However,
both UVs and UIs are assumed, the attacker can exploit the UI (e.g., the VPN
host) and directly to the DS exploiting the UV (as Case 4 as shown in Figure
8.1(d)). Moreover, the combined effects of unVIP changes the kzd safety (i.e.,
from k = 3 to k = 2). Thus, these results show that (1) the combined effects of
unVIP can reduce the number of minimum exploits required, and (2) different
attack scenarios have different security effects depending on where unVIP are
assumed.

8.1.3 Incorporate unVIP into the Security Model

2-HARM with AGs in both layers is incorporated with unVIP, which is shown
in Figure 8.2. The upper layer remains the same as in Figure 2.4, but the lower
layer information has changed as shown. The square box in the lower layer rep-
resents the state (e.g., WS : g represents the guest privilege of WS), and the oval
represents the condition (e.g., CVE-2002-0721 is a vulnerability condition that
can be exploited from WS : g to gain the WS : r). For example, a u privilege is
required to exploit CVE-2012-3220 in the DS to gain the r privilege.
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(a) Case 1

(b) Case 2

(c) Case 3

(d) Case 4

Figure 8.1: unVIP Attack Scenarios in the Example Networked System
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(a) Upper Layer of the HARM (b) Lower Layer of the HARM

Figure 8.2: HARM of the Example Networked System

unVIP are incorporated into the HARM. The definition of incorporating UVs
into the HARM is as follows:

Definition 10. Given a HARM of a 3-tuple H = (h,M,C) where h = 2 (as shown
in Section 2.3), an UV (uvi) in a node (i.e., a host) n ∈M1 changes the lower layer
HARM to G2∗

n = (N2∗
n ,E2∗

n ), where N2∗
n = N2

n ∪ uvi is a finite set of vulnerabili-
ties, host states and unknown vulnerabilities, and E2∗

n = (N2
n ×N2

n )∪{(s(g),uvi),

(uvi,s(r)}) is a set of edges where s(g) is a guest state of the host and s(r) is the
root state of the host (i.e., exploiting the UV directly grants the root privilege from
a guest privilege).

Example 13. Shown in Figure 8.3(a):
An UV assumed in AS (uvAS and AS ∈ M1), a new lower layer HARM G2∗

AS =

(N2∗
AS,E

2∗
AS) is created, where N2∗

AS = N2
AS ∪{uvAS} and E2∗

AS = E2
AS ∪{(s(g),uvAS),

(uvAS,s(r)}. UPs associated UV in AS (upAS = {(WS,AS)}) (i.e., created new
attack paths from WS to AS directly) creates a new upper layer G1∗

AS = (N1
AS,E

1∗
AS),

where E1∗
AS = (N1×N1)∪{upAS}.

Example 14. Shown in Figure 8.3(b):
An UV assumed in DS (uvDS and DS ∈ U), a new lower layer HARM G2∗

DS =

(N2∗
DS,E

2∗
DS) is created, where N2∗

DS =V 2
DS∪{uvDS} and E2∗

DS = E2
DS∪{(s(g),uvDS),

(uvDS,s(r)}. UPs associated UV in DS (upAS = {(UR,DS)}) (i.e., created new
attack paths from UR to DS directly) creates a new upper layer G1∗

DS = (N1
DS,E

1∗
DS),

where E1∗
DS = (N1×N1)∪{upDS}.

The definition of incorporating UIs into the HARM is as follows:
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(a) An UV is assumed in AS (b) An UV is assumed in DS

(c) An UI is assumed in AS (d) UPs are assumed as a result of an UV in
DS and UI in the IN Subnet

Figure 8.3: Incorporating unVIP in the HARM
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Definition 11. Given the upper layer of the HARM G1 = (N1,E1) with an at-
tack graph representing the host reachability in the networked system, an UI
(uii) creates a new upper layer G1∗ = (N1∗,E1∗), where N1∗ = N1 ∪ {uii}, and
E1∗ = N1∗×N1∗. The corresponding lower layer, uii↔ G2

uii , is also created (ei-
ther with the given information, or with an assumed UV).

Example 15. Shown in Figure 8.3(c):
Given the upper layer of the HARM G1 = (N1,E1), an UI in AS (uiV PN) creates a
new upper layer G1∗ = (N1∗,E1∗), where N1∗ = N1∪{uiV PN}, and E1∗ = (N1×
N1)∪{(A,URV PN),(URV PN ,AS)}. The corresponding lower layer, uiV PN↔G2

uiV PN
,

is also created with the given information in Table 8.1.

Lastly, the definition of incorporating UPs into the HARM is as follows:

Definition 12. Given the upper layer of the HARM G1 = (N1,E1), an UP (a list
of new attack paths upi = {(n j,nk), . . .(nl,nm)} | j ̸= k ̸= l ̸= m) creates a new
upper layer G1∗ = (N1,E1∗), where E1∗ = (N1×N1)∪{upi}.

Example 16. Shown in Figure 8.3(d):
(a) An UV assumed in DS (uvDS and DS ∈U), a new lower layer HARM G2∗

DS =

(N2∗
DS,E

2∗
DS) is created, where N2∗

DS = N2
DS∪{uvDS} and E2∗

DS = E2
DS∪{(s(g),uvDS),

(uvDS,s(r)}.
(b) An UI in AS (uiV PN) creates a new upper layer G1∗ = (N1∗,E1∗), where
N1∗ = N1 ∪{uiV PN}, and E1∗ = (N1×N1)∪{(A,URV PN),(URV PN ,AS)}. The
corresponding lower layer, uiV PN ↔ G2

uiV PN
, is also created with the given infor-

mation in Table 8.1.
(c) UPs associated with UV in DS and UI in AS (upDS = {(A,URV PN),(URV PN ,

AS),(UR,DS)}) creates a new upper layer G1#
DS = (N1#,E1#), where E1# = E1∗∪

upDS.

Various attack scenarios are taken into account (as shown in Table 8.2), where
these scenarios are modelled using the HARM as shown in Figure 8.3. Newly
added components are represented by dotted lines (e.g., dotted lines in the upper
layer representing new attack paths, dotted red circles representing a new device,
and dotted ovals with shades in the lower layer representing new vulnerabilities).
Figures 8.3(a) and 8.3(b) show that placement of UVs changes the attack sce-
nario, respectively. Figure 8.3(c) shows that assuming UIs can also create new
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attack paths. Figure 8.3(d) shows the most increased number of new attack paths
(by nine), which implies that combined effects of unVIP can be more severe in
comparison to individual unVIP assumed in the example networked system.

8.2 Security Analysis of Systems with unVIP

This section demonstrates security analysis with and without unVIP in the
networked system. First, the security analysis of the networked system without
any unVIP is shown in Section 8.2.1, and then with unVIP in Section 8.2.2.

8.2.1 Security Analysis without unVIP

System Risk is taken into account as the security analysis (as in previous chap-
ters), using the HARM generated in Section 8.1. The probability of an attack is
assumed to be equiprobable across all hosts in the networked system. Further,
because unknown vulnerabilities do not have the CVSS BS, the impact values are
assumed to be dependent on the type of the privilege escalation (e.g., g→ r with
an impact value of 10, and u→ r with an impact value of 5). Using these assump-
tions, system risk, Rsystem of the example networked system is calculated as shown
in equation (8.1) (details see Section 2.5).

Rsystem = ∑
i∈path

PRi

=∑(PR{U1,U4,U5,DS},PR{U1,U3,U4,U5,DS},PR{U2,U3,U4,U5,DS})

=110

(8.1)

8.2.2 Security Analysis with unVIP

Due to an exponential number of possible attack scenarios in respect to the
number of unVIP, security analysis of the networked system with unVIP is con-
ducted for only up to two UVs without any UIs as an example. This section is
to demonstrate the analysis procedure, and more comprehensive security analyses
taking into account various attack scenarios with unVIP assumed will be shown
in Section 8.4.
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The assumed UV is incorporated in the HARM as shown in Section 8.1.3, and
evaluation of the system risk is shown in Section 8.2.1. The risk associated with
each combination of hosts is evaluated. The same probability of an attack with
known vulnerabilities for UVs is assumed, but the impact value of an UV is as-
sumed as 20 (i.e., greater than any existing impact values), under the assumption
that exploits using an UV is unlikely to be mitigated in comparison to exploit-
ing known vulnerabilities (or much more difficult). These values can be replaced
based on empirical studies such as in [137]. There are total 15 possible host com-
binations with up to two assumed UVs in the networked system, but only the host
combinations with different groups are taken into account (e.g., UVs assumed in
U1 and U2 has the same effect as UVs assumed in U2 and U3). Therefore, there are
total 10 distinctive attack scenarios. Table 8.3 shows the system risk of the net-
worked system for these attack scenarios with up to two UVs assumed. It shows
that in some cases, having one UV can have higher severity than two UVs (e.g.,
an UV in AS has higher system risk than UVs in WS and UR). Also, the number
of attack paths does not necessarily increase the system risk proportionally (e.g.,
the system risk differences between UVs in WS and AS compared to UVs in UR
and AS).

Table 8.3: System Risk with Two UVs
UVs in No. of Attack Paths System Risk

None 3 110
WS only 3 160
UR only 4 180
AS only 6 260
DS only 6 295

WS and UR 4 240
WS and AS 6 340
WS and DS 6 395
UR and AS 8 400
UR and DS 8 460
AS and DS 9 510
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1: procedure Analyse unV IP(N)
2: for l = 1 . . . |N| do
3: for d ∈ S|S⊆ N do
4: Evaluate Security

5: end for
6: end for
7: end procedure

Figure 8.4: Pseudocode to Analyse all unVIP Scenarios

8.3 unVIP Mitigation Strategies

Incorporating unVIP in the HARM and the security analysis of the networked
system are shown in Sections 8.1 and 8.2 respectively. These sections showed
that depending on where unVIP are assumed, the effects of them vary (e.g., sys-
tem risks as shown in Table 8.3). Therefore, it is important to identify the most
significant network components (e.g., hosts), and harden them to minimise the
effects of unVIP. In this Section, methods to mitigate unVIP are described by
means of: (i) identifying and hardening significant hosts to minimise the effects
of unVIP (shown in Section 8.3.2), and (ii) identifying and patching significant
vulnerabilities to minimise the system risk when unVIP are assumed (shown in
Section 8.3.3).

8.3.1 All Possible Attack Scenarios

Analysis of all possible attack scenarios is taken into account with unVIP as-
sumed in the networked system, which is shown by a pseudo-code in Figure 8.4.
The pseudo-code is used to compute significant hosts and vulnerabilities later in
Sections 8.3.2 and 8.3.3. l represents the assumed number of UVs, d represents
the assumed UI in a subnet S, and N represents the networked system. Combina-
tions of hosts are computed to consider all possible attack scenarios with a given
value l (e.g., with |UV |= 2, UVs are assumed for every pair of hosts).

8.3.2 Identification of Significant Hosts

An algorithm is developed to identify significant hosts by evaluating all possi-
ble attack scenarios and ranking the occurrence of each host in all possible attack
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1: procedure Identi f y Signi f icant Hosts( f , l,d,N)
2: N← N∪d
3: UV = {uv1,uv2, . . .uvl}
4: for UV ∗ ∈ N |UV ∗ ⊆UV do
5: Analyse NVU∗

6: Compute host occurrence score(h)
7: end for
8: Return {hmax ∈N∩ f | score(hmax)> score(hi), i = 0 . . . |N∩ f |, i ̸= max}
9: end procedure

Figure 8.5: Identifying Significant Hosts Algorithm

paths. There are various mitigation techniques available to minimise the effects
of unVIP when significant hosts are identified, such as increasing the diversity of
services, strengthening isolation techniques, enforcing more strict access control
policies, and patching known vulnerabilities (as described in [198]). the initial
security analysis of unVIP in Section 8.2 showed various effects of unVIP in the
networked system. To harden the networked system accordingly, it is important to
identify and deploy mitigation techniques on significant hosts in respect to attack
scenarios developed from unVIP assumed.

Naive Algorithm

The algorithm, Identi f y Signi f icant Hosts (ISH), to identify significant hosts
is shown in Figure 8.5. f is a filter expression that allows users to input hosts to
be filtered from the result, l is the number of UVs, d is the subnet containing the
UI, and N is the networked system. This algorithm is processed in line 4 in the
pseudo-code shown in Figure 8.4 (i.e., a function call at line 4). Line 4 in ISH

specifies all possible host combinations of UVs assumed in the networked system,
and the security of a given state is evaluated along with the occurrence of hosts.
score(h) computes the number of occurrences a host appears in all possible attack
paths for the given state of the networked system. The returned result (i.e., line 8
in ISH) is the host with the most occurrence in all attack scenarios (i.e., the most
utilised host in any attack scenarios with unVIP in the networked system).
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1: procedure Identi f y Signi f icant Hosts Fast( f , l,d,N)
2: N← N∪d
3: UV = {uv1,uv2, . . .uvl}
4: h j ∈ N∗ | N∗ ⊆ N, |N∗|= |UV |
5: while |N∗|> 1 do
6: remove hmin ∈ N∗ | c(hmin)< c(h j)
7: end while
8: Return {hmax ∈ N∩ f | c(hmax)> c(hi),1≥ i≥ |N∩ f |, i ̸= max}
9: end procedure

Figure 8.6: Identifying Significant Hosts Approximation Algorithm

Approximation Algorithm

A major problem with ISH is the scalability problem, where the number of
host combinations increases exponentially as the number of hosts grows. To ad-
dress this problem, an approximation solution is developed using dynamic pro-
gramming and greedy algorithm. Figure 8.6 shows the approximation algorithm
, Identi f y Signi f icant Hosts Fast (ISHF). f , l,d,N are as described in 8.3.2, h j

represents hosts assumed with UVs, and c(hmin) is a function that computes the
occurrence of hosts using dynamic programming. Equation (8.2) shows the com-
putation of c(hi), where w(hi) is there weight of host h j (initially assigned to zero,
and different weights can be assigned to distinguish importance of hosts, such as
asset values or probabilities), in(hi) is a list of hosts connected to hi, and out(hi)

is a list of hosts connected from hi. The greedy algorithm (i.e., step 6 of ISHF)
removes the least occurring host in a given set N∗, and this process is repeated un-
til all hosts are removed. Then, it returns the host with the maximum occurrence
in all possible attack paths (i.e., step 8 of ISHF).

c(hi) =

(
w(hi)+ ∑

h j∈in(hi)

c(h j)

)
×

(
w(hi)+ ∑

hk∈out(hi)

c(hk)

)
(8.2)

Identification of Significant Hosts in the Example Networked System

ISH and ISHF are used to compute the significant hosts in the example net-
worked system. The significance of hosts are taken into account (i.e., from the
most significant to least significant), and an UI in the networked system (i.e.,
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Table 8.4: Significant Hosts of the Example Networked System
Significance (1=Most, 6=Least)

UI 1 2 3 4 5 6

ISH U5 DS U3 U4 U1 U2None
ISHF DSDSDS U5U5U5 U3 U4 U2U2U2 U1U1U1

ISH U5 DS U3 U4 U2 U1DMZ
ISHF DSDSDS U5U5U5 U4U4U4 U3U3U3 U2 U1

ISH U5 U3 DS U4 U1 U2IN
ISHF DSDSDS U5U5U5 U3U3U3 U1U1U1 U4U4U4 U2

ISH U5 U3 DS U4 U2 U1DB
ISHF DSDSDS U5U5U5 U4U4U4 U3U3U3 U2U2U2 U1

no UI, UI in DMZ, UI in IN, and UI in DB). Table 8.4 shows the significant
hosts computed using ISH and ISHF , where differences are highlighted by bold
coloured texts (e.g., U5 in ISHF without any UI at a significance of 2). Although
the solution sets between ISH and ISHF are different, the individual significance
of hosts are nearly the same. The accuracy and performance between these algo-
rithms are further evaluated in Section 8.4.

Effectiveness of Identifying Significant Hosts

Figure 8.7 shows the effectiveness of identifying significant hosts in compar-
ison to randomly selecting hosts to harden. An UV is assumed in AS group (i.e.,
an UV in U5), and hardening a host disables the attack path through the hard-
ened host (which are highlighted by green dotted circles). The most significant
host to harden can be computed using the ISH, which in this example case is U5

followed by DS as shown in Table 8.4, but hardening either one of them would
disable all possible attack paths. Hence, the next important host is hardened to
show the difference of security analysis, which is host U3. When U3 is hardened
(shown in Figure 8.7(d)), the system risk is reduced from 260 down to 105, which
is more than the half of the system risk without hardening any hosts. The same
effect is observed when other randomly chosen hosts are hardened (as shown in
Figures 8.7(b) and 8.7(c)). However, both of these resulted in higher system risk
in comparison to hardening the significant host U3.
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(a) No Hardening. The System Risk is 260. (b) Hardening U1. The System Risk is 135.

(c) Hardening U4. The System Risk is 160. (d) Hardening U3. The System Risk is 105.

Figure 8.7: Security Analysis After Hardening a Host in the Networked System

8.3.3 Identification of Significant Vulnerabilities

This section shows the computation of identifying significant vulnerabilities
known in the networked system when unVIP are assumed. Similarly as in Section
8.3.2, an algorithm is developed to compute all possible attack scenarios to analyse
the significance of patching vulnerabilities, and evaluate the effectiveness of it.
For the security assessment, changes in the system risk are taken into account
when patching known vulnerabilities. However, other security metrics can also be
used (e.g., probability of an attack and mitigation costs).

Naive Algorithm

Figure 8.8 shows the algorithm, Identi f y Signi f icant Vuls (ISV), to identify
significant vulnerabilities, where it is used in conjunction with the pseudo-code (in
line 4) shown in Figure 8.4. The variables have the same implications as in Section
8.3.2 (apart from the filter expression, f , where it filters vulnerabilities specified
by users), and vi ∈ N ∩ f is a set of all known vulnerabilities vi in the networked
system N. Steps from 6 to 8 in ISV patches the known vulnerability and calculate
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1: procedure Identi f y Signi f icant Vuls( f , l,d,N)
2: N← N∪d
3: UV = {uv1,uv2, . . .uvl}
4: for UV ∗ ∈ N |UV ∗ ⊆UV do
5: for vi ∈ N∩ f do
6: Patch vi
7: score(vi)← score(vi)+∆Rsystem
8: Unpatch vi
9: end for

10: end for
11: Return {vmax ∈ N∩ f | score(vmax)> score(vi), i = 0 . . . |N∩ f |, i ̸= max}
12: end procedure

Figure 8.8: Identifying Significant Vulnerabilities Algorithm

the differences in the system risk. Then, step 11 returns the vulnerability with
the most reduction in system risk. ISV computes all possible host combinations
to take into account all possible attack scenarios. Thus, the algorithm has an
exponential computational complexity.

Approximation Algorithm

An approximation algorithm, Identi f y Signi f icant Vuls Fast (ISVF), to iden-
tify significant vulnerabilities are shown in Figure 8.9, which is to improve the
scalability of the naive algorithm shown in Figure 8.8. The greedy algorithm
computes the unVIP scenario that maximises the host occurrence using the dy-
namic programming method given in equation (8.2) (i.e., step 5 in ISV F). Given
an attack scenario computed from the greedy algorithm, each known vulnerability
is patched to compute the change in system risk (i.e., steps from 7 to 9). ISV F

returns the set of known vulnerabilities that minimises the system risk in case of
unVIP assumed.

Identification of Significant Vulnerabilities in the Example Networked System

Since only a single vulnerability is assumed to each host in the example net-
worked system (as described in Section 8.1.2), patching any one of them will
disable all attacks to be successful in the security model. So, more vulnerabili-
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1: procedure Identi f y Signi f icant Vuls Fast( f , l,d,N)
2: N← N∪d
3: UV = {uv1,uv2, . . .uvl}
4: V = {v1,v2, . . .vm}
5: h j ∈ N∗ | N∗ ⊆ N, |N∗|= |UV |,max(∑c(h j))
6: for vi ∈ N∩ f do
7: Patch vi
8: score(vi)← score(vi)+∆Rsystem
9: Unpatch vi

10: end for
11: Return {max(score(vmin)) ∈ N∩ f | score(vmin)> score(vi),1≥ i≥ |N∩

f |, i ̸= max}
12: end procedure

Figure 8.9: Identifying Known Vulnerabilities Approximation Algorithm

Table 8.5: Arbitrarily Assumed Vulnerabilities
Vulnerabilities Impact Values Assigned Hosts

VA 4 WS, UR
VB 3 WS
VC 6 WS, AS
VD 5 UR, DS
VE 7 UR
VF 8 AS
VG 2 AS
VH 10 DS

ties are assumed in the example networked system as shown in Table 8.5, with an
assumption that vulnerability VH cannot be fixed due to system constraints (e.g.,
loss of quality of service), which can be filtered in the solution using the filter ex-
pression provided by aforementioned algorithms. The significant vulnerabilities
can be computed as shown in Table 8.6. It shows that ISV and ISV F solutions are
nearly equivalent for any number of known vulnerabilities to be patched. Further
accuracy and performance analyses in Section 8.4.
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Table 8.6: Significant Vulnerabilities of the Example Networked System
Significance (1=Most, 6=Least)

UI 1 2 3 4 5 6

ISV VC VF VE VD VB VANone
ISV F VC VF VE VD VB VA

ISV VC VF VE VD VB VADMZ
ISV F VC VF VE VD VB VA

ISV VC VF VE VD VB VAIN
ISV F VC VF VE VD VB VA

ISV VC VEVEVE VFVFVF VD VB VADB
ISV F VC VFVFVF VEVEVE VD VB VA

Figure 8.10: The Networked System for Simulations

8.4 Experimental Results

In this section, comprehensive security analyses are conducted, which shows
how security of the networked system changes with respect to various attack sce-
narios assuming unVIP in Section 8.4.1. Further, the accuracy and performance
between mitigation strategy algorithms are compared (i.e., naive algorithms ISH

and ISV , and approximation algorithms ISHF and ISV F) in Section 8.4.2. The
networked system for simulations (as shown in Figure 8.10) is assumed with vul-
nerabilities in Table 8.5, and the same assumptions as in Section 8.1.2.
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8.4.1 Security Analysis

Only UVs and Only UIs in the Networked System: Figure 8.11 shows the
security analysis of the networked system with only UVs or only UIs assumed in
the networked system. Figure 8.11(a) shows only UVs assumed in the networked
system. UPs created as a result of UVs are also taken into account. It shows that
the system risk varies based on where UVs are assumed in the networked system
(e.g., an UV in the DB subnet resulted in a higher system risk than an UV in the
DMZ subnet). An UV in the DB increased the system risk the most (which is the
subnet that contained the target host), where the system risk is increased more than
double the amount when no UVs are assumed. If subnets not containing the target
host (i.e., DS) are taken into account, UVs in the IN subnet has higher system risk
when compared to UVs in the DMZ subnet. As the number of UVs grows, system
risks for all attack scenarios have increased linearly. In the case of UVs in the DB
subnet, increasing the number of UVs did not affect the system risk since there
was only a single host.

Figure 8.11(b) shows only an UI assumed in the networked system (with UPs
created as a result of an UI), where the VPN host with a single UV is taken into
account as the UI. It shows that assuming an UI in the DB subnet increases the
system risk the most, followed by an UI in the DMZ and IN subnets. Also, the
number of attack paths has increased from 120 to 270 when an UI is assumed
in the DB subnet compared to no UIs, which resulted in more than triple the
amount of system risk compared to no UIs. The number of attack paths when an
UI is assumed in the DMZ and IN subnets are 144 and 145 respectively, but the
increase in system risk was higher with an UI in the DMZ subnet (i.e., less number
of attack paths with higher system risk). Therefore, the increase in system risk is
not linearly proportional to the number of attack paths.

unVIP in only the IN Subnet: Different effects of unVIP assumed only in
the IN subnet are shown in Figure 8.12. It shows that an attack scenario without
unVIP has a constant system risk with respect to the number of UVs, as well as
the attack scenario with only an UI assumed (i.e., these two attack scenarios are
not affected by the number of UVs). In the case of UVs assumed, increasing the
number of UVs almost linearly increases the system risk. The combined effects
of UVs and an UI in the IN subnet showed the highest system risk.
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Figure 8.11: Security Analysis of the Networked System with only UV/UI
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Figure 8.12: unVIP assumed only in the IN Subnet

Patching Different Vulnerabilities in the Networked System: Figure 8.13
shows the effect of patching vulnerabilities in the networked system with unVIP
assumed in the networked system. Figure 8.13(a) shows the effect of patching
different vulnerabilities. One UV in the DB subnet is assumed with an UI in var-
ious subnets. Patching some vulnerabilities does not affect the system risk (e.g.,
when patching vulnerability VA, no changes in system risk is observed). Also,
patching different vulnerabilities have different changes in the system risk. For
example, patching vulnerabilities VC or VF minimises the system risk. However,
patching vulnerability VE can also reduce the system risk, but it does not decrease
the system risk as much as patching vulnerabilities VC or VF .

Figure 8.13(b) shows the changes in system risk when the number of UVs is
increased, and the effectiveness of patching a significant vulnerability, which in
this attack scenario is vulnerability VC. When there are no UVs, patching vulner-
abilities VC or VE does not have a significant effect decreasing the system risk. On
the other hand, assuming UVs increased the system risk rapidly (e.g., more than
triple for |UV |= 6), but patching vulnerabilities VC or VE reduces the system risk
significantly. Also, patching vulnerability VC is more effective (e.g., minimises
the system risk) compared to patching vulnerability VE when UVs are assumed in
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Figure 8.13: Effect of Patching Vulnerabilities in the Networked System
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Figure 8.14: UVs in Respect to the System Risk

the networked system. The simulation result shows that it is important to identify
significant vulnerabilities to minimise the system risk (e.g., as shown in Section
8.3.3).

Changing Effects of unVIP with respect to the System Risk and the Num-
ber of UPs: As the number of unVIP increases (i.e., UVs and UIs in any combi-
nations), the number of UPs are also increased. Figure 8.14 shows the effects of
increasing the number of UVs in respect to the system risk. The result represents
the increase in system risks for every UP created as a result of UVs and UIs as-
sumed in the networked system. When an UI is assumed in the DMZ subnet, the
system risk increased for each UP are less than any other attack scenarios (i.e.,
UPs created as a result of an UI in the DMZ subnet has the least impact on the
system risk). It also shows that each UP created in the IN subnet increases the
system risk the most. This shows that appearance of UPs in different subnets have
different effects on the system risk (i.e., UPs in some subnets have higher security
impact).

These results clearly show that unVIP in certain subnets maximises the system
risk, such as in the DB subnet (Figure 8.11(a) and 8.11(b)). Also, the combined ef-
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fects of unVIP significantly affect the system risk in comparison to individual un-
VIP assumed (Figure 8.12), and patching significant vulnerabilities can minimise
the effects of these attack scenarios (Figure 8.13(a) and 8.13(b)). Lastly, existence
of unVIP in different subnets increased the system risk at different amount, such
as UPs in the IN subnet (Figure 8.14).

8.4.2 Performance Analysis

unVIP mitigation strategy algorithms are proposed in Section 8.3, and the ac-
curacy and performances of them are evaluated with the networked system shown
in Figure 8.10, where the connections between hosts are randomly assigned and
the number of vulnerabilities is randomly assigned to each host. The networked
system was randomised every iteration of the simulation to get the mean accura-
cies and performances for various network settings.

Fixed number of Known Vulnerabilities (= 10) and a Varying Number of
UVs: Figure 8.15 shows the effect of varying number of UVs in the networked
system. Varying the number of UVs with a fixed number of known vulnerabilities
has affected the accuracy of ISHF significantly, as shown in Figure 8.15(a). When
the number of UVs is small (e.g., less than 3), the accuracy of ISHF is less than
0.9. However, the accuracy increases as the number of UVs increases. On the
other hand, the accuracy of ISV F is also increased as the number of UVs are
increased, but the differences are negligible in respect to ISHF . The result shows
that the accuracy of identifying significant hosts and vulnerabilities using ISHF

and ISV F are considerably low for a small number of UVs. However, increasing
the number of UVs increases the accuracy for both ISHF and ISV F .

Figure 8.15(b) shows the performance of identifying significant hosts. While
the performance of ISH increases exponentially, the performance of ISHF is al-
most constant. Since increasing the number of UVs exponentially increases the
number of possible host combinations, the time taken to compute all possible at-
tack scenarios are exponentially increased as well. In contrast, ISHF has a poly-
nomial time complexity based on dynamic programming and greedy algorithm,
so it is much more scalable. As a result, the performance of ISHF has a linear
trend and almost negligible compared to the ISH.

Figure 8.15(c) shows the performance of identifying significant vulnerabili-
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Figure 8.15: Effect of Varying Number of UVs
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ties. The performance of ISV increases exponentially even with a small number
of UVs. In contrast, the performance of ISV F is almost constant with respect to
ISV . It also shows that ISV is significantly slower than ISH (e.g., he time taken
for ISH at UV= 5 is 2.9 seconds and for ISV is 46.0 seconds). Even for a small
sized networked system (i.e., 16 hosts), it becomes quickly impractical to use ISV

(e.g., time taken is greater than 160 seconds for UV= 7).

Fixed number of UVs (= 5) and a Varying Number of Known Vulnerabili-
ties: Figure 8.16 shows the effect of varying the number of known vulnerabilities
in the networked system. The accuracies of ISHF and ISV F are shown in Figure
8.16(a). It shows that varying the number of known vulnerabilities has a mini-
mal effect to the accuracies of ISHF and ISV F , where they are highly accurate
(i.e., greater than 96%). As seen in Table 8.6, the results of ISV F were almost
equivalent with them of ISV , and the experimental result shows that the algorithm
is very accurate in random network scenarios as well. Although the accuracy of
ISHF is not as accurate as ISV F , it still achieved the accuracy of 96% and higher
for randomly generated network scenarios.

The performances of identifying significant hosts and vulnerabilities are shown
in Figure 8.16(b) and 8.16(c) respectively. As the number of known vulnerabilities
increases, the time taken for ISH increases linearly. On the other hand, the perfor-
mance of ISHF is almost constant in respect to the performance of ISH. The time
taken to compute significant hosts is linearly increased with respect to the number
of known vulnerabilities, because increasing the number of known vulnerabili-
ties does not increases the number of host combinations. Also, the time taken
for ISV to compute significant vulnerabilities increases linearly while ISV F is al-
most constant in respect to ISV . Moreover, the time taken to compute significant
vulnerabilities is worse than the time taken to compute significant hosts.

In conclusion, both ISHF and ISV F are much more scalable than ISH and
ISV , because they have a polynomial computational complexity using dynamic
programming and greedy algorithm. Moreover, their accuracies based on random
networked systems show that they can compute nearly equivalent solutions with
ISH and ISV . Therefore, it is practical to use ISHF and ISV F to formulate unVIP
mitigation strategies, especially for large sized networked systems.
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Figure 8.16: Effect of Varying Number of Known Vulnerabilities
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8.5 Discussion

unVIP are incorporated into the HARM, and the security of the networked
system was analysed taking into account various attack scenarios when unVIP are
assumed. Further, new algorithms are developed to determine mitigation strate-
gies that minimise the effects of unVIP based on identifying significant hosts and
vulnerabilities in the networked system. The experimental results showed that the
combined effects of unVIP vary depending on the attack scenario. Moreover, the
approximation algorithms developed (i.e., ISHF and ISV F) can compute nearly
equivalent solutions and significantly improve the performances compared to the
naive algorithms (i.e., ISH and ISV ). However, there are limitations of solutions
proposed in this chapter, which are discussed in this section.

8.5.1 unVIP Mitigation Strategies and Effectiveness

Although various mitigation strategies exist (e.g., as described in [198]), only
two unVIP mitigation strategies are considered (i.e., based on identifying signif-
icant hosts and vulnerabilities). However, it is believed that identifying signifi-
cant hosts and vulnerabilities are important intermediate steps for further network
hardening plans, because different mitigation strategies have different effects in
security (as demonstrated in the experiments in Section 8.4). There are also vari-
ous network hardening techniques (NHTs) to enhance the security (e.g., Moving
Target Defenses [92, 147, 217]). However, the effectiveness of deploying NHTs
are not compared when unVIP are introduced in the networked system. The ef-
fect of patching vulnerabilities are taken into account in Section 8.3.3, but other
NHTs are not considered. As a result, it is difficult to determine which NHTs
should be used as an unVIP mitigation strategy. Moreover, the combined effects
of NHTs to minimise the effects of unVIP have not been studied previously. The
security model does not take into account multiple NHTs, therefore it is uncertain
how the attack surface of the networked system may be changed. Therefore, other
NHTs should be incorporated into the security model and analyse the changes in
the attack surface when multiple NHTs are deployed.
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8.5.2 Implementation in a Real Testbed

Previous work on Analysing the security of unknown vulnerabilities used sim-
ulations [45,99], or on a real systems with an assumption of unknown vulnerabili-
ties [198,199]. However, the nature of unVIP uncertainties are difficult to estimate
and analyse [30], and evaluating all possible attack scenarios are impractical for
a large sized networked system. One of the major limitations of our research is
the lack of implementation in a real testbed, where the example networked sys-
tem was modelled as close to real systems. However, real testbed experiments of
unknown attacks remain a difficult task. To address this problem, a real testbed
is to be used with an assumed unVIP in the future work, as well as using existing
vulnerability databases (e.g., NVD [146]) to conduct experiments such as in [137]
(which only dealt with unknown vulnerabilities), along with unknown devices and
unknown attack paths. In addition, online unknown attack detection mechanisms
can also be used (i.e., as shown in [8,51]) to analyse the security of networked sys-
tems with unVIP in real time. By incorporating unVIP detection mechanisms and
evaluating possible attack scenarios of an ongoing attack (e.g., advanced persis-
tent threats), one can formulate effective mitigation strategies to prevent unknown
attacks penetrating through the networked system.

8.5.3 Security Metrics for Assessing Unknown Attacks

System risk metric was used to analyse the security of the networked system,
and also unVIP mitigation strategy algorithms are based on the results of risk
analysis. However, assessing the effectiveness of unVIP with an assumed risk
value can be misleading, as one cannot estimate the nature of unknown attacks
precisely [30]. Therefore, it is necessary to develop various security metrics in
respect to unVIP to understand the impact of them from various aspects of security
(such as kzd safety used in [199], or update existing metrics to measure them
[172]).

8.6 Related Work on Security Assessment of Unknown Attacks

Existing work did not take into account the combined effects of unVIP. As a
result, not all possible attack scenarios are evaluated in their security analysis.
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Unknown Vulnerabilities: Ingols et al. [99] assumed an existence of UVs in
the networked system to evaluate the security. This approach is later incorporated
into a security assessment tool named NAVIGATOR [45], where it provided addi-
tional functionalities that allow users to either assume a single zero-day vulnera-
bility on an open port of a host, or on all open ports of all hosts in the networked
system (i.e., zero-day vulnerabilities assigned to applications in the networked
system). The security assessment is based on what-if analysis, and therefore it
is possible to evaluate the combined effects of known and unknown vulnerabili-
ties. Also, UPs can be identified as a result of introducing UVs in the networked
system. However, they did not take into account the combined effects of unVIP
(i.e., they did not consider Analysing the security of UIs), and the efficiency of
their security model (e.g., adaptability) to analyse various attack scenarios of un-
VIP is undefined. Moreover, mitigation strategies are not provided (e.g., which
host or vulnerabilities with zero-day vulnerabilities maximises the system risk?).
Wang et al. [198, 199] proposed a new security metric, namely k-zero-day (kzd)
safety metric, to evaluate the effects of unknown vulnerabilities. The kzd safety
metric describes the safety of the networked system (i.e., a minimum number of
zero-day vulnerabilities required from the attacker to the target host). By increas-
ing the value k (i.e., more zero-day vulnerabilities are required to compromise
the networked system), the difficulty of worst case attack scenario (i.e., only us-
ing zero-day vulnerabilities) increases. However, this metric does not consider
the combined effects of known and unknown vulnerabilities (i.e., only consider
taking into account known vulnerabilities when they can reduce the length of an
attack), such as in real life incidents where both known and unknown vulnerabil-
ities are utilised (e.g., Stuxnet [63] and RSA SecurID breach [97], regardless of
minimising the length of the attack). Furthermore, combined effects of unVIP are
not considered in their analysis.

Unknown Devices: There are concerns with the security of UIs (e.g., BYOD,
VPN, USB sharing, Wi-Fi hotspots, phishing emails) [142], but there is a lack of
methods to incorporate UIs into the security assessment [73]. UIs introduce new
components with undefined properties into the networked system (e.g., new hosts
and vulnerabilities). Previous work mainly focused on protection strategies based
on trusts. Amoroso [20] proposed three zones with different security protocols
enforced depending on the trust level. However, it is difficult to determine the
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precise security without Analysing the security of the networked system using
a formal security model. Therefore, it is of paramount importance that UIs are
incorporated into the security model that is capable of adapting to various attack
scenarios (e.g., scalable and adaptable) to cope with these changes.

Unknown Attack Paths: When UVs or UIs are introduced to the networked
system, unforeseen UPs may be created. Dai et al. [51] proposed an identification
method to discover new attack paths created by zero-day vulnerabilities based on
system object dependencies. However, these can only be identified at the oper-
ating system layer (e.g., zero-day vulnerabilities in other layers may bypass the
detection mechanism), and it is based on detection (i.e., after the attack) with pos-
sible false-positive alerts. Similarly, Ahmadinejad et al. [8] used a hybrid model
to correlate alerts of unknown attacks to update an AG. This approach is based on
unknown attack detection, which analyses the effects of them after the attack has
been launched. In contrast, the aim of this chapter is to explore all possible UPs
in the networked system to analyse the security, prior to the attack and enforce
mitigation strategies to minimise the effects of unVIP.

8.7 Conclusions

The volume of cyber attacks are increasing, where attackers penetrate through
by finding and exploiting vulnerabilities in the networked systems. Many of the
security assessments utilise only the known attacks to address flaws in the net-
worked system, but recent cyber incidents (e.g., Stuxnet and RSA SecurID breach)
showed that attackers utilise not only known attacks, but a combination of both
known and unknown attacks. Only the unknown vulnerabilities are incorporated
into security models in previous studies, which are analysed with existing and/or
newly developed security metrics (e.g., impact, risk, k-zero-day safety). However,
these studies did not take into account the combined effects of unknown attacks.

This chapter addresses the problem of assessing the effects of combined un-
known attacks in the networked system. First, unknown attacks are classified into
unknown vulnerabilities, devices, and attack paths, which are incorporated into
the HARM. Second, the security of networked systems with and without unVIP
(taking into account both singular and combined effects) are analysed, as well
as developing two unVIP mitigation strategy algorithms that identify significant
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hosts and vulnerabilities to harden the networked system. Lastly, experiments
were conducted, where the results showed that different unVIP attack scenarios
had varying effects on the system risk. These results also showed that deploying
the unVIP mitigation strategies can effectively minimise the system risk. Hence,
the security effects of unVIP can be analysed using the HARM, which can also
provide effective unVIP mitigation strategies.
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Part V

General Discussion and Conclusions

167



168



Chapter 9

Discussion

The fast-paced growth of modern networked systems (e.g., size, protocols, ser-
vices) gave many aspects of our lives with versatility, efficiency, and productiv-
ity. Through networked systems, various technologies (e.g., mobile devices, sen-
sor nodes) can communicate, share information, and process data in a matter of
seconds. However, the diverse and complex nature of modern technologies and
networked systems resulted in a lack of fully comprehending flaws that are po-
tentially critical to many aspects of our lives (e.g., loss of cyber/physical assets,
information, and communication). Consequently, security is a growing concern
for enterprises and individuals, where cyber attacks are becoming vigorous, tar-
geted, and complex.

The work presented in this thesis is intended to inform various communities
and individuals of the performance benefits with new methods to assess the se-
curity and harden the networked system. The HARM (Chapter 2) is developed
on the basis of hierarchical structure to enhance the scalability and adaptability
of security assessments. In addition, scalable security evaluation methods based
on Importance Measures (IMs) are developed (Chapters 6 and 7) to overcome the
exponential complexity of using the Exhaustive Search (ES) method. Lastly, a
novel method of assessing and mitigating unknown attacks are developed (Chap-
ter 8), which provides an initial study of analysing the effectiveness of known and
unknown attacks combined.

However, there are numerous assumptions and limitations that can be further
improved to fully understand security flaws and to strengthen networked systems.
This chapter addresses some of these limitations, including directions for extend-
ing the work presented in this thesis, as well as ideas for improving methods and
techniques of security modelling and analysis in general. The following sections
describe the how this thesis addresses research objectives, discuss the limitations
of the results presented in the thesis, and provide open problems for future work.
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9.1 Research Objectives

The general goal of this thesis was to advance security analysis of large sized
and dynamic networked systems and establish efficient and effective security as-
sessment methods. As outlined in Chapter 1, Four specific research objectives
were derived from the goal.

1. Develop security modelling and analysis methods to improve scalability and
adaptability.

2. Investigate the scalability and adaptability of security modelling and analy-
sis for modern networked systems.

3. Propose efficient and effective security assessment methods to enhance ca-
pabilities of formulating countermeasures.

4. Incorporate unknown attacks and analyse the combined effects of them.

Objective 1 required a development of scalable and adaptable security mod-
elling and analysis method, which was addressed in Chapter 2 by presenting a
hierarchy based security model, the HARM. A formal definition of the HARM is
given, and security assessment methods are described. Moreover, various tools
and generation methods are described to generate the HARM, as well as existing
security models.

To investigate the scalability and adaptability of security models, Objective
2 required complexity and performance analyses. This objective was addressed
in three parts by Chapters 3, 4 and 5, with Chapter 3 addressing the complexity
analysis of the HARM and existing security models, and Chapters 4 and 5 looking
at performance of security models with respect to their scalability and adaptability,
respectively. In addition, new methods of security assessment methods presented
in Chapters 6, 7 and 8 are all taken into account with their performance in respect
to the scalability and adaptability.

Objective 3 covered the development of new security assessment methods that
enhances the scalability of security models without metric or model limitations.
Chapters 6 and 7 presented Importance Measures (IMs) to address this objective,
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which showed a significant improvement over the ES method in both attack sce-
narios of the attacker located inside and outside of the networked system. Addi-
tionally, Chapter 8 presented mitigation strategies to reduce the effect of unknown
attacks with improved algorithms for scalability.

Objective 4 required estimating the unknown behaviours arising from un-
known attacks. Chapter 8 addresses this objective by specifying three categories
of unknown attacks and incorporating them into the HARM, which enabled the
security assessment of unknown attacks in combination with known attacks. Two
mitigation strategies are proposed, with each strategy computed based on newly
developed naive and approximation algorithms.

In summary, the work presented in this thesis addresses all four of the stated
goals: it developed a new security model that is scalable and adaptable; it investi-
gated the performance of existing security models with respect to their scalability
and adaptability; it developed scalable security assessment methods based on net-
work properties without limitations of metrics and models; and it incorporated
unknown attacks into the HARM and analysed the combined effects of known
and unknown attacks.

9.2 Limitations and Future Work

In this thesis, various assumptions are made in the experiments that limited
the scope of the research. The sections below discuss some of the limitations in
this thesis and identify opportunities for future work.

9.2.1 Properties of the HARM

Practical Issues of Security Modelling and Analysis

There are a few practical issues of modelling security. First, the scalability
is a major problem when modelling a large sized networked system [87, 88, 100,
124, 151, 158]. As presented in Section 3.6, not all phases of security models are
scalable, especially in the evaluation and modification phases. Second, security
models lack in reusability. Various security metrics and their analysis methods
are proposed, but they cannot be transferred between security models due to their
structural difference. As a result, users must choose their security model concisely
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for their need. Third, there is a lack of tools availability. Section 2.4 shows that
only seven security models have tools available and only two security models (i.e.,
AG and AT) have commercial tools. The lack of tools availability significantly
reduces the scope of security analysis for users. Currently, the HARM also does
not have an available tool, which is to be completed in future work.

Usability of Security Models

Security models are widely used to analyse the security of networked sys-
tems in various domains, and they can evaluate many different aspects of security
(as shown in Section 3.1). However, some security models can analyse the se-
curity more efficiently in different contexts, showing strengths and weaknesses.
For example, tree-based security models can efficiently perform security analy-
sis (assuming the tree structure is optimised), but it cannot capture the sequential
information without the use of specialised features (e.g., using sequential-AND

gates). However, the generation of graph-based security models is scalable with
a polynomial time complexity, but the generation of tree-based security models is
impractical with an automated generation method taken into account. That is, the
user must make a decision on which type of security models will be best suited
for the security analysis, considering various features of security models and how
suitable the security model is for the intention of the user. This problem can be
resolved using the HARM, where different security models can be used in various
layers in the HARM, and it is also scalable and adaptable.

Changes in Network Systems

Changes in the networked system, such as dynamic network reconfigurations,
energy conservation techniques and user populations, are not well captured in
existing security models (i.e., adaptability of security models), where existing se-
curity models do not consider changes in the networked system [12,33,43,44,55,
153,173,200]. As described in Section 3.5, the security model can be rebuilt every
time when there is a change in the networked system. However, the generation
of a security model again is costly and time consuming due to many unchanged
components in the security model that do not require changes.
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Incorporating Various Vulnerabilities

Only a few vulnerabilities (e.g., only the OS vulnerabilities) are taken into ac-
count in the examples and experiments for simplicity, but various vulnerabilities
can be incorporated and modelled in the HARM. For example, application vul-
nerabilities can be incorporated by creating another lower layer in the HARM. If
vulnerabilities from different layers are related (e.g., an application layer is a pre-
condition of an OS layer vulnerability), then their relationship can be captured in
the HARM with post and pre conditions. However, experimental results showed
that regardless of varying number of vulnerabilities, the HARM outperforms ex-
isting security models (as shown in Chapters 4 and 5).

Enhancing Generation Methods for Security Models

The logic reduction algorithms can be used to improve the generation of tree-
based security models [94]. However, there are limitations of the methods used to
automatically generate tree-based security models. First, equivalent attack paths
are assumed to be grouped, but this must be pre-processed (i.e., similar nodes
to be grouped). A naive approach (e.g., brute force) will result in an exponen-
tial computational complexity. Second, the memory space to keep track of the
current attack path is required to avoid any loops during the recursion using the
logic reduction technique, but the memory space required has a size complexity
of O(n.n!).

The Cloud Computing resources can be used to enhance the generation of
security models [86]. However, there is a computational overhead, because this
method depends on how the security model is subdivided onto sub-processors. A
naive partition method (i.e., one node is partitioned at a time) was used, which
is relatively simple to implement. As a result, the overhead observed when the
number of nodes in the AG was negligible. If more complex partitioning algo-
rithms are used (e.g., as in [115]), the computational complexity of the overhead
may grow. Also, there is a big graph mining technique that can analyse a very
large sized graph efficiently [113]. Also, there is MapReduce/Hadoop framework
and its methods for processing large data sets (e.g., a very large sized AG) [54].
However, the use of big graph mining techniques and MapReduce/Hadoop frame-
work has not been taken into account. Lastly, there is a cost associated with using

173



the Cloud (e.g., running costs, implementation and update costs). Although the
price of using Cloud computing is becoming more flexible (i.e., affordable [17]),
the sum of all costs may be significant depending on the amount of hardware
resources required. The relationship between the security models and their re-
quirements should be investigated to optimally distribute hardware resources to
minimise the cost in future work.

Security Evaluation and Overheads

Various security metrics can be computed using the HARM (e.g., system risk,
benefit, ROI), which are equivalent to existing security models such as an AG.
However, the complexity analysis and experimental results show a significant
scalability improvement for the HARM over traditional security models (e.g., an
AG). Using the hierarchy improves the performance because multiple computa-
tions can be grouped in the HARM, whereas a single layered security model does
not have such function. In contrast, if the outputs of all possible attack scenarios
are expected, then there exists an overhead in the HARM to compute the correla-
tion between the upper and lower layer components. However, such output was
not taken into account nor analysing this overhead, which should be addressed in
future work.

9.2.2 Scalability and Adaptability

Validation using a Real System

The networked system was modelled as close as to the real network settings,
but one of the limitations is the lack of implementation in a real testbed for valida-
tion. There are a limited number of previous work that used a testbed or a practical
network [60,104,147,192]. On the other hand, assessing the security of unknown
attacks (unVIP) remains a difficult task as it is difficult to populate properties of
them [30]. To address this problem, a real testbed with an assumed unVIP in the
future work should be taken into account, as well as using existing vulnerability
databases (e.g., NVD [146]) to conduct experiments such as in [137] (which only
dealt with unknown vulnerabilities), along with unknown devices and unknown
attack paths. To extend, one can incorporate online unknown attack detection
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mechanisms (i.e., as shown in [8, 51]) to analyse the security of networked sys-
tems with unVIP in real time. By incorporating unVIP detection mechanisms and
evaluating possible attack scenarios of an ongoing attack (e.g., advanced persis-
tent threats), we can formulate effective mitigation strategies to prevent unknown
attacks penetrating through the networked system.

Scalability of Security Model Phases

The AG suffered the scalability problem due to independent connections be-
tween the model components (Chapters 3 and 4). The representation of the AG
had more edges compared to the HARM. The number of nodes was the same, but
the number of edges was greater in the AG. However, the construction time shows
that there is only a little difference between the HARM and the AG. Also, only
a few existing security models compared the performance against the AG in the
construction and the evaluation phases. None of the security models considered
an update event in the networked system, and how their models are updated. The
similarity between the AG, LAG, and the MPG is that they are represented as a
single layer in a security model. Those security models suffer from a scalabil-
ity problem in the representation, and also the modification may affect all nodes
in the security model in the worst case. However, hierarchical models, such as
the HARM and the TLAG, have fewer structural changes as they have less rela-
tionship between nodes and security models that are represented in a single layer.
In addition, the HARM has fewer components to update, because the TLAG has
higher number of lower layer models.

Network Structure and Attack Scenarios

In a real life networked systems, network topologies are complex with many
combinations of simple topologies (e.g., combinations of star, tree, ring and mesh
topologies). The worst case complexity defined in Chapter 3 by analysing a fully
connected topology gives the upper bound performance. Although a few complex
network topologies are created in the experiment, it is difficult to estimate the
scalability of security models when deployed in real systems. However, the com-
plexity analysis and experimental results are a good estimator of using security
models in real life. Moreover, such estimation can be used to design networked
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systems that are secure as well as efficient to analyse the security to mitigate at-
tacks.

MTD techniques with Various Security Metrics

A single security metric cannot capture all effects of MTD techniques. More-
over, not all MTD techniques can be analysed using the HARM. For in-depth
security analysis of MTD techniques, various security metrics should be used.
Hence, a wide range of security metrics should be taken into account in future
work, and how security metrics are affected by different MTD techniques, as well
as how and which layer MTD techniques should be deployed.

9.2.3 Security Analysis using the HARM

Vulnerabilities without Security Metrics

Using a vulnerability scanner NESSUS [28], about 60 vulnerabilities of a real
host machine were reported (the host based on a Windows XP SP1). However,
only 11 vulnerabilities had CVSS BS, which gives a set of security metrics asso-
ciated with these vulnerabilities. There was a textual description of vulnerabilities
(e.g., Vulnerability Synopsis and Vulnerability Description), but this is difficult
to process automatically. Moreover, 10 vulnerabilities are scanned without any
descriptions. Incomplete security data makes difficult to automate and analyse
the network security. Other sources of vulnerability scanners and security metrics
should be investigated in future work.

Optimal Network Hardening

Existing optimal network hardening methods use heuristic algorithms to find
the likely attacks, such as min-paths, and analyse the security based on these cal-
culations [12, 33, 43, 44, 55, 153, 173, 200]. Heuristic methods provide reasonable
security solutions, but not all security analyses can be covered by heuristic meth-
ods, such as analysing the overall network security from attacks that have inten-
tions to compromise most or all network hosts. Moreover, security metrics are
considered as a static value, that the network hardening may not be an optimal
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solution if the security metric values change. To address this problem, network-
centric security analysis method using the network centrality and security metric
measures are developed (Chapters 6 and 7). However, the accuracies of these
methods cannot be guaranteed. Hence, a further investigation is required to find
the optimal network hardening methods that are not model and metric oriented in
future work.

Changes in Security Metric Values

Changes of security metric values (e.g., the impact of an attack, the probabil-
ity of an attack success and the risk of an attack) affect the network hardening
decisions. The network hardening methods are dependent on the values of secu-
rity metrics, and these are considered as static values (i.e., constant). The effect
on the network hardening decision should be changing over a period of time as
security metric values change. As a result, the network hardening decision may
not be an optimal solution, and the networked system may requires additional net-
work hardenings deployed to satisfy the security constraints, which will result in
higher cost and time spent. Therefore, it is required to take into account changes
of security metric values and how they can affect the security of the networked
system.

Optimisation of the IMs w.r.t MTD techniques

The proportion of important nodes in the HARM is randomly but reasonably
selected. As discussed in [90], there exists an optimal number of important nodes
for an optimal performance of security analysis. Results in Chapters 6 and 7
showed that using the ES method is infeasible in practice for a large sized net-
worked system, whereas using the IMs is more scalable and practical. However,
it is difficult to decide what proportion of nodes to select, as different networks
have different optimal proportions based on the topology and settings.

Also, various network scenarios are not taken into account (e.g., network
topologies, the number of hosts and VMs, and the number of vulnerabilities)
and how the effectiveness of MTD techniques are affected. For security anal-
ysis, a nearly equivalent security solution is computed for various network sce-
narios [89]. This study should be extended in future work to investigate various
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network scenarios using the IMs to compute the effectiveness of MTD techniques.

Multiple Target Hosts and Locations

Examples and experiments only considered a single target host, but the at-
tack scenario could also compromise multiple hosts in multiple locations (e.g., a
denial of service attack). NCMs are used to consider the overall security of the
networked system (i.e., implicitly covering an attack with multiple targets), but it
is unknown how close the security solution comes near to the optimal solution.
However, the number of attack scenarios may increase in such cases, but comput-
ing IMs only change the rankings of hosts and vulnerabilities without affecting
the performance. A different location for the target brings a new attack scenario,
and such cases should be considered in future work.

Adjusting the Weight of Combined IMs

The combined IMs are measured with a weight value of α = 0.5 in Chap-
ter 6, which was reasonably selected. Results showed that using the combined
IMs, a nearly equivalent solution to the ES method is computed. Further, the re-
sult showed that it is possible to compute different solution that can match more
closely with the ES method using different weights. That is, assigning the weight
value appropriately can improve the set coverage, as well as the order of vulnera-
bilities in the PSV.

Order of Vulnerabilities in the PSV

Although the set coverage was relatively high for various network scenarios,
the actual order of vulnerabilities varies when combined IMs are used. To address
this problem, one can perform a security analysis for the vulnerabilities in the PSV
only, which does not consider all possible cases. The performance of this method
is in fraction of the ES method.

Attacks on Less Important Hosts

The drawback of IMs based security analysis is when an attacker attempts to
penetrate through the networked system by compromising less important hosts
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(and/or less significant vulnerabilities). In such case, one cannot capture threats
efficiently using the IMs. However, it is possible that by covering certain amount
of important hosts and vulnerabilities, there will be a minimum set that covers all
possible attack routes (i.e., set of hosts that at least one of selected host is in any
given attack scenario). Such method should be analysed to investigate how many
important hosts and vulnerabilities should be considered (e.g., proportion of hosts
and vulnerabilities) to cover all possible attack scenarios.

9.2.4 Assessing the Effectiveness of Unknown Attacks

9.2.5 Unknown Attack Modelling

Unknown attacks exploit a vulnerability that exists in a system that has no
countermeasure yet. Although zero-day attacks are rare among all cyber attacks,
they are discovered and used by attackers [61, 77]. Finding zero-day vulnerabil-
ities is a difficult task in a complex system, for both developers and attackers.
There are means to detect zero-day attacks [168,194,195], but measuring security
metrics of zero-day attacks are difficult in general because their characteristics
are diverse and not well known [30]. One can model zero-day vulnerabilities in
a security model by hypothesising each application in the networked system with
a zero-day vulnerability [45, 99]. Another method is to measure the length of the
zero-day attack path [198, 199]. However, current zero-day expressions lack in
functionalities in the security models due to their limited descriptions, and secu-
rity solutions do not reflect practical requirements because they are not considered
in combinations with known attacks. To address these problems, Chapter 8 pro-
posed methods to incorporate unknown attacks into the HARM and analyse the
combined effects of known and unknown attacks. However, there is still a need
for validation using a real testbed to confirm experimental results.

Effectiveness of Mitigation Strategies for Unknown Attacks

Although various mitigation strategies exist (e.g., as described in [198]), only
two unVIP mitigation strategies are considered (i.e., based on identifying signif-
icant hosts and vulnerabilities). But identifying significant hosts and vulnerabili-
ties are one of the most important intermediate steps for further network harden-
ing plans, because different mitigation strategies have different effects in security.
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Nevertheless, other unVIP mitigation strategies should be incorporated and eval-
uated for their effectiveness to further enhance the security of networked systems.

Security Metrics for Assessing Unknown Attacks

System risk metric was used to analyse the security of the networked system,
and also unVIP mitigation strategy algorithms are based on the results of the risk
analysis. However, assessing the effectiveness of unVIP with an assumed risk
value can be misleading, as one cannot estimate the nature of unknown attacks
precisely [30]. Therefore, it is necessary to develop various security metrics in
respect to unVIP to understand the impact of them from various aspects of security
(such as kzd safety used in [199], or update existing metrics to measure them
[172]).

Open Problems

There is still a lack of features of security models that aid users to decide the
optimal security decision. Most security models do not incorporate how counter-
measure selection may affect the system performance. There are studies consider-
ing both security and performance, but these are not captured in security models.
As a result, users may know the effectiveness of countermeasures, but the influ-
ence to the performance in their system may change unexpectedly as a result of
deploying the countermeasure.

Also, different security models have different features to enhance the security
analysis. However, these features are specifically made for each security models,
such that different capabilities of different security models cannot be shared. This
becomes cumbersome from the user’s point of view. For example, if the user have
used an AG to evaluate the risk of the system but now wants to evaluate the risk
of the network based on different reachability groups, the user must reconstruct
the AG for each reachability group. However, this could have been done with-
out reconstruction if the user used a MPAG [99], which has a feature to capture
different reachability groups.
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Chapter 10

Conclusions

Security analysis of the networked system in an efficient and effective manner is
an important task for enterprises and individuals to protect cyber/physical assets
from cyber criminals. This thesis has identified two problems of existing secu-
rity models and their analysis methods that significantly affect the performance
of security analysis. First, the scalability problem of security models resulted in
an inability to evaluate the security of large sized networked systems, and sec-
ond, the adaptability of existing security models are either inefficient or unknown
to analyse the security of networked systems with frequent changes. To address
these problems, the HARM is developed, and scalable security analysis methods
are developed and analysed. Moreover, unknown attacks are specified and incor-
porated into the HARM framework to assess the effect of known and unknown
attack combined.

This thesis has made four distinctive contributions to knowledge in the domain
of network security and network hardening. These are

1. A development of the HARM that improves the scalability and adaptability
of security modelling and analysis. The HARM is formally defined where
it is possible to incorporate various security models onto its layers for func-
tionalities. Further, efficient automated generation method for tree-based
security models is developed based on logic reduction techniques, and the
use of parallel computing techniques to enhance the performance of security
evaluation is described.

2. A comparative analysis of security models is presented with respect to com-
plexity and performance. The lifecycle of security models is described,
where each five phases in the lifecycle can be analysed and compared for
various security models. This analysis provides a basis for emerging secu-
rity models to evaluate and compare their scalability and adaptability, which
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sets a guideline for developing new security modelling and analysis meth-
ods.

3. Scalable security assessment methods based on importance measures are
developed to efficiently compute important hosts and vulnerabilities, which
are based on only the properties of networked systems. Attack scenarios
with an attacker located in either inside or outside of the networked sys-
tem are taken into account, where existing network centrality measures are
used for the attacker located outside the networked system, and newly devel-
oped network centrality measures are used for the attacker located inside the
networked system. The performance of security assessment using the im-
portance measures has improved significantly compared to the exhaustive
search method, while maintaining a high accuracy of security solutions.

4. A comprehensive security analysis of unknown attacks is conducted by in-
corporating them into the HARM and analysing the effects of both known
and unknown attacks combined. Unknown attacks are specified into three
different categories, and new mitigation strategies to minimise the effects of
unknown attacks are developed, which are to identify significant hosts and
vulnerabilities when unknown attacks are assumed in the networked system.
The location of unknown attacks assumed significantly affected the security
assessment, The effective mitigation strategies are computed efficiently us-
ing the approximation algorithms, where the accuracies of them are nearly
equivalent to the naive method with poor performance.

Together, this research provides a foundation for further work, both in de-
veloping scalable and adaptable security modelling and analysis methods, and in
formulating cost-effective and time-efficient optimal network hardening solutions.
The security modelling and analysis results presented in this thesis may be used
to inform security analysts and security researchers as they advance in securing
the cyberspace.
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Shattering and Compressing Networks for Centrality Analysis. ArXiv e-

prints (Sep 2012).

[60] EVANS, D., NGUYEN-TUONG, A., AND KNIGHT, J. Effectiveness of
Moving Target Defenses. In Moving Target Defense, S. Jajodia, A. K.
Ghosh, V. Swarup, C. Wang, and X. S. Wang, Eds., vol. 54 of Advances

in Information Security. Springer New York, 2011, pp. 29–48.

[61] EVANS, N., AND YUAN, X. Observation of recent Microsoft Zero-Day
vulnerabilities. In Proc. of the 49th Annual Southeast Regional Conference

(ACMSE 2011) (New York, NY, USA, 2011), ACM, pp. 328–329.

[62] EWING, G., PAWLIKOWSKI, K., AND MCNICKLE, D. Akaroa-2: Ex-
ploiting network computing by distributing stochastic simulation. In Proc.

European Simulation Multiconference (ISCS 1999) (1999), pp. 175–181.

190



[63] FALLIERE, N., MURCHU, L., AND CHIEN, E. W32. Stuxnet Dossier.
White paper, Symantec Corp., Security Response (2011).

[64] FLOYD, R. Algorithm 97: Shortest path. Commun. ACM 5, 6 (1962), 345.

[65] FOO, B., WU, Y.-S., MAO, Y.-C., BAGCHI, S., AND SPAFFORD, E.
ADEPTS: Adaptive Intrusion Response using Attack Graphs in an E-
commerce Environment. In Proc. of International Conference on Depend-

able Systems and Networks (DSN 2005) (2005), pp. 508–517.

[66] FOR INTERNET SECURITY, T. C. Cis consensus information security met-
rics, Nov. 2010.

[67] FOVINO, I., AND MASERA, M. Through the Description of Attacks: A
Multidimensional View. LNCS 4166 (2006), 15.

[68] FRIGAULT, M., AND WANG, L. Measuring Network Security Us-
ing Bayesian Network-Based Attack Graphs. In Proc. of the 32nd An-

nual IEEE International Computer Software and Applications (COMPSAC

2008) (July 2008), pp. 698–703.

[69] FRIGAULT, M., WANG, L., SINGHAL, A., AND JAJODIA, S. Measuring
Network Security Using Dynamic Bayesian Network. In Proc. of the 4th

ACM Workshop on Quality of Protection (QoP 2008) (New York, NY, USA,
2008), QoP ’08, ACM, pp. 23–30.

[70] GALLON, L., AND BASCOU, J. Using CVSS in Attack Graphs. In Proc.

of the 6th International Conference on Availability, Reliability and Security

(ARES 2011) (2011), pp. 59–66.

[71] GEORGIADIS, G., AND KIROUSIS, L. Lightweight centrality measures in
networks under attack. Complexus 3, 1 (2006), 147–157.

[72] GERACE, T., AND CAVUSOGLU, H. The Critical Elements of the Patch
Management Process. Communnications of the ACM 52, 8 (Aug. 2009),
117–121.

191



[73] GHOSH, A., GAJAR, P., AND RAI, S. Bring Your Own Device (BYOD):
Security Risks and Mitigating Strategies. Journal of Global Research in

Computer Science 4, 4 (2013), 62–70.

[74] GHOSH, N., AND GHOSH, S. An Approach for Security Assessment of
Network Configurations Using Attack Graph. In Proc. of the 1st Inter-

national Conference on Networks and Communications, (NETCOM 2009)

(2009), pp. 283–288.

[75] GLYNIS, D., SALIM, H., YOUSSIF, A., AND GABRIEL, R. Resilient Dy-
namic Data Driven Application Systems (rDDDAS). Procedia Computer

Science 18, 0 (2013), 1929 – 1938. 2013 International Conference on Com-
putational Science.

[76] GORBENKO, A., KHARCHENKO, V., AND ROMANOVSKY, A. Using
Inherent Service Redundancy and Diversity to Ensure Web Services De-
pendability. In Methods, Models and Tools for Fault Tolerance, M. Butler,
C. Jones, A. Romanovsky, and E. Troubitsyna, Eds., vol. 5454 of Lecture

Notes in Computer Science. Springer Berlin Heidelberg, 2009, pp. 324–
341.

[77] GRACE, M., ZHOU, Y., ZHANG, Q., ZOU, S., AND JIANG, X.
RiskRanker: Scalable and Accurate Zero-day Android Malware Detection.
In Proc. of the 10th International Conference on Mobile Systems, Applica-

tions, and Services (MobiSys 2012) (New York, NY, USA, 2012), ACM,
pp. 281–294.

[78] GROCHOCKI, D., HUH, J., BERTHIER, R., BOBBA, R., SANDERS, W.,
CARDENAS, A., AND JETCHEVA, J. AMI Threats, Intrusion Detection
Requirements and Deployment Recommendations. In Proc. of the 3rd In-

ternational Conference on Smart Grid Communications (SmartGridComm

2012) (Nov 2012), pp. 395–400.

[79] GUPTA, S., AND WINSTEAD, J. Using Attack Graphs to Design Systems.
IEEE Security & Privacy 5, 4 (2007), 80–83.

192



[80] GUTTMAN, B., AND ROBACK, E. An Introduction to Computer Security:

The NIST Handbook. DIANE Publishing, 1995.

[81] HIGUERO, M., UNZILLA, J., JACOB, E., SAIZ, P., AGUADO, M., AND

LUENGO, D. Application of ‘attack trees’ technique to copyright protec-
tion protocols using watermarking and definition of a new transactions pro-
tocol secdp (secure distribution protocol). LNCS 3311 (2004), 264–275.

[82] HIGUERO, M., UNZILLA, J., JACOB, E., SAIZ, P., AGUADO, M., AND

LUENGO, D. Application of’attack trees’ in security analysis of digital
contents e-commerce protocols with copyright protection. In Proc. of Inter-

national Carnahan Conference Security Technology (CCST 2005) (2005),
pp. 57–60.

[83] HINES, P., AND BLUMSACK, S. A centrality measure for electrical net-
works. In Proc. of the 41st Annual Hawaii International Conference on

System Sciences (HICSS 2008) (2008), pp. 185–185.

[84] HOMER, J., VARIKUTI, A., OU, X., AND MCQUEEN, M. Improving At-
tack Graph Visualization through Data Reduction and Attack Grouping. In
Visualization for Computer Security, J. Goodall, G. Conti, and K. Ma, Eds.,
vol. 5210 of Lecture Notes in Computer Science. Springer Berlin Heidel-
berg, 2008, pp. 68–79.

[85] HONG, J., CHUNG, J., HUANG, D., AND KIM, D. Survey on Graph-based
and Tree-based Security Models. to be submitted to the IEEE Journal of

Surveys (2014).

[86] HONG, J., EOM, T., PARK, J., AND KIM, D. Scalable Security Analysis
using a Partition and Merge Approach in an Infrastructure as a Service
Cloud. In Proc. of the the 11th International Conference on Ubiquitous

Intelligence & Computing (UIC 2014) (Dec 2014), pp. 50–57.

[87] HONG, J., AND KIM, D. HARMs: Hierarchical Attack Representation
Models for Network Security Analysis. In Proc. of the 10th Australian In-

193



formation Security Management Conference on SECAU Security Congress

(SECAU 2012) (2012), pp. 1–8.

[88] HONG, J., AND KIM, D. Performance Analysis of Scalable Attack Repre-
sentation Models. In Security and Privacy Protection in Information Pro-

cessing Systems (SEC 2013), L. Janczewski, H. Wolfe, and S. Shenoi, Eds.,
vol. 405 of IFIP Advances in Information and Communication Technology.
Springer Berlin Heidelberg, 2013, pp. 330–343.

[89] HONG, J., AND KIM, D. Scalable Security Analysis in Hierarchical At-
tack Representation Model using Centrality Measures. In Proc. of the 43rd

Annual IEEE/IFIP International Conference on Dependable Systems and

Networks Workshop (DSNW 2013) (2013), pp. 1–8.

[90] HONG, J., AND KIM, D. Scalable Security Model Generation and Analysis
Using k-importance Measures. In Security and Privacy in Communication

Networks (SecureComm 2013), T. Zia, A. Zomaya, V. Varadharajan, and
M. Mao, Eds., vol. 127 of Lecture Notes of the Institute for Computer Sci-

ences, Social Informatics and Telecommunications Engineering. Springer
International Publishing, 2013, pp. 270–287.

[91] HONG, J., AND KIM, D. Performance Analysis of Graph-based Secu-
rity Models. submitted to the Elsevier Computer & Security in Nov 2014

(2014).

[92] HONG, J., AND KIM, D. Scalable Security Models for Assessing Ef-
fectiveness of Moving Target Defenses. In Proc. of the 44th Annual

IEEE/IFIP International Conference on Dependable Systems and Networks

(DSN 2014) (Jun 2014), pp. 515–526.

[93] HONG, J., KIM, D., AND HAQIQ, A. What Vulnerability Do We Need to
Patch First? In Proc. of the 44th Annual IEEE/IFIP International Con-

ference on Dependable Systems and Networks Workshop (DSNW 2014)

(2014), pp. 684–689.

194



[94] HONG, J., KIM, D., AND TAKAOKA, T. Scalable Attack Representation
Model Using Logic Reduction Techniques. In Proc. of the 12th IEEE In-

ternational Conference on Trust, Security and Privacy in Computing and

Communications (TrustCom 2013) (2013), pp. 404–411.

[95] HUANG, Y., ARSENAULT, D., AND SOOD, A. Closing Cluster Attack
Windows Through Server Redundancy and Rotations. In Proc. of the 6th

IEEE International Symposium on Cluster Computing and the Grid (CC-

GRID 2006) (May 2006), vol. 2, pp. 12 pp.–21.

[96] HUANG, Y., AND GHOSH, A. Introducing Diversity and Uncertainty to
Create Moving Attack Surfaces for Web Services. In Moving Target De-

fense, S. Jajodia, A. K. Ghosh, V. Swarup, C. Wang, and X. S. Wang, Eds.,
vol. 54 of Advances in Information Security. Springer New York, 2011,
pp. 131–151.

[97] HYPPONEN, M. How We Found the File That Was Used to Hack RSA.

[98] INC, S. S. Skybox, June 2014.

[99] INGOLS, K., CHU, M., LIPPMANN, R., WEBSTER, S., AND BOYER,
S. Modeling Modern Network Attacks and Countermeasures Using At-
tack Graphs. In Proc. of the 25th Annual Computer Security Applications

Conference (ACSAC 2009) (2009), pp. 117–126.

[100] INGOLS, K., LIPPMANN, R., AND PIWOWARSKI, K. Practical Attack
Graph Generation for Network Defense. In Proc. of the 22nd Annual Com-

puter Security Applications Conference (ACSAC 2006) (2006), pp. 121 –
130.

[101] INTERNATIONAL TELECOMMUNICATION UNION, T. S. S. Security ar-
chitecture for systems providing end-to-end communications. Tech. rep.,
ITU-T Rec. X.805, Oct. 2003.

195



[102] ISLAM, T., AND WANG, L. A Heuristic Approach to Minimum-Cost Net-
work Hardening Using Attack Graph. In Proc. of New Technologies, Mo-

bility and Security (NTMS 2008) (2008), pp. 1–5.

[103] JACKSON, T., SALAMAT, B., HOMESCU, A., MANIVANNAN, K., WAG-
NER, G., GAL, A., BRUNTHALER, S., WIMMER, C., AND FRANZ, M.
Compiler-Generated Software Diversity. In Moving Target Defense, S. Ja-
jodia, A. K. Ghosh, V. Swarup, C. Wang, and X. S. Wang, Eds., vol. 54 of
Advances in Information Security. Springer New York, 2011, pp. 77–98.

[104] JAFARIAN, J., AL-SHAER, E., AND DUAN, Q. Openflow Random Host
Mutation: Transparent Moving Target Defense Using Software Defined
Networking. In Proc. of the 1st Workshop on Hot Topics in Software

Defined Networks (HotSDN 2012) (New York, NY, USA, 2012), ACM,
pp. 127–132.

[105] JAJODIA, S., NOEL, S., AND OBERRY, B. Topological Analysis of Net-
work Attack Vulnerability. In Managing Cyber Threats, V. Kumar, J. Sri-
vastava, and A. Lazarevic, Eds., vol. 5 of Massive Computing. Springer US,
2005, pp. 247–266.

[106] JAQUITH, A. Security metrics blog. http://www.securitymetrics.org.

[107] JHA, S., SHEYNER, O., AND WING, J. Minimization and Reliability
Analyses of Attack Graphs. Tech. Rep. CMU-CS-02-109, School of Com-
puter Science, Carnegie Mellon University, Feb. 2002.

[108] JHA, S., SHEYNER, O., AND WING, J. Two Formal Analyses of Attack
Graphs. In Proc. of the 15th IEEE Computer Security Foundations Work-

shop (CSFW 2002) (2002), pp. 49 – 63.

[109] JIA, Q., SUN, K., AND STAVROU, A. MOTAG: Moving Target Defense
against Internet Denial of Service Attacks. In Proc. of the 22nd Interna-

tional Conference on Computer Communications and Networks (ICCCN

2013) (2013), pp. 1–9.

196



[110] JIA, Q., WANG, H., FLECK, D., LI, F., STAVROU, A., AND POWELL, W.
Catch Me if You Can: A Cloud-Enabled DDoS Defense. In Proc. of the the

44th Annual IEEE/IFIP International Conference on Dependable Systems

and Networks (DSN 2014) (Jun 2014).

[111] JIN, C., WANG, X., AND TAN, H. Dynamic Attack Tree and Its Applica-
tions on Trojan Horse Detection. In Proc. of the Second International Con-

ference on Multimedia and Information Technology (MMIT 2010) (2010),
vol. 1, pp. 56–59.
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